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06 aBTope

Moxummu CoHr AB/seTcA paspaborunkoM c 6ormee yeM 20-1€THUM CTaXeM, Ha-
YaBIIM CBOIO Kapbepy ¢ YTEHMA BTOPOTO M3AAHMA KHurU Programming Perl, Bbi-
IIeALIeN B TOM K€ CAMOM M3aTe/IbCTBE, B KOTOPOM BbILUIA M AaHHAs KHMUra. OH
IIPMHMMaJ Y4acTHe BO MHOTHX HOBBIX IIPEANIPUATUAX U NOTHOCTBIO 3aHANCA OUT-
KostHoM B 2014 rogy. C Tex nop oH BHeC CBOJ MOCU/IbHBIN BK/Iaf B CaMble pa3Hble
IIpOEKThl 6MTKOMHA C OTKPHITHIM KOAOM, BKI04yasg Armory, Bitcoin Core, btcd
u pycoin.

Ecnu BbI xorga-Hubyap noscrpevyaere [DKMMMM M 3aXOTUTE BbI3BaTb B HEM
Xe/laHyMe MOPacCyXAaTh, CIIPOCUTE €ro 0 GUTKOIHe, YCTOMYMBOI Ba/IOTe, XYAbIX
TIOCNIEAACTBUAX OT AEKPETHOM BaJIIOTHI, IOCTE, NTIOTOARMY, CUTIOBOM aT/IETHKE, BOC-
[IMTAaHUM feTelt U KOBOOMCKMUX LIIAIAX.

06 n3obpaxeHun Ha 06noxKe

Ha o6no>xke HacTos1ero u3faHuA aToi KHUIU usobpaxeH megoen (Mellivora
capensis), MHaYe Ha3bIBaeMbIif /bICBIM 6apcykoM. HecMoTps Ha cBoe Ha3BaHMe,
3TO XMBOTHOE€ BHEIIHe NOXOXKE CKOpee Ha JIaCKy M/IM XOpbkKa, YeM Ha 6Gapcyka.
OHo oburaer noeciony B Appuxe, Muauu u I0ro-3anagroit Asuu. Megoeny —
XMIIHOE XMBOTHOE, NIPOAB/IAIOLEe CBOJ HEBEPOATHO CBUPENDIN HPaB, KOT/la eMy
IIPUXOAUTCA 3alMILIAThCA.

CBoe pMBBIYHOE Ha3BaHMe MENOE] MIOMTYYM/T U3-3a TOBA/IKM COBEPLIATh Habern
Ha yZIbY ¥ TOENaTh MI0OMMbIA UM Me[ M TMYMHKU I4el. Y HEro TONCTas LIKYPpa,
CBOAALLIAA HAa HeT MOC/TeACTBMA IMYEMMHBIX YKYcoB. Ho paunoH mefoenoB BecbMa
pa3Hoo6paseH M BK/IoYaeT B cebsA 3Melt (B TOM uuc/e ATOBUTHIX), TPI3YHOB, Ha-
CEKOMBIX, JIATYILEK, IITHL, Ai1La, IIZIOMBI, KOPHY M TYyKOBMIIb pacTeHui. boino 3a-
MeYeHO, YTO MeROeN NPOrOHAET MOMOABIX TbBOB OT CBOEN JOOBIYM M OTHOCUTCA
K HEMHOI'MM BMAaM >KMBOTHBIX, HaO/MIOfleHUA 32 KOTOPBIM BETUCh C MCIIONb30Ba-
HJMEM COBpEMEHHBIX MHCTPYMEHTOB.

Menoen — Kpenko c/I0)KeHHO€ KMBOTHOE C ATMHHBIM TE/IOM, WIMPOKOM CIIU-
HOJt M HeOOMbIION IIOCKOI roNoBOM. Y Hero KOPOTKMe HOTH, OKAHYMBAIOIMECHA
OCTPBIMM KOITAMHY, 6/1arofaps KOTOPbIM OH MCK/IIOYMTENBHO XOPOIIO POET 3eM-
n10. Menoen crioco6eH He TONMBKO JOKOIMATHCA [0 CBOEH AOOBIYM TIOH 3eMIel, HO
M BBIPBITb HOPY A cebs (mnuHoi B cpeaHeM 1-3 M). Y OCHOBaHMA €T0 XBOCTa
HaXOAMTCA Xe/e3a, HaNlOJTHEHHAs 3/I0BOHHOM CeKpelyest, KOTOPOi OH NONMb3yeTcs
ANA TIOMETKM CBOEM TePPUTOPUM U NPERYNPEXAeHNA Apyrux xuBoTHbIX. [lIkypa



Ha IIee Mefloefla He HATAHYTA, YTO I03BO/IAET €MY BEPTETb TONIOBOM M KycaThcd,
KOI/Ia €r0 XBaTaloT.

B 2011 ropy 6eccTpalliHoe NoBefieHMe MefOeNa CTA/I0 CIOXKETOM KOMMUYECKOro
BMPYCHOTO Bupeo, cHaToro National Geographic.

MHorue BUIBI XMBOTHHIX, M306paXKEHHBIX Ha 06/I0KKaX KHUT M3[aTe/IbCTBA
O’Reilly, HaxopATcs NOR yTpo30¥i MCYE3HOBEHMA, XOTA BCE OHM BAXKHDI /IS HAILETO
mupa. [Togpobree 0 TOM, Kak TIOMOYb CITACEHMIO STUX >KMBOTHBIX, MOXKHO Y3HAaTb
no agpecy animals.oreilly.com. Ha nepBoit cTpanuie o610k 3TOM KHUTH
NpMBENEHa WITIOCTpanuA ¢ u3obpaxeHneM Menoesa, BoinonHeHHas Kapen MoHT-
roMepy Ha OCHOBAHMM HepHO-6e/10i1 rpaBIOpHl, B3ATOM U3 SHIMK/IONETUYECKOTO
nagauus Natural History of Animals (EcTecTBeHHas MCTOPMUA XMBOTHBIX).
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MpepucnoBue

Kak 3ameyaTenbHO ObITh mucaTeneM Hay4HO-(GaHTaCTMYECKUX MOBECTEN U po-
MaHoB! B HMX MOXXHO MOCTpPOUTb 061LIECTBO, B KOTOpOM 6/1arococtosiiue 60/b-
lIe He ABAETCA MUPAXKOM, BO3HMKAIOIIMM M3 NYCTHIX 06elaHuit IpaBUTENbCTB
¥ MAHMNY/IALMA LEHTpaTbHbIX 6aHKOB, 0OMEHMBAThCS LIEHHOCTAMM MOXHO 6€30
BCAKUX NOAO3PEHNIA U OMIaThl YCIYT NMOCPEAHMKA, KOJ MOXET OBITh 3aKOHOM, a
KOJIEKTMBHBIE PEIIEHUS MOTYT NMPUHUMAThCA 6e3 MCKaKeHUIt, BHOCUMBIX LIeH-
Tpanuaaumeit... [l 3TOro NMcaTeo JOCTATOYHO OTKPHITh TEKCTOBBIN PEAAKTOP U
NPUCTYIIUTD K BOIIOLIEHNIO 3aMBIC/Ia CBOET0 HayYHO-(PaHTaCTUYECKOTO AETHILA.

Ho pna HanmcaHuA 3aXBaThIBAaOIUX POMAaHOB HY>KHO He TONMbKO BOOOpaKeHHe,
HO M 3HaHMe OKpYy>xarolero Mupa. “‘IlocTpoeHne Mupa” — 3TO He CTONBKO JIUTe-
paTypHoe npaBponofobue ayu HaNmMYKaHHbIA TEXHUYECKMMU TEPMUHAMU TEKCT,
CKO/IBKO TIPOHMKHOBEHUE ITyOOKO BHYTPb, YTOOB HOOPATHCA 0O CYTH M MOHATH,
KaKuM 06pa3oM JiefiCTBYeT 3TOT MUp, 3afaBasch Bonpocamyu Bpoge “Uto ecnu...”
U 4yeMm nyyuie mucaTenb MOHMMAET MEXaHM3MBI U KOABI, 0Opasyroliye OnMuchIBae-
MBIit UM MUP, TeM 60J/lee MHTEPECHBIMYM CTAHOBATCA BOMPOCHI, KOTOpbIE B CBA3Y C
HMMU BO3HUKAIOT.

/3smeHMTDh peanbHBII MUp HAMHOTO TpPYAHee, YeM HANMUCaTb HayYHoO-¢daHTa-
CTUYeCKUIf pOMaH, HO ¥ J/A aToro TpebyloTcs 3HaHus. [loMuMo MyApocTH, UAea-
NU3Ma, HaCTOMYMBOCTH, AUCLIMIUIMHBI ¥ YOEXKAEHHOCTH MeEped TULIOM COMHEHMI,
TOMY, KTO NIpeTeHAYeT Ha NMpeoOpa3oBaHMe OKPYXXAKOIETo MMUpa, HEOOXOAMMO
SICHO TIOHMMATb, KakKye CPENCTBA U BO3MOXKHOCTU €My HOCTYTIHBI Y KaKOBBI MX
OTpaHUYeHU.

B HacTosmee BpeMst Mup OMTKOIMHA U G/I0KYeifHA BCe elle 0CTaeTcsA Mo 60/b-
weif yacT¥ paHTacTUYecKuM. [JOMOpOILEeHHBIE 3HATOKY, BCEIAIOLIME HALEXIbI,
He CKyNsAIMecs Ha IOXBa/bl ¥ COBCEM He IOHMMAIOLIME PeaJbHOTO IOJIOXe-
HUSA Belley, CIbIMIHB HAMHOI'O TPOMYe M OKa3bIBAIOT GO/bluee BIUAHUE, YeM
Te, KTO BBINOJIHAET BCIO TSDKENYI0 paboTy, YTOOB M3MEHUTh OKPYXKAIOLIMIT
mup. IIpuBnexas Ha MOMOLIb TEXHMYECKYIO TEPMMHONOTHMIO M aKTyaJbHbIE Te-
MaTUYeCKMe METKM B COUMANbHBIX CETAX, NMOMUTUYECKUM MOTUBUPOBAHHBIE



PasrnaronbCTBOBaHMA, OCHOBaHHBIE HAa CTpaxe M cXeMax 6bicTporo oborame-
HUA, IPU3BIBAIOT JKAXATh 3HAHMUIA.

Ho, yuTas TexHMYeCKyl0 JOKyMeHTalMi0 ¥ 0630pHBIe CTAaThM, MOHATb 6/10K-
YeifH MOXHO He 60/blie, YeM HayYMThCA OTKPBIBATb CBOE [€/I0, MOCEIas KOy
TpeNIpYHUMaTENbCTBA MM HabMio/jas Mpe3eHTalyy, cocTaBneHHbe B PowerPoint.

[nsa sToro npuaeTcsa NporpaMMMUpPOBATh.

Yto6b! pa3o6paThCs B KaKoif-HMOYAb TEXHOMOTUY, /y4llle BCETO CO3[ATh C ee
TIOMOIBIO0 HEYTO nonesHoe. [lo Tex mop, moKa Bbl CAMOCTOATENILHO He 3alIporpaM-
MMpYeTeé OCHOBOIIO/IAralolMe KOHCTPYKTUBHBIE 6/IOKM HMPUIOXKEHUS Ha OCHOBE
6moxyeitHa, BBl He YIOBUTE PasSHMLBI MEXAY IIYCTOH PeKTaMHOM LIYMUXOM U OCY-
I[€CTBMMBIMM BO3MOXCHOCTAMM. _

3STa KkHMra CIY>XUT Hanbonee 3pHeKTUBHBIM U UCYEPIIBIBAIOIIUM UCTOYHMKOM
uHpOpMaLNHK 1A U3ydeHUs 6UTKONMHA u 6/10KYeliHa Yepe3 POrpaMMuUpoOBaHHe.
Onupascy Ha CBOM ONBIT M 3HaHMA, ee aBTOP, [kuMmy COHL, IPONOXKMIT TaKoi
IYTh K U3Y4YE€HUIO, KOTOPBIN MTPOBEfleT YNTATeNA OT MaTeMAaTUYeCKMX OCHOB OUT-
KOMHa [0 HOBEHIUMX PaCUIMPEHMN U pasBeTBIeHMNA. M Ha 3TOM IyTH YUTaTeNlIo
MPeAOCTaB/IAETCA BO3MOXHOCTb NOYIPaXXKHATHCA Ha NMPpUMepax, KOTopble 6buIn
IIPOBEPEHB! Ha pea/lbHbIX YYalIMXCA M HE TONbKO HAaydaT NPMHUMIIAM AeMCTBUA
6MTKOIHA, HO ¥ TIO3BOMAT MHTYUTUBHO IOHAThH U3ALIECTBO U NPEIeCTb AaHHOM
TEXHOIOTUM.

Ho nyTsb atoT Henerxwmit. Jlaxke MMes TaKoro HaCTaBHMKA M NIPUBep>KeHLa OUT-
KOJHa, KaK [kumMy COHI, YMTaTeNI0 He CTOUT YIIOBaTh Ha TO, YTO, IIPO/IMCTAB 3Ty
KHUTY CKYKM pajii B IPOMEXYTKaxX MeX/y MPOCMOTPOM pa3B/IeKaTe/IbHbIX Cepy-
anos ot koMnanuu NetfliX, oH cMoXeT /lerko pa3o6paTbcs B JAHHOM TEXHOMOTUMU.
Hns sToro npuperca Hemano NOTpyAuThcs. Kparyaitiero myTy x ee 0CBOeHMIO He
CYLLUECTBYET, KakK, BIIpOYEM, ¥ BO3MOXHOCTU KpaTKO U3NOXMTD ee cyTb. Ho uMeHHO
3TO 06CTOATENHCTBO KAaK HEMb3s /Ty4llle OTBEYaeT OCHOBOIO/IATAOIIEMY TIPUHIUITY
6MTKOVHA: MMETb TMYHYIO 3aMHTEPECOBAHHOCTb ¥ AEMOHCTPUPOBATD OKA3aTe/b-
CTBO BBINIONHEHNA PaboThL. Y MuIb TOIMa MOXHO AOBEPATb CBOMM 3HAHMSM.

YpayHOro nporpaMMupoBaHus!

— Ken /Io’

' Ken /1o (Ken Liu) — aBTop smmyeckoit dantactudeckoir cepuu kuur The Dandelion
Dynasty (Junacmus 00yéan4uxos) B cTune “CHIKIAHK  (LIeKOBas Yelyxa), B KOTOPOit
TeXHMKA AB/AETCA BOMUIEOCTBOM, a Takoke cOopHuka nosecteit The Paper Menagerie and
Other Stories (BymaxcHviti 38epuney, u opyzue ucmopuu). Ero Hayuno-danractuyecknit pac-
cka3 Byzantine Empathy (Busanmuiickas smnamus) o 610k4eitHe 6bl1 NepBOHAYaNbHO
ony6nukoBaH B uagarenscrse MIT Press.

18 | Npeaucnosme



BBepenue

9Ta KHMIra npu3BaHa OOYYMTb TEXHONOTMM GUTKONHA Ha 6a30BOM YPOBHe.
B Helt He paccMaTpuBaeTCs MOHEeTapHas, 3KOHOMMYeCKasa MM COUManbHasA AMHa-
MMKA PasBUTUA OMTKOIHA, HO MOSACHAETCA BHYTPEHHUI MEXaHU3M €T0 eHCTBUA,
MIO3BOJIAIOIMIA Ny4Ile NTOHATh BO3MOXXHOCTY [JAaHHOM TeXHONMOruu. B Hacrosmee
BpeMs HaOmiofaeTcs TEHAEHUNS IMPOKO PacXBaauBaTh OGUTKOMH U 61OKYeiH, He
TIOHMMasA CyTH Aena. Y 1enb 3Toit KHUIY — IIPOTUBOCTOATD MTOKOOHOM TEHAEHIIMY.

CylecTByeT HeMasno TUTEPATYpPhl, B KOTOPOJ M3/1araeTCsA UCTOPUA Pa3BUTHUA,
TEXHUYECKOe ONMMCcaHMe OUTKOMHA M IKOHOMUYECKMe 0COOEHHOCTH €TO IpyMeHe-
HMA. A 3Ta KHMTA IpU3BaHa IIOMOYb BaM pa3oOpaTbcsi B GUTKOIHE, IPOTpaMMHu-
PYyA Bce KOMIIOHEHTHI s ero 6ubnuorexu. HasHauenue Takoit 6u61moTexu — mno-
MOYb BaM B M3y4eHUM OGUTKOIIHA, a He OBITh UcYepIbIBaOLLeil MY 3¢ EKTUBHOI.

[inA Koro HanucaHa 3Ta KHUra

STa KHUTa afipecOBaHa TeM IIPOTPaAMMMCTAM, KOTOpPBIE CTPEMATCA U3YYMUTh
IIPMHUNI AeACTBUA OUTKONMHA, IPOrpaMMUPYs €r0 CaMOCTOATENbHO. Unrarenam
NIPeACTaBUTCA BO3MOXXHOCTb M3YYUTh GUTKOIH, IPOrpaMMUPYS “TONMOE JKene3o” ¢
HoMoIbI0 6M6/IMOTEKN GUTKOIHA, KOTOPYIO HY>XHO 6yeT co3nats 3aHoBO. [ToaTo-
MY [AHHYIO KHUTY He CTOMT PacCMaTpMBaTh KaK CIIpaBOYHOe Iocobue, K KOTOpO-
MY MO>XHO 06paTUTbCA 32 OITMCAaHMEM KOHKPETHOTO (YHKIMOHABHOTO CPENCTBa.

Marepuan 3Toit KHUTYM OCHOBBIBAa€TCA ITIaBHBIM 0Opa3oM Ha MaTepyuane LBYX-
mHeBHOro ceMuHapa (https://programmingbitcoin.com/schedule/), Ha Ko-
TOpPOM pa3paboTYMKM MOIYT HayYMTBCA BCEMY, YTO CIEAYET 3HATh O OGUTKONHE.
STOT MaTepuan CyIeCTBEHHO YCOBEPIIEHCTBOBA/ICA IO Mepe TOro, KaK AaHHbIN
Kypc obydenus 6bu1 nposefeH 20 pas 6onee yeM ansa 400 ob6yvarommxcs Ha Mo-
MEHT HaIMCaHUA JaHHO! KHUIU.

3aBepIIMB YTEHME ITON KHUTH, BBl Oy/leTe yMeTb He TONBKO CO3AaBaTh TPaH-
3aKL[MM, HO U IIONy4aTh Bce HeOOXOXMMBIE aHHBIE OT ITAPTHEPOB M OTIIPaB-
NATh TPAaH3aKUMM IO CeTH. 3/1eCh €CTb BCeE, YTO IS 3TOro TpebyeTcs, BKIKNYAA



MaTeMaTHYeCKHMI anlapaT, CMHTAKCUYeCKUIA aHa/IU3, CBA3HOCTD Y37I0B CETH U IIPO-
BepKy HOCTOBEPHOCTY 6710KOB.

YTo HYXHO 3HaTb

ITpennocknKoi AN YTEHUA ITOM KHUTH CTYXUT YMeHUe IPOrPaMMUpPOBATh, B
JaCTHOCTH, Ha A3bike Python. Cama paccmarpuBaemas 3gech 6mbnmoreka Hanuca-
Ha Ha A3bike Python Bepcun 3, a MHorMe npennaraeMble ynpaxxHeHUs MOTYT ObITh
BBITIO/THEHBI B TAKOM MHTEPAaKTUBHOM cpefie, KaK, HapuMep, KOMaHAHasA 0607109Ka
Jupyter Notebook. 3nats a3bik Python >xenarenpHo Ha cpefiHeM YpOBHe, XOTA U Ha-
Ya/IbHbIX 3HAHMI MOXET GBITb JOCTATOYHO J/IA YCBOEHMSI MHOTMX MOHATHIA.

JIns ycBOoeHMA MaTepyuana KHUIHM, B 0COOEHHOCTH IMaB 1 u 2, Heo6XoaUMO He-
MHOTO 3HaTh MaTeMaTHKy. B 3Tux rmaBax mpepcTaB/ieHbl MaTeMaTH4YecKue I1O-
HATUA, KOTOpblE, BEPOATHO, MA/IO3HAKOMBI T€M, KTO He sIB/IAETCA 3HATOKOM Ma-
TeMaTUKM. BnipoyeM, 3HaHMII MaTeMaTMKM Ha ypOBHe anrebpnl JOMKHO OBITH
JIOCTATOYHO, YTOOB! YCBOUTD HOBBIE IIOHATHUA M BBINOTHUTD YIIPOKHEHMUA 110 TIPO-
TPaMMMpPOBAHMIO, NTpe/IaTaeMble B 3TUX I7IaBaxX.

IIpyn yTeHun 3TOM KHUIM NPUTOAMUTCA 3HaHMe OOIMX OCHOB BBIYMCIUTENBHOM
TeXHUKM (Hanpumep, QYHKILMI XeIIMPOBAHMA), XOTA /A BHIIO/THEHUA TIpe/Iarae-
MBIX 3/leCh YIPa>KHEHMII Ha/M49Me TaKMX 3HaHMI He CTPOro 06A3aTeNbHO.

Kak OpraHn3oBaHa 3Ta KHUra

3STa KHuTra pa3feneHa Ha 14 rmaB. MaTepuan Kax/o0it OCeAYIOLIEHA I1aBHI 110-
CTPOEH Ha MaTepuajie NpeAbIAyLIei 1 MO3BOAET CO3AaTh 6MOMMOTEKY IIst GUT-
KOMHaA OT Havya/a U 10 KOHIa.

Ipy60 rosops, B rmaBax 1-4 onuceIBaeTCsA BeCh TPeGYIOLIMICA MaTeMaTUYECKUI
anmnapart. B rmaBax 5-8 paccMaTpuBaKOTCA TpaH3aKLMM, ABAAKOILMECA OCHOBHbIMU
elMHULIAMU OGUTKOJHA, a B I/TaBax 9-12 — 6/10kyu M opraHusauus cetu. I Hako-
Hell, B I7MaBax 13 u 14 o6¢cyxaaeTcs psaj JONOMHUTEIBHBIX BONPOCOB, GaKTUIECKH
He TpeOYIOIMX HaMCaHUA KOfa.

A TouHee roBoOps, HEOOGXOAMMBI MaTeMaTUYeCKMI allllapaT M3/IaraeTcs B Iia-
Bax 1, “KoneuHsle monsa’, u 2, “Onnuntudeckue kpusble”. B yactHOCTH, A1 NO-
HMMaHM1A OCHOB KpMOTOrpadum Ha S/UIMIITUYECKMX KPUBBIX TPebyeTcs 3HATD, YTO
TaKoe KOHeYHbIE IO/ ¥ 3/IMIITUYECKUE KpUBbIe, MOACHAeMble B IMase 3, “Kpum-
Torpadua no MIUNTUYeckuM KpuBbiM'. M Kak TONbKO B KOHIiE [71aBbl 3 6yzer BBe-
JIeHO TOHATME KpUnTorpadum ¢ OTKPBHITHIM K/IIOYOM, B I7aBe 4, “Cepuanmnsanms’,
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6yAyT HpeAcTaB/lIeHbl MEXaHM3Mbl CMHTAKCUUECKOTO aHa/MM3a M CepUaM3aLmny, C
TIOMOIIBIO KOTOPBIX COXPAHAIOTCA U NepefaloTcsA Kpunrorpadydeckue IpUMHUTHUBBL.
B rnase 5, “TpaH3akuumu’, ONMMCBIBaeTCA CTPYKTYpa TPaH3aKLUM, a B I7IaBe 6,
“SI3bIk Script” — A3bIK MCIONB3YeMBbIif A/ HAMCAaHUA YMHBIX KOHTPAKTOB, IIO-
IO>KeHHBI}! B OCHOBY 6UTKOIMHa. B rmaBe 7, “Co3fanne u nmpoBepKa JOCTOBEPHOCTH
TpaH3aKLMif, OCHOBBIBAIOLIENCA Ha MaTepuae NMpeAbIAYLUINX I/1aB, MOACHAETCA,
KaK IPOBEPATb Ha JOCTOBEPHOCTb M CO3[ABATb TPAaH3aKLWM, NIPUMEHAS KPUII-
Torpaduio Ha /UIMIITUYECKUX KPUBBIX, ONMCAHHYIO B IMaBax 1-4. A B riase 8,
“Omnara no xely CLeHapyus’, pa3bACHAETCA IPUHIMNII AeHCTBUSA OIUIATHI IO XeLly
cueHapus (p2sh) kak cioco6a nosbimeHns 3P PeKTUBHOCTM YMHBIX KOHTPAKTOB.

B rnaBe 9, “Broku”, onucuiBaoTCA 6/M0KM, MpeACTaBNAWLIME COOOM TPYIIbI
YNOpAAOYEHHBIX TpaH3aKLMi, a B IMaBe 10, “Oprauusanus cetu” — nepenadya
AaHHBIX 1O ceTH B 6uTKOIHe. B rmaBax 11, “YipouleHHas npoBepka onnartel’, u 12,
“@unprpbl Bryma’, nosicHseTcA, Kak “TOHKMIT” KIMEHT (T.e. IPUK/IafHAs IPOTpaM-
Ma 6e3 JoCTyTa KO BceMy GIOKUYelfHY) MOXKeT 3alIpOCUTh M OPTaHM30BaTh B3aMMO-
06MeH JaHHBIMM C TEMM Y371aMy, B KOTOPBIX XPaHUTCA BeCh ONIOKYENH.

B rnase 13, “IIporoxon Segwit’, omuceiBaeTc 06paTHO COBMECTMMOE OGHOBIIE-
HJte IPOTOKO/NA, Ha3biBaeMoe Segwit M BHeapeHHoe B 2017 ropy, a B rnase 14, “lo-
TIOJTHUTETbHBIE BONIPOCH M CIEAYIOLMe 1IaTK’, AAIOTCA PeKOMEHAALMN 110 Aalb-
HeifleMy M3y4eHNIo OUTKOMHA. M XOTA YUTATh 3TH I7IaBbI COBCEM HeOoOsA3aTeNbHO,
OHM BK/IIOYeHbI B KHUTY [/ TOTO, YTOOBI IaTh HEKOTOPOE NpeACcTaB/IeH)E O AaNb-
HeJIIMX ITyTAX U3YYeHUA JaHHOM TeXHOMOTHN.

MloaroToBka

YT068! M3BNMEYD HAMOONBIIYIO NONB3Y U3 ITOM KHUIHM, BAM IIPUAETCS CO3AATh
Cpeny, B KOTOpOIf Bbl CMOXKETe BBIIIO/THATD NIpMMePHI KOAa U ynpakHeHus. Huxke
TIepedyCIIeHbl AeACTBUA, KOTOPbIE CTeAyeT NPeANpUHATD, YTOObI XOPOLIO MOATO-
TOBUTBCA K NIPOpabOTKe MaTepyuana 3Toi KHUTH.

1. YcraHOBUTe Ha CBOeM KOMIIBIOTEpe MHTepIpeTaTop A3biKa Python He Huxe
Bepcuu 3.5, 3aTpy3uB ero AUCTpUOYTHUB IO YKa3aHHBIM HIDKe afipecaM.
Ansa cucremnl Windows — mo agpecy https://www.python.org/ftp/
python/3.6.2/python-3.6.2-amd64.exe.
Jnsa macOS — mo agpecy https://www.python.org/ftp/python/3.6.2/
python-3.6.2-macosx10.6.pkg.
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Hna cucrtem Linux — ob6paTurech K AOKYMEHTallMM Ha OTAeNbHbIE NUCTPU-
6ytussl (MHorue gucTpubyTusnl Linux Bpose Ubuntu nocraensworcs smecTe
C IIpeBapUTENbHO YCTaHOBEHHON Bepcueit Python 3.5+).

2. YcTaHOBUTe clieHapuit pip, 3arpysus ero no agpecy https://bootstrap.
pypa.io/get-pip.py.

3. 3amycrtute 3TOT cueHapwmit B Bepcun Python 3 cnenyromest koMaHpoit:
$ python3 get-pip.py

4. YcTaHOBMTE pacnpee/leHHYIO CUCTEMY KOHTpPO/LA Bepcuit Git.

VIHCTpYKUMU TI0 €€ 3arpy3Ke M YCTaHOBKe HAXORATCA IO afpecy https://
git-scm.com/downloads.

5. 3arpyauTe MCXOQHBIN KOM, IpMU/IAraeMbIi K 3TOM KHUTE, BHITNIOTHUB CIIEAYIO-
mye KOMaH/bL:
$ git clone https://github.com/jimmysong/programmingbitcoin
$ cd programmingbitcoin
6. YcraHOBMTE BUPTYa/bHYIO Cpefly virtualenv creayoueir KOMaHIOM:
$ pip install virtualenv --user

7. YcraHoBMTe Tpe6GOBaHMA.
B Linux/macOS — cneaymomumu KOMaHAaMm:

$ virtualenv -p python3 .venv
$ . .venv/bin/activate
(.venv) § pip install -r requirements.txt

B Windows — cnenyomumMyu KoMaHaaMu:

C:\programmingbitcoin> virtualenv -p
C:\PathToYourPythonInstallation\Python.exe .venv
C:\programmingbitcoin> .venv\Scripts\activate.bat
C:\programmingbitcoin> pip install -r requirements.txt

8. 3anmycTuTe KOMaHAHYI0 060/M0YKy Jupyter Notebook:

(.venv) $ Jjupyter notebook
[I 11:13:23.061 NotebookApp] Serving notebooks
from local directory:2
/home/jimmy/programmingbitcoin
[T 11:13:23.061 NotebookAppl
The Jupyter Notebook is running at:?

2 O6cnysBaHMe GNOKHOTOB M3 CHENYKUENO JIOKANBHOTO KATANOTa:
3Jupyter Notebook BumomnHseTcsa no amgpecy:
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[I 11:13:23.061 NotebookApp] http://localhost:8888/?token=
£849627e4d9d07d2158e3fcded3590eff4a%a7al0lf65a8e7
[T 11:13:23.061 NotebookApp]
Use Control-C to stop this server and
shut down all kernels (twice to skip confirmation).4
[C 11:13:23.065 NotebookApp]

Copy/paste this URL into your browser when you connect

for the first time, to login with a token:®
http://localhost:8888/?token=
£849627e4d9d07d2158e3fcded3590eff4a9%a7a0lf65a8e7

B urore 6paysep fo/mkeH OTKPBITbCA aBTOMAaTU4eCKH, KaK MT0Ka3aHo Ha puc. 1.

€ 5O © locathost”
~ jupyter Quit | | Logout
Files
Select items to perform actions on them Upload | New v &
0 - W/ Name ¥ Last Modified File size

a year ago
6 days ago
6 days ago
6 days ago
6 days ago
a minute ago

a minute ago

Puc. 1. Komanonas obonouxa Jupyter Notebook

Otcrona MO>XXHO NepefTH K KaTanoraM, paclpeRe/leHHbIM 110 OTHeNbHbIM I/Ia-
BaM KHMIH. TaK, /1A BBINONHEHUA YIIPAXHEHMI U3 I7IaBbl 1 nepeinuTe K KaTaaory
code-ch01 (puc. 2).

4 YToBH OCTaHOBUTH CepBep M BCe sfAOpa, HaxMuTe KoMOMHALMO
knasum <Ctrl+C> (mBaxmwl, YTOOH MPONYCTUTL NOLTBEpXIEeHue) .
> CxonupyiiTe u BCTaBbTe 370T URL B OkHe CBoerc Opay3epa npu
MepBOM MNOINKIINYEHMM, UYTOOH 3aperucTpMpOBATLCH C YKa3aHHEM

B HEM TOKEHOM:
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@ locathost

" Jupyter

Select items to perform actions on them

0 « W/ codech01

Quit Logout
Upload ' New~ &
Name ¥ Last Modified File size
seconds ago
5 days ago 7.19kB
6 days ago 5.08 kB
6 days ago 3.79kB
6 days ago 955 B
a month ago 144 8B
6 days ago 7528

Puc. 2. Buo xamanozos 8 Jupyter Notebook

A nanee MOXHO OTKpBITh ¢aitn Chapterl.ipynb (puc. 3).

_ jupyter Chapter1 (unsaved changes)

@ B4+ ¥ HRin B C »

from importlib import reload

import helper

from ecc import FieldElement

In[] M from ecc impert FieldElement
a = FieldElement(7, 13)
b = FleldElement(s, 13)
int(a == b)
int(a == a)
Exercise 1

Write the corresponding method _ne__

Not Trusted

which checks if two FieldElement objects are not equal to each other

Make this test pass: ecc.py:FieldElementTest:test_ne

Puc. 3. Buo 6noxnoma 8 Jupyter Notebook

Bam, BO3MO>XXHO, IPUAETCA OCBOMTBCA C TAKMM MHTEPGENCOM, e/ BbI ITONb3Y-
eTech uM BrepBble. Ho MCTMHHBI cMbICT KOMaHRHOI 06omo4uky Jupyter Notebook
COCTOMT B TOM, 4UTO B Heil MOXXHO BBINIONHATD Kof, Python us 6paysepa, uro ynpo-
IIaeT IKCIIEPUMEHTHPOBaHMe C HUM. Kakayio “a4yeifKy” Kofa MO)KHO BBIITO/THATD
II0 OTAENBHOCTH, YTOOB! Hab/MoORaTh pe3ynbTaThl, KaK OYATO 3TO MHTEPAKTUBHAA

ob6onouyka Python.

Bsegenue
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Bonbias yacTh ynpakHeHM! NOCBALEHa IIOHATUAM U3 06/1aCTH NIPOrpaMMu-
pOBaHMs, IIPENCTaB/IEHHBIM B 3TOM KHUTE. V] XOTA MOAY/IbHbIE TECTHI Y>Ke Hallu-
CaHbI /1A Bac, BaM Bce e NpUAIeTCA HamucaTh kof Python 1A npoxoxaeHus Te-
cToB. [IpoBepUTh MPaBMIBHOCTb HAIMCAHHOTO KOJA MOXKHO M HENTOCPENCTBEHHO B
Jupyter Notebook. [Ins 3Toro Heo6X0mMMO OTPERAKTUPOBATh COOTBETCTBYIOIIMIA
¢aitn, menkHyB Ha ccpUike this test (maHHBIL TecT; cM. puc. 3). Ilo aroit ccbin-
Ke TIPOM30MeT Iepexol Ha BKIAAKy Opay3epa, aHa/IOTMYHYIO NIPUBEJEHHOM Ha
puc. 4. OTpenakTupyitre 3gech $ait M COXpaHUTE ero, YTOObI TECT ObUT BbIIIO/IHEH.

Puc. 4. Pedaxmuposeanue ucxooHozo gaiina ecc.py

0TBeTbl K ynpaXKHeHUAM

Bce oTBeThl K ympaxKHeHUsAM, IpeA/iaraeMbIM B 3TOM KHMIe, IpUBENEHbl B
npunoxxennn. OBM ROCTYIHBI Takke B Qaitiax code-ch<xx>/answers.py, rae
<XX> — HOMep COOTBETCTBYIOIIE} ITIaBbL.

CornauieHus, NpUHATbIE B ITOW KHWre

B 3T0J1 XHMTe IPUHATHI CIEAYIOLIME YCIOBHbIE 0003HAYEHMS.
Kypcusom BHIRENAIOTCA HOBBlE TEPMUHBIL.

MoxouMpHUHHEM WpKOTOM BBIGEIAIOTCA afpeca 3MeKTPOHHON MTOYTHI, MMeHA U pac-
mKpeHus Qaiios, 37eMeHTH Kofa (lepeMeHHBble, MMeHa QYHKUMIA, OlepaTo-
pbl, IEpeMEHHBIE OKPYXXEeHMUsA, KII04YeBble C/I0BA ¥ TUIIBI AAHHBIX), @ TAKXKe MC-
XOIHBINA KO B IMCTUHTIAX.
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[ony»MpHIN MOHOWMPHMHHLIM WPXYTOM BHIJEIAIOTCA KOMaHAbI UM APYTON TEKCT,
KOTOPBIit IOMKEeH OBITh BBEfieH MOIb30BATENIEM.

HakJIOHHRM MOHOUDAPUHHEM IHpMQTOM BBIACTACTCA TEKCT, KOTOprﬁ OO/IXKECH 6bITh
3aMCHCH IIPENOCTAB/IACMbIMHU NI0/Ib30BATE/IEM 3HAYEHUAMU WIIN )K€ TEMU 3HA-
YEHUAMMH, KOTOPbIE ONIPEREIAIOTCA 110 KOHTEKCTY.

9Toit NMKTOrpaMMoit 0603HaYaeTCA COBET MM peKOMEHAALINA.

IToit MUKTOrpaMmoit 0603HavaeTca oblee IpuMedaHHe.

AToit MUKTOrpamMMoOit 06O03Ha4YaeTCA NpeAyNpexjeHne WIM Ipeno-
CTepexeHue.

Mpumepbl UcxogHoro Kopaa

JlonomHUTeNbHBIA MaTepuan KHUTM (IpMMephl KOAa, YNpaKHEHUSA U Ip.)
ROCTYIleH A/NA 3arpy3ku no agpecy https://github.com/jimmysong/
programmingbitcoin. 3Ta KHUra CTYXXMT Y4eOHBIM OCO6MEM, TTOMOTAKOIIUM
YUTATENIO pellaTh CTOSALIME [epefl HUM 3aflayM pa3paboTKM NPUKIaZHBIX IIPO-
rpaMM. B obiiem, npuBeneHHbIe 3ech IPUMEPHI KOfla MOXKHO MCIIONIb30BATh B
CBOMX NIPOTpPaMMax ¥ JOKyMeHTauuu. [[Ig 3TOro He HY>KHO CIIpalIMBaTh paspe-
IIeHKe y aBTOpa MM u3gaTens. Tak, A/ IpMMeHeHUA B IPUKIaJHOM IIporpaMme
HeCKO/IbKMX (parMeHTOB KOfa M3 IIPMMEPOB B 3TOM KHUTE CIleLaTbHOE paspe-
meHue He Tpebyerca. Ho mna npomaxu Mnmm pacrpocTpaHeHUA B MHBIX Lie/AX Ha
BHELUHMUX HOCUTENAX PparMeHTOB KOfa U3 MIpUMEPOB 0053aTeIbHO HY>KHO IIOMY-
yKuTh paspeweHne ot usgatenpctsa O'Reilly. Ina nutupoanua Tekcra u npu-
MepOB KOfa M3 3TOM KHUIM B OTBETaX Ha BOIPOCHI CIElMaNbHOE pa3pelleHne He
Tpebyercsa. Ho s BHegpeHMsA 3HAUMTENbHOM YacTU NMPUMEPOB KOAA B JOKYMEH-
TaLMIO Ha COOCTBEHHYIO MPOAYKLMIO 06A3aTeNBHO HEOOXOAMMO pa3pellieHe OT
naparenscta O'Reilly.

CCBUIKM Ha 3Ty KHUTY KaK Ha TIepBOMCTOYHMK )KeTIaTeNIbHBI, HO He 06a3aTenp-
Hbl. B ccbiike 0OBIYHO YKa3bIBAIOTCA Ha3BaHME KHMIM, aBTOp, u3gartenb u ISBN:
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Programming Bitcoin by Jimmy Song (O’Reilly). Copyright 2019 Jimmy Song, 978-
1-492-03149-9.

Ecnu unratenp cumMTaeT, 4TO MpUMEHEHME MM IPUMEPOB KOAA U3 3TOM KHUIU
BBIXOIUT 33 PaMKJ ITPaBOMEPHOTO MCIIO/Ib30BAHMA MM YIOMAHYTHIX BBIILE pa3pe-
ILIEHNIt, OH MOXeT cBA3aTbcA ¢ u3anarenbctBoM O'Reilly mo agpecy permissions@
oreilly.com.

bnarogapHocTu

Tex, xoro MHe xoTenoch 65l MOGNMArOAAPUTD, — Lie/IbIit 1eTMOH. MHe Kak aBTOpy
3TOJ KHUTY IIPUIIIOCH YePIIaTh 3HAHMUA M OIBIT U3 MHOTMX UCTOYHUKOB, 1 ITO3TO-
MY TPYAHO BO3[aTh JO/DKHOE BCEM, KTO IOCTY>XMU/ TaKMMU MCTOYHUKAMU. DTUM
A XO4y CKa3aTb, 4TO ec/u A 3a6yay Koro-HuOyAb YIIOMAHYTh, TO IIPUHOLIY MM UC-
KpeHHee U3BMHEHME.

I[Tpexpe Bcero, MHe xoTenochk 6s1 nobmarogaputs focnoga Mucyca Xpucra, Ha-
IIpaBUBILErO MeHA Ha 3TOT nyThb. Ecnu 6b1 He Mos Bepa, s 6bl He B3A/ICA U3 ITHUYe-
CKMX yOeXeHMit BeCTH 6710T 0 BXKHOCTH YCTONYMBOI BaMOThI BOO6ILE M 6UTKOM-
Ha B YaCTHOCTH, YTO B KOHEYHOM MTOTe IIPUBENTO K HATIMCAHMIO 3TOM KHUTH.

Mou popurenmn Katu u Kbionr-Cyn Habpanmuch MyXecTBa 3SMUTPUPOBATb B
AMepuxy, Korfa MHe 6bUIO 8 JIET OT POAY, YTO B KOHEYHOM CYETE IPUBENO K TEM
BO3MOXXHOCTSAM, KOTOpPbIe y MeHA IOABMINCh. MOJt oTel| Mofiapun MHe IepBble MO
xomnbioTepsl (Commodore 16, [TIK Hyundai Ha o6s1kHOBeHHOM mpoueccope 8086
u eme oguH [1K Ha nponeccope 486 ¢ TaxroBoi yacroroit 33 MIu oT mpousso-
IUTeNA, Ha3BaHMe KOTOPOTO A 103a6buT). A KOTAA A YYM/ICA B IIECTOM U CEAbMOM
K/accaX, MO MaTh HaHA/NA [UIA MEHA YaCTHYIO IIpeNofaBaTe/IbHMUILY 110 IIPOTpaM-
MMPOBAHMUIO, UM KOTOPOJ A yXXe He TOMHIO. Jlaxke He 3Halo, KaK 1 I7le OHa ee Ha-
Il/Ia, KOT/Ia A CTa/ IIPOSB/IATH CKJIOHHOCTb K IPOrPaMMMUPOBaHMI0. ITa no3abbiTas
MHOJ NIpenofiaBaTe/IbHULIA NOAAiepXKala Moe CTpeM/IeHMe K IPOrpaMMUPOBAaHMIO,
M, A HaIel0Ch, MOA NIPU3HATENBHOCTD HAMAIET CBOM NMyTh K HEl.

Ha cBoem XM3HEHHOM NyTH A BCTPETU/T HEMAJIO YYUTENeEi, ¥ HEKOTOPHIX U3
HUX 5 B CBOE BpeMs NpPOCTO HeHaBujel. B dacTHocTH, Muctep MapaH, Muccuc
SnenbMaH u muccuc Henbcon yunnu MeHs MaTeMaTMKe M BBIYMC/IMTENBHOM TeX-
HMKeE elle B IIKofe. VI XoTA A coBceM He ABAIOCH CTOPOHHUKOM COBPEMEHHOM
06pa30BaTeILHON CUCTEMBI, TO, YeMy MEHA HAYYM/IH B LIKO/IE, IOCIOCO6CTBOBANO
3apOXK/IEHMIO BO MHe JII06BM K MaTEMAaTHKe ¥ IPOTPaMMMUPOBaHMIO.

Moit opHoknmaccuuk Spuk CunbbepiuTeitH Aan MHe 10C/e KOIemka HepBYIO
paboty nporpammuctoM B komnanuu Idiom Technologies. I cobupanca 6bu10
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TIOMATY TI0 IyTH KOHCY/IBTaHTa, KOIZla CyAb00HOCHBIN TeneOHHBI 3BOHOK B 1998
rofy noBeq MeHs I10 MyTH IIPOrpaMMUCTA, KOTOPOTO £, IO CYLIECTBY, C TeX MOp U
He IIOKMAAL.

Ha cBoeit nepBoit pabore 1 nosHaxomunca ¢ Kesom JTio, 1 mpocTo yguBuUTENb-
HO, KaK MBI 3aHANMCh HaNMCaHMEM KHMI, KOK/ABIA Ha cBoeM ypoBHe. OH He TONb-
KO /la/l MHE [e/bHBI COBET 110 NOBOAY M3[AHMA KHUIM, HO M HANMCA YyfecHOe
npenucnosue K Heit. KpoMe TOro, OH OT3HIBUMBBIN ¥ M3YMUTENbHbIA TOBapUIL, U
3HaKOMCTBO C HUM /11 MeHA — OO/bIIas YeCTh.

Yro e KacaeTcs OUTKOIHA, TO aHOHUMHBI paspaborumk Catomn HakamoTo
n306peN To, YTO MpeXKAe Kas3aJoch HEBO3MOXHBIM: JelleHTpamU30BaHHbIN Lud-
poBoit mebuuur. MaobpeteHue 6UTKOMHA MMeeT NMPUHLMUIMANBHOE 3HAYEHME,
KOTOpOe MUP ellle He O KOHIIa OCO3HA/. I IMO3HAaKOMM/ICA C OUTKOHOM Ha Beb-
caitre Slashdot (https://slashdot.org/) B 2011 rogy, a mepByIo cBoI0 paboTy
B KayecTBe pa3paboTyuKa 6UTKOMHA A momyumnn ot Anekca Muspaxu B 2013 rogy.
V1 Torpa s maxe He IMpEACTABIIAN, YTO A KO/DKEH OB [1e/IaTh, XOTA ¥ HEMAJIO Y3Ha
0 GUTKOJTHE ITOJ er0 PYKOBOJCTBOM.

B 2013 ropy s BcTpeTun HeMano 6UTKoOIHepoB B rpyme Austin Bitcoin Meetup,
a Ha cnegymoueit koHpepenuuu Texas Bitcoin Conference B 2014 rogy — orpom-
HOe KOJIMYECTBO JIIOfielf, KOTOPBIX 5 3HaK0 ¥ NoHbIHe. Y X0TA 51 60/blile He TPUHU-
Malo Y4acTHA He TOJIBKO B 3TOJ Ipyme U KoHdepeHUHM, 1 BeCbMa Ipu3HaTe/eH
TEM, KOTO A TaM BCTpeTu/, B YacTHOcTM — Maitkny lonspmreiiny, lenuany Kpa-
suiny u Hamoneony Koyny.

AnaH PeifHep HaHAN MeHA Ha paboTy Hag npoekToM Armory eue B 2014 rogy,
s 6marogapeH eMy 3a BO3MOXKHOCTb YYaCTBOBAaTh B TAKOM 3HaYMTENTLHOM IIPOEKTe.

3areM s paboran B komnanuy Paxos/itBit, rge UCIIOMHUTENTBHBIM AUPEKTOPOM
611 Yap Kackapuina, a BuIle-Ipe3uieHTOM 10 npoekTupoBanuio — Pamk Haup,
KOTOpblE PacIIMpPUIX MOJ KpPYro3op, moka s TaMm paboran. B wacTHocTi, Pagx
006s13an MeHA [leNaTh 3anKucK B 6710re OT KoMnaHuu Paxos/itBit, uTo, kak Hu yauBU-
Te/IbHO, MHE IIOHPABMIOCh. Y BIIOC/IEACTBUM A CTAN IIUCATb GJIOT-MOCTHI HA CBOEM
BeO-calfTe, YTO B KOHEYHOM CYeTe NPUBENIO K OPraHU3aLMM CEMUHAPOB M HaIuca-
HUIO 3TOM KHUIMU.

Oco60ro ymoMuHaHusA 3aCTy>KUBAIOT TPOE MOMX KOJIIET, C KOTOPbIMU s [IO3Ha-
KoMuca B komnanuy Paxos/itBit. B wactHocTH, Puyapn Kucc, cosparens npuio-
JKeHMs pycoin, nobyaun MeHs K HalMMCAHUIO 3TOM KHUTH, NPERIOKUB MUCATh ee
BMecTe. M XOTA Ha KaKOM-TO 3Tane MHe NPUIIOCH NMUCATh €e CAaMOMY, A BCe XKe
6narogapeH eMy 3a aTy upielo. AapoH Kesyamn, 6ynyun 3aMeyaTelbHbIM paspabor-
YUKOM, TIOMOT MHE B OpTaHM3aLM¥ CEMUHAPOB M PELEeH3MPOBAHUM 3TON KHUIM.
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OH He TO/IbKO NpEeKpacHbIA MPOrpaMMMUCT M MAaTEMATUK, HO, KaK A C/IbIILIajI, TIpK-
NMUYHO BrIafieeT nmpueMamy Kapata. Maiikn ®rnakcMeH pelieH3MpOBan Bce, YTO A
Hamucan o 6UTKoltHe, BK/TIOYas Moit 61101, MHorMe u3 Moux 6ubmmorek B uHdpop-
manmoHHoM xpaHummuge GitHub u sty kaury. OH Takxe moMor MHe B OpraHusa-
LIMYM CEMMHAPOB; ¥ OH — IPOCTO Xopouuit cobeceqHMK. Maitki U3 TexX, KTO fenaeT
OpYTHX JTydllle, ¥ A 671arofapeH eMy 3a ApY»x6y, KOTOpas A1 MEHsA MHOTO 3HaYMT.

B 2017 rony npunoxenne Vortex, Tomac Xant u Toyn Baits npusenu mMens Ha
kaHan World Crypto Network, rae Hauanach Mos fiesiTeIbHOCTb Ha KaHane YouTube.
B yacTHOCTH, ToyH BAOXHOB/IAN MEHA Ha TSDKKME TPYAbI UM IPENAaHHOCTD [erTy.

Mxon Hero6epu okasan MHe OMOIIb, KOTZA A BIiepBble IIPUHA y4acTHe B IIPoO-
exre Bitcoin Core; 1 0H — ITpoCTO XOpOLUMIA YeNnoBeK. [DKOH CTanm 3aMETHBIM Y4acT-
HUKOM JIaHHOTO TIPOEKTa 33 OTHOCUTEIBHO KOPOTKOE BpeMs, UTO CBUAETENbCTBYET
0 ero JapOBaHMM ¥ NPeAAHHOCTH Aemy. brarogapio Taioke APyTux y4acTHMKOB IpO-
exra Bitcoin Core, B ToM uncne Mapko ®anbke, Bragumupa Ban fep /laana, Anekca
Mopkoca, IIbetepa Bymnne, Marra Kopanno, Cyxa3a [Jadtyapa u Ipera Makcyan-
J1a, KOTOpble MPOCMATPUBa/IM HAIIMCAHHBIN MHOIO KOA M 3anucy B 67ore.

Oco6oit 6marogapHocTy 3acny>xuBaeT [JaBua XapAMHr 3a Hay4YHOe pelleH3Upo-
BaHMe 3TOM KHUTU. OH TPIOK/ABI IPOCMOTPEN BCIO €€ PYKOIMCh, CAE/NAB HEMaso
TO/Ie3HBIX KOMMeHTapyueB. EMy 65l ny4ie HanucaTh Korga-Hubynb KHUTY O 6UT-
KOJHe, TIOCKO/IbKY OH 06/1afiaeT SHIMK/IOMEAUIECKMMM 3HAHNAMM TIPAKTUYECKHU
060 BceM, YTO NMPOM3OLLIO B UCTOPUYM OUTKOIHa.

HxuM Kenbeun nomor MHe cBasatbea ¢ usgatenbctsoM O’Reilly, a Maiik Jlyku-
ieC KaK IPUEMHBIN PENAKTOP [1a/l 3€/IEHblH CBET JAHHOMY NPOeKTy. AHApeac AH-
TOHOTIONYC Aa/l MHE PAN LeHHBIX YKa3aHMIl U PEKOMEHA0Ba/l MEHA U3AATENbCTBY
O’Reilly. Mumens Kponun nomorana MHe Npuiep>XMBaTbcs HAMEYEHHOTO rpapu-
Ka, KOIfla A Le/bIit TOf 6B IMOTHOCTBIO IOITIOLIEH HanMcaHueM 3Toit KHuru. Kpu-
cTeH BpayH xak npou3BOACTBEHHBIN PefaKTOP CAelala HEMAso A/IA TOro, YTOObI
3Ta KHUTa BOBpeMsA yBuAeNa cBeT, a [xeitmc Openait BHITOTHUN ee TUTepaTypHOe
penakTupoBanue. S 60nmbLI0M MOKMTOHHMK M3faTens Tuma O’Paitu, KOTOpBII co-
CTY>XW/T HEMANYIO Cyx6y MHXeHepHOMY co06lecTBY, BBITYCKasAs TaKMe 3aMeda-
Te/IbHble KHUIH.

B mpouecce HamMcaHUA ITOM KHUTY MHe IIOMOraa Iiefas KOMIaHus 6UTKoik-
HepoB u3 rpymnmnsl Austin Bitcoin Meetup, B ToM uucne bpaitan buton, Yunn Koyn,
Hanoneon Koyn, Tunton Koyn, Typ Hdemeectep, Ixonnn Junnu, Maitkn ®nak-
cmeH, [lapkep /Ibiouc, Ixactun Myn, Anan IIuckutenno n Suapio IloenbcTpa.
Cnenyer Taxxe oTMeTUTb KaHan Slack (ot kommanuu TAAS), Ha koTopom Cait-
benun AMMyC 3aABMII, YTO OH IIMILET KHUTY, YCIIeX KOTOPOI BLOXHOBM M MEHA.

Beepenne | 29



[Tomumo 6utkoitHepoB u3 GitHub, 6niBuMe crymarenu Moero Kypca no mpo-
rPaMMMPOBAHMI0O OMTKOMHA TaKXKe MPUHAMM y4acTMe B PelleH3MPOBAHUMU ITOM
kHurn. B yactHoctn, xedd Onayspc, bpaitan JInorty, Kaitsu Boymen, [IxoHcoH
Nay, Anv6ept Yen, [Ixeitcon Jles, Tomac Bpayn6eprep, Inyapno Kobeith u Cnen-
cep XeHCOH BBIABU/IM PAR HEJOCTATKOB B PYKOMMCHU. A MOJ4 IIpeJaHHbI MOMOL-
HuK Katpuna XaBbep moMorana MHe B COCTaB/IEHMM MHOTMX AMarpaMM K 3TO¥
KHMTe.

Mowu nopmucunku Ha KaHane YouTube, nocnegoBarenn B Twitter u untatenn
B Medium nomornu MHe HaiTH ce6s 1 cTaTb Ha MyTb NpeAIPUHUMATE/TBCTBA.

U HakoHel, Mos eHa [I)Kyu M MOM €T OKa3blBaM MHe BCAYECKYIO IIOJ-
IePXXKy B TedeHMe [BYX NocmenHux netr. Ecnu 6b1 He OHM, TO COMHEBAIOCH, 4YTO
y MeHs 6bIu 6bI CTUMY/IBI TaK MHOTO paboTaTh.

Xaem Bawux oT3biBoB!

BbI, unTaTeNb 3TONM KHUTH, M €CTh ITIaBHBINA ee KPUTUK. MBI LleHUM Ballle MHe-
HMe M XOTMM 3HaTb, YTO OBIIO CAeNMaHO HaMM TIPaBU/IbHO, YTO MOXKHO OBIIO clie-
/IaTh Ty4ille ¥ YTO elle Bbl X0Temu Obl yBUAETb M3aHHBIM Hamu. Ham uHTepecHs!
no6ble BalM 3aMevaHNs B Halll afipec.

MBI >xaeM BalMX KOMMEHTapueB M HajeeMcs Ha HuX. Bbl Moxere npucnate
HaM 3/IeKTPOHHOE NMChMO 160 MPOCTO NOCETUTH Halll Be6-CalT M OCTaBUTh CBOM
3aMeyaHua TaM. OTHUM CTIOBOM, MOGBIM YROOHBIM [UIA Bac CIIOCO60M faifTe HaM
3HATb, HPABUTCA /1M BaM 3Ta KHUTA, a TAKXKe BbICKAXKMUTE CBOE MHEHME O TOM, KaK
CHenaTh HaluM KHUTY 60/lee MHTEPECHBIMM JI/IA Bac.

Otnpasinss NUcbMO MU coobleHne, He 3abyabTe yKa3aTh Ha3BaHMe KHUTHU U
ee aBTOPOB, a TaKXKe CBOJ 0OpaTHblit afipec. MBI BHUMAaTeNbHO 03HAKOMUMCH C Ba-
IUMM MHEHMeM M 0653aTe/IbHO YYTeM ero npu oTéope U MOATOTOBKE K M3JAHUIO
HOBBIX KHMHT.

Hamu snexTpoHHbIe agpeca:

E-mail: info.dialektika@gmail.com
WWW: http://www.dialektika.com
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TMABA1
KoHeyHble nons

Camoe CToXKHOE B IPOTPaMMUPOBAHMM OUTKONHA — BBIACHUTS, C YEro CIefyeT
HayaTb. Begb cylecTByeT CTONMBKO B3aMMO3aBMCHMBIX KOMIIOHEHTOB, YTO U3ydYe-
HMe OHOTO M3 HYUX MOXET IPUBECTH K HEOOXOMMOCTH U3YIUTb KPYTOM, @ TOT, B
CBOIO OYepefib, — M3YYUTD ellle YTO-HUOYAD, IIpexX/e YeM pa3obpaThca B epBOHa-
4a/TbHOM KOMIIOHEHTe.

HasHayeHnue 310/t I1aBbl — 06/1€r4uTh BaM Havano. Kak Hu cTpaHHO, Mbl Had-
HeM C OCHOB MaTeMaTyKM, KOTOpble NOTPe6yIOTCA, YTOObI YACHUTL 0COOEHHOCTH
KpunTorpaduy Ha MIMNTUYECKNX KPUBBIX. A KpunTorpadgusa Ha /TUITUYECKUX
KPUBBIX, B CBOIO O4epefb, NACT NpeACcTaBlIeHMue 06 aIropuT™Max MOAIMMCAHUA U
BepuduKauyuyu. Benb MMEHHO Ha 3TUX aNTOPUTMAX OCHOBBIBAETCHA IPUHLMIT A€~
CTBUMA TPaH3aKIMit, KOTOpbIE ABNAIOTCA AaTOMAPHBIMM €IMHULIAMM NIEPEBOAA CTO-
MMOCTU B 6MTKOJIHE. V3y4MB CHada/a KOHEYHbIE MOMA U IMIUIITUUECKME KPUBDIE,
Bbl CMO>XKETe TBEPAO YCBOUTD IIOHATHUA, HeOOXOAMMBIe [UIA TOTUYHOTO TPOABIOKE-
HUA BIIEpen.

Ho uMeitte B BUAYy, 4TO MaTepuan 3TOM M ABYX MOCIERYIOIMX I7TaB CPORHU
BEreTapMaHCKOi [iMeTe, 0COGEHHO €C/Tu BBl AABHO He 3aHMManuch GpopManbHOI
MaTeMaTHKOM. TeM He MeHee IIPOYTUTE MX, TOCKO/BbKY IIPEACTaB/IeHHbIE B HUX ITO-
HATUA ¥ IPUMEPBI KOZIa 6YAyT MCIIONMb30BAThCA B OCTA/TBHOM YacTU KHUTH.

Bbicluas maTeMaTuKa

M3Y‘ICHMC MAaTEMATUYECKNX CTPYKTYP MOXKET OKa3aTbCA HECKO/IBKO MYTAIOIMUM
3aHATUEM, HO MOXXKHO Hal€ATbHCA, YTO B 3TOM I/IaBe MMQ) O TPYAHOCTAX OCBOEHUA
BBICILIE} MaTeMaTUKU 6}’J.ICT pa3BE€sAH. B wacTHOCTH, A1A U3YyI€HNA KOHEYHDIX I10-
nen JOCTAaTOYHO MaTeMaTHM4YeCKMX 3HAaHUM Ha YpOBHE anreépbl.

KoHeyHble monsa MOXHO paccMaTpuBaTh KaK MAaTEMATUUYECKYI0O OUCLUUIIIMHY,
BIIO/THE NIPpUEMIIEMYKO 1A U3YYE€HUA BMECTO TPUTOHOMETPUM, €C/IHN 6l B 06pa-
30BaTENIbHOMN cUCTeMe He OBbIIO OPUHATO pelI€HNE, YTO U3YyIaTb TPUTOHOMETPUIO



BaXHee. ITUM A XOUY CKa3aTb, YTO U3YYMUTb KOHEUHbIE IIONA HETPYAHO U [/IA 3TO-
ro noTpebyeTcs He 6ONbILE MPERBAPUTENBHOI IOATOTOBKY, YeM 3HaHMeE anre6ps.

B 370l IMaBe BaM Hy)XHO 6yfeT paso6parbcs B KpUNTOrpaduy Ha SMIUITHYE-
CKMX KPUBBIX. A KpUITOrpadusA Ha S/MIUITHYECKMX KPUBBIX TpebyeTcs Ans TOro,
YTOObI YACHUTb aNTOPUTMBI MOAIMCAHUA M BepUPUKALMM, COCTAB/IAIOILME CAMY
cyTb 6uTKoitHa. Kak yroMuHanoch Bbllle, MaTepuan 3TOH U ABYX NOCTERYIOLIMX
I71aB MOXXET IOKa3aThCA, Ha MepPBBI B3ITIAM, HUKAK He CBA3AHHBIM C paccMaTpu-
BaeMbIM 3/leCh NIPEAMETOM; T€M He MeHee HAaCTOATENTbHO PeKOMEHAYeTCS MX Ipo-
unTaTh. OCHOBBI, M3/IOXKEHHBIE B 9TUX I7IaBaX, YIIPOCTAT MOHMMaHUeE He TONMBKO
6uTKOVHa, HO 1 mopmucest [llHoppa, KOHbMAEHLMATBHBIX TPAH3AKLMA ¥ IPOYNX
TIepeiOBBIX TEXHOMOIUI HUTKOIHA.

OI'IPEAEIIEHME KOHeYHoro nonsa

B marematuke xoneunoe none (finite field) onpenensercs xak koHe4HOEe MHOXe-
CTBO 4MCeTl, Hafl KOTOPbIMM MOXXHO BBINTOMHMUTD IBE MaTeMaTHYecKue OIepaLuy,
+ (cnoxenns) u x (YMHOXEHMA), YAOB/IE TBOPAIOLLYE TIEPEYNCTIEHHBIM HIXE YCTI0-
BUAM.

1. Ecnu a v b mpuHaanexxar MHOXeECTBY, TO pe3y/IbTaThl onepaunit a + bua x b
TaKKe MPUHANIEKUT dTOMY MHOXeCTBY. Takoe CBOJCTBO MOXXHO Ha3BaTh
3amxnymoim (closed).

2. Hynb cymectByet u obnagaer cBoicTBOM a + 0 = 4. Takoe CBOMCTBO MOXXHO
Ha3BaTh addumusHuim moxdecmeom (additive identity).

3. EpuHMIa cymecTByeT ¥ o6/lafaeT CBOMCTBOM a X 1 = a. Takoe cBOMICTBO MOX-
HO Ha3BaTb MyibmunauxamusHvim moxodecmsom (multiplicative identity).

4. Ecnu a mpMHaJ/IeXXUT MHOXECTBY, TO eMy JXe TIPUHAJJIEXUT U —d, OTpefense-
MoOe KaK 3HaueHye, yIOB/IeTBOpsIoLlee BhpaxeHuo a + (-a) = 0. Takoe cBoit-
CTBO MOXKHO HasBaTh adoumusHoti uneepcueti (additive inverse).

5. Ecnu a He paBHO 0 M NPUHAIIEXUT MHOXECTBY, TO €My e IIPMHAIIEXUT U
a’!, ompepienseMoe KaK 3HauyeHMe, YHOBNETBOPAIOLLEe BBIPAKEHUIO @ X 4™ =
= 1. Takoe CBOMCTBO MOXXHO Ha3BaTb MY/NbMUNAUKAMUBHOL uHeepcueti
(multiplicative inverse).

PaccMoTpyuMm KaXkoe 13 nepeunC/IeHHBIX BbILIE YCIOBUIA 60/ee MOApo6HO.,
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M&1 pa6oTaeM ¢ KOHEUHBIM MHOXECTBOM 4yceln. II0CKOMbKY OHO KOHEYHOE, TO
MOXXHO 3afiaTh HEKOTOpPOE YMC/IO P, OTIpENieNAIolIee pa3Mep MHOXECTBA, Ha3bIBae-
Moe Takxe nopaoxom (order) MHOXecTBa,

Tak, ycnosue Nel TOBOPUT O TOM, YTO MHOXECTBO 3aMKHYTO OTHOCHTENbHO
CTIOXXE€HUA ¥ YMHOXEHMA. ITO 03HaYaeT, YTO Ollepalluy C/IOXKEHUA M YMHOXKEHUS
ONpeAeNAITCA TAKUM 06pa3oM, 4TOOBI MX Pe3yNbTaThl MPMHAMIEKANN JAHHOMY
mHoxecTBy. Hanpumep, MHOXecTBO {0,1,2} He AB/NAeTCS 3aMKHYTBIM OTHOCHTE/Ib-
HO C/IOXXEHMA, MOCKONBKY 1 + 2 =3 M 2 + 2 = 4, HO HM YUCIO 3, HU YUCIO 4 He
NPUHAIIEKUT JAHHOMY MHOXXECTBY. be3yc/oBHO, onepalMio C/IOXKEHUA MOXXHO
ONpeRenMTh HECKONBKO MHaYe, YTOOBI CeaTh JaHHOe MHOXKECTBO 3aMKHYTBIM, HO
C TIIOMOIBIO “O6BIYHOI” ONepauNM CIOXKEHUA TaKO€ MHOXXECTBO HeNb3s CIENaTh
3aMKHYTBHIM. A C APYTOJ CTOPOHBI, MHOXXeCTBO {-1,0,1} sIB/lIs€TCSt 3aMKHYTBIM OT-
HOCUTENbHO YMHOXeHMUA. EC/i nepeMHOXXMTD ABa MIOOBIX YMC/Ia U3 ITOTO MHO-
XKECTBA, a BCETO TaKUX KOMOMHALMII TeBATh, TO UX MPOM3BeleHue Bcerna OymeT
NPMHAMIEXATh MHOXECTBY.

B MaTtemaTuke MMeeTcsa U pyras BO3MOXKHOCTb OTpENEeNUTb ONEepalyio YMHO-
XKeHNA 0cobbIM 06pa3oM, YTOObI cAenaTh MOAOGHbIE MHOXKECTBA 3aMKHYTBHIMU.
O ToM, KaK MMEHHO ONpeleNUTDb ONEPALIMM CTIOXKEHUA M YMHOXKEHUA, pedb MOMaeT
flajiee B 3TOM IVIaBE, a IO TeX IOp C/IefyeT CKa3aTh, YTO OTEPALNK CIOXKEHMUS U Bbi-
YMTAHUA MOXHO OIIPEAEUTD UHAYe, YEM BaM, BEPOSTHO, U3BECTHO.

B yacTHoCTH, ycmoBuaA Ne2 u 3 onpefenAOT aiAUTUBHOE Y MYIbTUIIMKATUBHOE
TOX/IEeCTBA. DTO O3HAaYaeT, 4To 4ucia 0 ¥ 1 MpUHAAIEeXAT MHOXKECTBY.

Ycnosue Ne4 onpenenser afIMTUBHYIO MHBEPCHMIO. DTO O3HAYaeT, YTO €C/IU d
NIPUMHAJ/IEXXUT MHOXXECTBY, TO €MY XK€ NMPUHANNIEXUT U ~a. Vicronb3ys anauTus-
HYI0 MHBEPCUIO, MOXKHO ONPENe/TUTb ONEePalluI0 BBIYUTAHMSA.

Mlanee, ycnoBue Ne5 ompefienseT, YTO aHA/IOTMYHBIM CBOMCTBOM obagaeT u orne-
paunsa yMHOXeHuA. Ecnu @ npMHamIeXXUT MHOXECTBY, TO MY >Ke IIPUMHAMITIEXUT U
a'. 910 o3HavaeT, 4TO @ X @' = 1. VIcNONb3ys MYNIbTUINIMKATUBHYIO MHBEPCHIO,
MOXXHO OIIpefleNIUTh onepaunio aeneHus. Cneayer 3aMeTUTh, YTO A/ KOHEYHOTO
TI0/IA 3TO CAeNaTh OyleT HEmpoCTo.

OHPEAEHEHME KOHEYHbIX MHOXeCTB

Ecnu nopanox (mim pasmep) MHOXKECTBA pPaBeH p, TO 37€eMEHTHl MHOXECTBa
MOXKHO 0603HauuTh Kak 0, 1, 2, ... p-1. ViIMeHHO 3TH 4yMcra, a coBCeM He 06s3a-
Te/IbHO TPpaAMUMOHHBIE YKucna 0, 1, 2, 3 ¥ Tak Aanee, Ha3bIBAKOTCA NEMeHMAMU
MHOXecTBa. /M XoTA oHM BO MHOroM BeAyT cebs, Kak TPagULMOHHbIE YMC/IA, OHU
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Pas/MYaOTCs NOPALKOM BBITIOTHEHUA ONepaLMii CIOXKeHMA, BHIYUTAHUA, YMHOXKe-
HUA U TIp.

B MaremaTideckoM 0603HaYEHUY MHOXXECTBO KOHEYHBIX MOJIEN BBIIIAOUT Clle-
AytomuM o6pasom:

F,={0,1,2,..p-1}.

KaxoBbl e 3/1eMeHTB MHOXX€CTBA KOHEYHBIX 1071eit? F) — 3TO KOHKPETHOE KO-
HeYHOe M0J/le, HasbiBaeMoe “TofeM p’, “moneM 29” umyu noneM mo6oro pasmepa,
KOTOpO€ B MaTeMaTHKe Ha3biBaeTCs nopAdkom. A 4ucna B GUrypHsix ckobkax {}
0603Havyal0T 37IeMEeHThl, HAXOAAIIMECS B ITO/IAX. DT 3/1eMEeHTbI MMEHYIOTCA Kak 0,
1, 2 u TaK flazee MOCKOMbKY TaK YAOOHe /1 HALIMX Lieneit.

Tax, KOHe4HOe Mo/Ie opsiaxa 11 BHIIARUT clepytomum ob6pasom:

F,,=1{0,1,2,3,4,56,738,9, 10}.

A xoHe4HoOe 10j1e NopsARKa 17 — TakuM o6pasom:
F.,=10,1,2,3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15, 16}.

W HakoHel, KOHEYHOE M0JIe NOpAAKa 983 BBHIIIAAMT TaK, KaK IIOKa3aHO HMXe.
Fy,= {0, 1, 2, ... 982}

Cnenyert, ofHaKo, MMETh B BUAY, YTO NOPAAOK KOHEYHOrO IO/MA BCeraa Ha 1
6onblile 3HaYeHUA €ro MOC/IEAHETO 37leMeHTa. Brl, BepoATHO, 06paTuIN BHUMaHMe
Ha TO, YTO NMOPAAOK KOHEYHOTO MO/A BCAKUI Pa3 OKa3blBAaeTCA paBHBIM MPOCTO-
My 4yuciy. Ilo pasHbIM IpUYMHAM, KOTOPblIE CTAHYT IMOHATHBI B la/IbHEMAILEM, OKa-
3bIBaeTCA, YTO MOPAAOK KOHEUHDIX MOJIelf do/eH OBITh paBeH CTENEeHN NMPOCTOro
YMCAa M YTO HAMOOMBIUUI /1A HaC MHTepecC NpeIcTaBIAIT MMEHHO Te KOHEYHBbIe
107151, MOPAROK KOTOPHIX PaBeH IIPOCTOMY YMCITY.

NMocTpoeHue KOHeYHOro Nona Ha fA3bike Python

Ham Tpebyerca KakuM-TO 06pa3oM NpeNCTaBUTh KaK[AbIA 3MeMEHT KOHed-
Horo nons. IToaToMy cospapum B Python kmacc, npencraBnsomui eAMHCTBEH-
HBI/f 9/IEMEHT KOHEYHOro MOJA. DTOMY KIacCy e€CTEeCTBEHHO NPUCBOMTb UMS
FieldElement. 3TOT KMacc MpeACTABIAET 37€EMEHT U3 KOHEYHOTO IOJA Fprime‘
CxeneTHoOe NpefcTaBIeH)e 3TOTO K/Iacca BHIIIARUT CIeAYOmMuM 06pasoM:

class FieldElement:
def _ init_ (self, num, prime):

if num >= prime or num < 0: 0
error = 'Num {} not in field range 0 to {}'.format(
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num, prime - 1)
raise ValueError(error)
self.num = num
self.prime = prime

def _ repr_ (self):
return 'FieldElement {}({})'.format(
self.prime, self.num)

def _ eq_ (self, other):
if other is None:
return False
return self.num == other.num
and self.prime == other.prime

CHayana B K/acce mpoBepseTcs, HAXORUTCA MM 3HaYeHMe CBOMCTBA num B
npegenax ot 0 fo prime-1 BkmiounTenbHo. Ecmu aTo He Tak, TO aMeMEHT Ko-
HeyHoro nojis tmna FieldElement HeKOppeKTeH U NepeAaeTCA UCKITIOUEHME
THINa ValueError, KOTOpoe AOMKHO 6bITh HENPEMEHHO MePefaHo, eC/IM [IOMy-

YEHO HEIIOAXOAAILICEC 3HAYCHUE.

B ocTranbHoOM yacTu MeTona __init__ () cosmaBaeMomy 061,e1<Ty JIAaHHOTO
K/1acca NpUCBaUBAIOTCA MHULIMATUIUPYIOL[ME 3HAYEHMUA,

B merozme npoBepsercs paBeHCTBO ABYX 06 bekTOB Knmacca FieldElement.
V1 ata mpoBepka aeT MCTUHHBIA Pe3y/NbTaT MWL B TOM CIy4ae, eC/IM CBOM-

CTBa num ¥ prime paBHBIL

To, uTO MBI YXE ONPENECTTNIN, IO3BO/IAET CAENATh CNEAYIOLIEE:

>>> from ecc import FieldElement
>>> a = FieldElement (7, 13)

>>> b = FieldElement (6, 13)

>>> print(a == b)

False
>>> print{a == a)
True
B aspike Python MoxHO 3aMeHuTH omepaumio == MeTogoM __eq_ (), 4To u

61710 cpiemano B Kmacce FieldElement ¥ 4eM MOXHO BBITOGHO BOCTIO/Ib30BATh-
s B laNbHENIIEM, KaK IeMOHCTPUPYeTCS B IpUMepax Kojia, TIpu/araeMbIxX K 3TOM
KHUTe, YCTaHOBMB KOMaHAHYI0 060mouky Jupyter Notebook (cM. paspen “Tlon-
TOTOBKA” BO BBENEHMM 3TOJ KHMIM), MOXHO MepeilT K ¢aitny code-ch01/
Chapterl.ipynb u BBINOTHUTL HAXOMALIMICA B HEM KOZ, YTOOBI YBUAETD II0-
JTyYeHHBIE PE3yNbTATHL. A [/IA BBIIIOTHEHUA C/IEAYIOLIETO YIIPaXHEHUs OTKPOifTe

fmasa 1. Konewnwienonn | 35



¢aitn ecc.py, LeNKHYB Ha cChUIKe B 6/1oke Exercise 1 (Ynpaxuennue 1). Ecnmu y
Bac BO3HUKHYT 3aTPYAHEHUA IIPU BBIIOTHEHUM NAHHOTO YIIPAXHEHWUs, IOMHUTE,
YTO OTBET K KOKAOMY YIIPOKHEHMIO 3TOM KHUIU, MOXXHO HanTu B [Ipunoxennn.

YnpaxHeHue 1

Hamuiuure cooTBeTCTBYIOWMIA METOR, _ ne_ (), B KOTOpoM 06a o6bexTa TUIIa
FieldElement mpoBepsAIOTCA Ha HEPABEHCINBO.

ApudmeTuka no mogynio

OpHuM M3 CpeAcTB, NO3BONAIOLIMX CIENTAaTh KOHEYHOE I107Ie 3aMKHYThIM OTHO-
CUTENIBHO CTIOXKEHUA, BBIYMTAHNA, YMHOXKEHUA U IeIeHNA, ABNAETCA apudmemuxa
no modymo (modulo arithmetic).

Vcnoneays apudMeTHKy IO MORYITIO, MOXXHO OTIPEMle/IUTD ONEPALMIO CIOXKEHMUA
B KOHEYHOM MHOXECTBE, YTO BaM JO/DKHO OBITh U3BECTHO C TeX IOP, KaK Bbl Ha-
YYMIUCh eNUTh B CTONOMK. BCIOMHNTE, Kak 3TO fleNaeTcA, INAAA Ha IIpuUMep 3a-
fauy, IpuBeeHHON! Ha puc. 1.1.

2R1
37

Puc. 1.1. Ilepsviti npumep
denleHus 8 cmonbux

Besikmit pas, Korga He IPOMCXOAMT AeNIeHUA HalleNo, BO3HMKAET ‘OCTAaTOK, T.e.
Be/IMYMHA, OCTAOAACA OT (aKTUYECKOrO HeeHUs OJHOrO YMCNIa Ha npyroel.
AHaNorMyHbIM 06pa3oM omnpefensaeTcs M MOAYIb, a ONepauus Mo MOAYI 060-
3Ha4YaeTcsA CUMBOJIOM %:

7%3=1

Eie opuH npuMep feneHns B CTONOMK NpUBeeH Ha puc. 1.2.

3R6
727

Puc. 1.2. Bmopoii npumep
OeneHuUs 8 crmonbux

! Ha puc. 1.1 R1 o603nagaeT ocTaTok oT senenus 7 u 3, pasuslit 1. — IIpume. ped.
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Paccyxpan ¢popmanbHO, onepaLiusa MO MOAY/IIO O3Ha4YaeT MOTyYeHNE OCTATKA
OT fielleHMA OFHOTO YMC/Ia Ha Apyroe. Hike npuBeex elie OfMH pUMep TaKoM
onepauuu Haj 60/MbIIMMY YUCTIAMHU.

1747 % 241 = 60

Ecmu yropno, apudmeTnky o MORyIo MOXHO paccMaTpMBaTh Kak apudmeTH-
Ky “ob6opora cTpenok 9acop”. PaccMOTpMM B KadyecTBe NpUMeEpPa CIeRyOLIYI0
3afady.

Certyac 3 yaca. Yro 6ymeT moxa3biBaTh YacoOBas CTpe/Ka Yepe3 47 Jacos?

Pemzenye: 2 4aca, nockonbky (3 + 47) % 12 = 2 (puc. 1.3).

Puc. 1.3. Ilepemewyerue uacosoti cmpenxu Ha 47 yacos enepeo

Takoit “060pOT CTPeNOK” MOXKHO pacCMaTpMBATh M B CMBIC/Ie Tlepexopa depes 0
BCAKMIt pa3, KOTJia 4acoBas CTPe/IKa IepeMellaeTcst Ha 12 4acoB BIepen.
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Onepauyio 110 MOAY/II0 MOXXHO BBINIOZTHATD M Haj| OTPHULIaTe/IbHBIMU YUCTAMH.
B xayecTBe ellie OAHOro NpuMepa pacCMOTPUM TaKYIO 3ajiayy.

Ceityac 3 yaca. YTo nokaspiBana yacoBas cTpenka 16 yacoB Hasap?

Pemenne: 11 vacos.

(3-16)% 12=11
[Tepememenue MMHYTHOM CTPE/IKM YaCOB TaKKe AB/IAETCA ONepauMmeil 10 MOAY-
mo. B KayecTBe npuMepa MOXKHO IIPUBECTU CAEAYIOLIYIO 3afady.
Ceityac 12 MunyT BTOpOro. Uto 6yaeT nokassiBaTh MMHYTHaA CTpe/Ka Yepes
843 MuHYTHI?
Peurenne: oHa 6yfmeT nokassBaTh 15 MMHYT BTOpOTO.

(12 + 843) % 60 = 15

AHanorM4HO MOXKHO COPMYIMPOBATb TAKYIO 3afaqy.

Ceityac 23 MuHYTH BTOporo. Urto 6y/eT nMokasbiBaTh MUHYTHAs CTPe/IKa Yepes
97 MUHYT?

B nanHOM cryvae MUHYTHasA CTpe/Ka 6yneT MoKasbiBaTh 0 MUHYT.

(23+97)% 60=0

0 — 3TO ellle OAHO CPEACTBO A1 0603HAYEHMUA OTCYTCTBUA OCTATKA.

Pesynbrar onepanuy 1mo Mopymo (%) 1A MUHYT BCerfia HAXOAUTCA B Ipefe-
nax ot 0 0 59 BK/IIOYMTENbHO. Y 3TO CBOMCTBO OKa3bIBaeTcA OYeHb YAOGHBIM,
TIOCKO/IbKY AaXke o4eHb GOo/IbIlye YMC/Ia MOXKHO CBECTH K OTHOCUTENBHO MaJIbIM
TpefiefiaM C MIOMOIIBIO OTepALMM 10 MOAY/II0, KaK ITOKa3aHO HMXKe.

14738495684013 % 60 = 33

M#=1 6yzieM nonb30BaThCA fajiee oNepanMest 10 MOAYIII0, Onpenensas apudpMeTyu-
Ky KOHeYHBIX NO/Iell. B 60/IbLIMHCTBe onepaumit Haf KOHEYHbIMY [IO/IAMY OIlepa-
1A 110 MOAY/IIO IIPMMEHAETCA B HEKOTOpoit popMe.

ApudmeTnka no mogynio Ha a3bike Python

B asbixe Python ana apudmernxu no Mogymo cnyxut onepauns %. Hike no-
Ka3aHO, KaKiM 06pa3oM OHa IIPUMEHSAETCS HelOCPENCTBEHHO B KOJle.
>>> print (7 % 3)
1

Omnepaumio 1o MOAY/II0 MOXCHO BBINO/IHATb ¥ HaJl OTPULIATE/IbHBIMU YUCIAMMU,
KakK IIOKa3aHO HMKe.

>>> print(-27 % 13)
12
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CnoxeHue 1 BbIYMTaHWUE KOHEUHDIX NONei

HanomumM, 4To omepanmio c/Io>KeHNs B KOHEYHOM I1071e HeOOXOAMMO Ompefe-
JIUTb TaKMM 06pa3oM, YTOObI ee pe3ynbTaT rapaHTUPOBAHHO OCTA/ICA B MHOXe-
cTBe. TakuM 06pa3oM, TpebyeTcs 06eCIIedNTb 3aMKHYyMocmp ONlepaliuM CIOKEHUA
B KOHEYHOM TI0JIe.

Vcnonp3ysa paccMOTPeHHYIO Bblllle apu$METHUKY 110 MOAY/IIO, MOXHO CHEIATh
OMepanmio CIOKEHUA 3aMKHY Toit. JJOITyCTHM, 4TO MMeeTcs KOHeyHoe mose 19:

Fi,=1{0,1,2,..18)

3mech a, b € F,. ObpatuTe BHMMaHMe Ha TO, YTO € 03HAYaeT “ABIAETCA JJe-
MeHTOM'. B laHHOM cryyae a v b ABNAIOTCA 3NeMeHTaMM KOHe4Horo monA F,.
3aMKHYTOCTb OIepalyy COXKeHNS 0003HAYAETCA CTIEAYIOLIMM 06pasoMm:

a+fb eF,

Onepauus cmoxxeHuss B KOHEYHOM I10/1e 0603HaYaeTCa Kak +¢BO n3bexxaHue mny-
TAHUIIBI C OOBIYHOI LeNIOUMCTIEHHOM ONepauyeit CIoKeHus, 0603HaYaeMoil Kak +.

Ecnu Bocnionp3oBaTbca apudMeTHKON IO MOAY/IIO, TO MOXXHO TapaHTUPOBATh
3aMKHYTOCTb OIlepaliy CIOXKEHUA B KOHEYHOM Iose. B yacTHOCTH, onepanuio
a+fb MO>XHO OIIPEAE/IUTD CTIERYIOIIMUM 06pa3oM:

a+fb=(a+b)%19

Hanpumep:
7+8=(7+8)%19=15
114,17=(11+17) % 19 =9
Urn

B 3aMKHYTOl! oneparuy c/10>KeHus 13 MHOXeCTBa 6epyTcs AABa YMUC/Ia, KOTOpbIe
CK/IafIbIBAIOTCSA, @ KOHEYHDIN pe3ynbTaT “060paynBaeTcs’, YTOOHI MONMYYUTD CYyM-
My. B maHHOM C/y4ae MBI cO37laeM CBOIO OIEPALINIO CIOKEHWS, XOTA €€ pe3y/IbTaT
He BIIO/IHe o4eBMAeH. Bripaxkenne 11+f17 = 19 BBIIMIAAUT HEBEPHO, OCKO/IbKY MbI
IIPOCTO He IIPUBBIK/IM K OIlepaliuy CIOXKEHNA B KOHEYHOM MOJIe.

B o6ueM cnyyae onepaumns cIoKeHUs B KOHEYHOM I10/Ie OTIpefeNsieTCs Ceny-
I0LIMM 06pa3om:

a+fb=(a+b)%p

rmea,be Fp'
ANIUTUBHAA MHBEPCUA ONpefe/sAeTCA TaK, KaK II0Ka3aHO HIDKe, IMe U3 d € Fp
C/IeyeT, 4To -4 € Fp‘
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-4 = (-a) % p
W cHoBa ana AcHocTH 0603HavYeHue ~ TIOMOTa€eT OT/IMYATh OlepaLi BEIUTA-
HMA U MHBEPCUM B KOHEYHOM I10/1€ OT OOBIYHBIX LIe/TOYMCTIEHHBIX ONEepaluit BbI-
YUTAHUA U MHBCPCMM.
Tak, ormepanus MHBEPCHM B KOHEHHOM mone Fg

-9=(-9%19=10
03HayYaeT, 4TO
9 + 10=0

M OKa3bIBaeTCA UCTUHHOM,
AHaJTOTMYHO MOXXHO BBIIIOTHUTD ONEpalMI0 BbIYMTAaHUA B KOHEYHOM IT0/I€:
a—fb=(a—b)%p
raea, b e E,
Tak, B koHe4HOM none F,; MOXHO BBINOTHUTD C/IeAyIOlIMe ONePALMyU BbIYM-
TaHUA:

11 —f9 =(11-9)% 19=2
6 -f13 =(6-13) % 19 =12
N t.a.

YnpaxHenue 2

Pemnre NIpUBENEHHDbIE HUXKE 3aa4 B KOHETHOM I10/I€ F57 pu yC/I0BUH, YTO
BCe 3HaKM + 37ech 0603HaYawoT OIlepaLUIO CITOXKEHUA +,, @ BCe 3HAKU — — oOllepa-
IIM10 BbINUTAHUA “f

o 44 +33

e 9-29

o 17 +42+49
e 52-30-38

MporpammHan peannsauna onepaumi
CNOXEHWA W BbIYUTAHUA Ha A3biKe Python

Tenepp B xnacce FieldElement MoxHo onpemenuTs meTogsl _add () u
__sub__ () mna peanmsaummu omepauuit CIOXKEHUSA U BbIYUTAHUA B KOHEYHOM
none. CyTb 3TMX METOLOB B TOM, YTO B HMX MOXXHO BBIIIO/IHATH ONepaLMy, aHa/Io-
TMYHbIE IPUBEJEHHBIM HUXE.
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>>> from ecc import FieldElement
>>> a = FieldElement (7, 13)

>>> b = FieldElement (12, 13)

>>> ¢ = FieldElement (6, 13)

>>> print (at+b==c)

True

B MeTopme add () maHHOro K/1acca MOXKHO ONpeeTUTDb, YTO MMEHHO 0603Ha-
yaeT onepauma cnoxerus (+). Kak sto cuenars Ha sasbike Python? [lna storo Boc-
TI0Nb3yeMCA IMpHOOPETEeHHBIMU 3HAHUAMM apuMETUKM TIO MOAYMIO U CO3RAAUM
HOBBI MeTOJI B knacce FieldElement, Kak ITOKa3aHO HUXe.
def _ add__ (self, other):

if self.prime != other.prime: 0
raise TypeError ('Cannot add two numbers in different Fields')

num = (self.num + other.num) % self.prime o
return self. class__ (num, self.prime) ®

O Mbl KOMKXHB YOEAUTBCA, YTO 37IEMEHTHI IPUHAM/IEXAT K OJHOMY M TOMY Xe
KOHEYHOMY II071I0, @ MHa4e JaHHOE BBIYMCTIEHME He MMeeT HMKAKOr0 CMBIC/IA.

o Onepaum{ CIOXXEHNA B KOHEYHOM T1071€ ONPENENAETCA ¢ IOMOWbIO OIN€paluu
II0 MOJIY/I0, KaK NMOACHANTOCH paHee.

© Mbl 10/KHBI BO3BPaTUTD 3K3eMIUIAP Kiacca, K KOTOpPOMY YRO6HO MOTy4aTh
ROCTYM C moMolnbio Metona self. class_ (). Ins 3TOro JaHHOMY MeTORY
MepefaloTca ABa MHMLMAMU3IUPYIOLIMX apTyMeHTa, num 4 self.prime, Kax u
ANA YIIOMMHABILErocsA paHee MeTofa __init_ ().

Cnenyer 3aMeTUTb, YTO BMeCTO MeTofa self .__class__ () moxHO 651710 6BI
IIPOCTO BOCIO/Ib30BAThCA KMaccoM FieldElement, Ho Torga cRenaTb 3TOT METOX
HacrenyeMbIM 6b110 6b1 HempocTo. [Toaxnaccudukauuio knacca FieldElement
MBI elljeé OCYIeCTBMM B Aa/bHEHIIEM, a 31eCh HaM BaXKHO C/ieNaTh METOR Hacne-
AYyeMBbIM.

YnpaxHeHune 3

Hanumure COOTBETCTBYWIUMI METOA __ Sub__ (), B KOTOPOM ONpefensieTcs
oIepauusa BRIYMTAaHUA ABYX obbekToB THNA FieldElement.

Onepauuu YMHOXEHUA U BO3BejeHUA
B CTéneéHb B KOHEYHOM Nnone

ITopo6Ho ToMy, Kax 6bl1a paHee OIpefienieHa HOBas OMepaLysA CIOXeHUA (+()
B KOHEYHOM I107Ie, MOXXHO OIIPEAeTMTh HOBYIO 3aMKHYTYIO ONEPaliMIio YMHOXEHUA
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JUIS. KOHEYHBIX MO/ei. A MHOTOKPAaTHO YMHOXas OFHO M TO K€ YMCIIO, MOXKHO
TAaK>Ke OINpEeNleNIUTh HOBYIO Ollepalivio BO3BefieHUS B CTelleHb. VI B aTOM pa3gerne
TNIOSICHAETCA, KaK ONpeAeuTh NOoJo6HbIe ONepauuu ¢ NOMOWbI0 apubMeTHKH 11O
MORYIIIO.

Onepauus yYMHOXeHUS, 110 CYLIECTBY, 03Ha4aeT MHOIOKPaTHOE CTIOKeHMe UM~
cell, KaK IeMOHCTPUPYETCA B CIIEAYIOIMX NIpUMepax:

5x3=5+5+5=15
8x17=8+8+8+..(Bcero 17 uncen 8) ... + 8 = 136

AHanoru4yHeIM 06pasoM MOXKHO OINPefeUTh ONEpalnio YMHOXKEHUS B KOHed-
HoM 1nofte. Tak, onepupys CHOBa KOHEeUHBIM noneM Fy, onepauuu yMHOXEHHUS B
HEM MOXXHO 0603HaYMTh CIEAYIOLMM 06pas3oM:

8 X 17=8 +f8 +f8 +po (Bcero 17 uucen 8) ... +f8

Kak BaM O/DKHO OBITH YK€ M3BECTHO, B IIPaBOii YaCTH NMpUBENEHHBIX BbILIE
BBIpAXKEHMI TIOTy4aeTCs YMC/IO0, IPUHAIeXallMe KOHeYHOMY MHOXeCTBY F g

Sxf3=5+f5+f5=15%19=15
8 X 17=8 +f8 +f8 + ... (Bcero 17 uncen 8) ... +f8 =
8x17) % 19=136%19=3

ObpaTuTe BHMMaHMe Ha TO, YTO Pe3y/IbTAaT BTOPOI ONEPALMy YMHOXKEHUA He
BIIOJIHE O4eBMEH. Mbl 0OBIYHO HEe CYMTaEeM, 4TO 8 Xg 17 = 3, Ho 3TO UMEeHHO Ta He-
o6xoauMas 4acTb ONEepauyu YMHOXKEHUA B KOHEYHOM T1071e, 6e3 KOTOpPOit ee Hellb-
351 OIIpefieNIUTh KaK 3aMKHYTYI0. 3TO O3HAYaeT, YTO Pe3y/NbTaT ONEepaLuyu YMHOXe-
HUs B KOHEYHOM IT0/Ie BCerfa IPUHAIEXUT MHOXKeCTBY {0, 1, ... p-1}.

A omepauuio BO3BeIeHUA B CTeNleHb MOXHO IIPOCTO ONpPeAeNUTb KaK MHOTO-
KpaTHOe YMHOXEHMe YMCa:

3 _ —_
7 —7xf7><f7—343

B xoHeYHOM mojIe Onepalyio BO3BEAECHUS B CTEIleHb MOXXHO BBIIIOTHUTH, MUC-
N0NMb3ys apuPMeTHKY 10 MOAYIIO, KaK ITOKa3aHO HIDKE Ha IpuMepe KOHEYHOTO
nonsa Fi,.

7=343%19=1
92 =7
Onepaumi BO3BE€OCHUA B CTCIIEHDb TAK)KE Na€T HE BIIO/IHE OUYCBMIHDBIC PE3Yib-

TaThl, Beb OOBIYHO MBI He cYMTaeM, uto 7° = 1 umm 9! = 7. Ho, onATe Xe, KO-
HeyHble MONA JO/DKHBI OBITh OIpefieNieHbl TaKUM 06pa3oM, YTOGH! BHITOTHEHME
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apmbme'mqecxnx onepaum‘« B HUX 8cez0a IIpUBOAN/IO B KOHEYHOM MUTOTE€ K YUCTY,
HaXxoaAmeMycs B JaHHOM I1071€.

YnpaxHeHue 4

Pemute IIpUBENEHHBIE HM)KE YPABHEHUA B KOHCYHOM II0/IE F97 IIpU yCl10BUY,
YTO ON€palU YMHOXEHUA U BO3BECACHUSA B CTEIICHD BBLINTOTHAKTCA B JaHHOM KO-
HEYHOM II0JIE.

e 95 x 45 x 31
o 17x13x19x%x44
o 127x77%

YnpaxHeHue 5

Kakoe 13 nmpuBeeHHbBIX HMO>KEe MHOXECTB 4YMCeNl HaXOAUTCA B KOHEYHOM MoJe
Fy ecmm k = 1, 3, 7, 13, 18? EcTb /11 B 3TMX MHOXKECTBaxX 4TO-HUOYRb NpuMeya-
TeNlbHOe?

{kx0,kx1,kx2 kx3,..kx18}

Mouemy nona oKasbiBaOTCA npoCTbiM#H

B oTBeTe k ynpaxHeHMIo 5 06bACHAETCS, TOYEMY IO/IA JODKHBI CO-
fiepXKaTb KOMUYeCTBO 3/IEMEHTOB, COCTAB/IAIOLIee CTeNeHb MPOCMO-
20 yncna. Hepaxno, kakoe 3HaueHue k BbibpaHO, ecmu oHO 6onblue
Hy/4, TO YMHOXEHMe BCETrO MHOXKECTBA Ha k acT B KOHEYHOM MUTOTe
TO )K€ CaMOe MHOXECTBO, YTO 1 NEPBOHAYa/IbHOE.

OueBUAHO, 4TO MOPAAOK MPOCTOTO YUC/Ia MPUBOAUT K PABHO3HAYHO-
CTM KaXXJOro 37eMeHTa KoHeyHoro mons. Ecmu 6b1 nmopsagkoM MHo-
XecTBa ObI/IO COCTaBHOE YMCTIO, TO YMHOXXEHUE JAHHOTO MHOXXECTBa
Ha Of[VH U3 Ae/IUTeNell IPUBeNo Obl K MEHbIIEMY MHOXKECTBY.

NporpammHan peanusauyva onepayuu
YMHOXEHMA Ha A3bike Python

Teneps, Korga crano AcHO, KaKoi AO/KHA OBITb Omepauus YMHOXEHUA B KO-
HEYHOM IIofe, B Knacce FieldElement MoXHO ompesenuts MeTon  mul (),
3aMeHAIIMI 0OBIYHYIO OMepaLyio YMHOXXeHUA *. Takas omepanus KOMKHa Bhl-
TIOJTHATBCA CIEAYIOMMUM 06pa3oMm:
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>>> from ecc import FieldElement
>>> a = FieldElement (3, 13)

>>> b FieldElement (12, 13)

>>> ¢ FieldElement (10, 13)

>>> print (a*b==c)

True

B cnepyolem ynpaxxHeHuy npefaraeTcsa onpenenuTs B knacce FieldElement
MeTox _ mul (), peanu3yoluil ONepalMio YMHOXEHMA B KOHEYHOM I0/Ie aHa-
JIOTMYHO ONepalMAM CTI0XKEHUA U BBIYUTAHUA.

YnpaxHeHue 6

Hanmummre cooTBeTcTByIOIMIA MeTO, _ mul (), B KOTOPOM ONpeRensaeTca
omepauysa yMHOXeHUA ABYX 371eMEHTOB KOHEYHOTO ITOJIA.

NporpamMMHan peanusauuns onepauum
BO3BefleHNA B cTeneHb Ha A3bike Python

B xnacce FieldElement Tpe6yercs onpemenuTs METON __ pow__ (), 3aMeHsIo-
I 06bIYHYIO omepaumio ** a3bika Python. OTiuunme 3gecs B TOM, 4TO noKasa-
Te/b CTENEeHN He OTHOCUTCA K TNy FieldElement, a moToMy Tpe6yeT HECKOMBKO
nHoro obpamenus. Takas onepauyms JO/DKHA BBIIONHATBCA CIERYIOIMM 06pa3oMm:

>>> from ecc import FieldElement
>>> a = FieldElement (3, 13)
>>> b = FieldElement (1, 13)
>>> print (a**3==b)
True

ITockonbKy noKasaTenb CTENEHM ABAAETCA LiENIOYMC/IEHHBIM, BMECTO elle Of-
HOro 3K3eMIApa Knacca FieldElement Meron  pow () AO/MXEH NMPUHMMATD
1LIelIOYMC/IEHHYI0 NlepeMeHHYIo exponent. Hiuke nokasaHo, kakuM o6pa3oM aaH-
HBI} METOJ| ONpENENAETCA HEIIOCPEACTBEHHO B KOIE.

class FieldElement:

def _ pow  (self, exponent):
num = (self.num ** exponent) % self.prime 0
return self._ class__ (num, self.prime) o

© /1 x0TA MOXXHO NOCTYIIMTb U TaK, BbI3OB MeTOAa pow (self.num, exponent,
self.prime) agdexTusHee.

@® Kak u npexxze, HeO6XOAMMO BO3BPATUTb 3K3EMIUIAP AaHHOTO Kiacca.
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A moyeMy 6Bl He C/lefIaTh [IOKa3aTeNb CTeneH 06bekToM THIa FieldElement?
OkaspiBaeTcs, 4TO IOKa3aTeNb CTeNEHU COBCEM He 00A3aTe/IbHO JOMKEH ObITH
37IEMEHTOM KOHEYHOTO IIO/IA /1A BHIINIOTHEHMA MaTeMaTH4yecKuX onepauui. B mei-
CTBUTENBHOCTH, €CTTM Obl 3TO OGBIIO MMEHHO TaK, MIOKA3aTeM CTENEHU He NPOSB-
nAn 6b1 MHTYUTUBHO OXMAAaeMoe OT HUX IOBefeHMe, KaK, HallpUMep, CIOXKeHMe
TI0KasaTeNelt CTENEeHN NPy YMHOXEHUH 10 OGHOMY M TOMY )K€ OCHOBaHMIO.

HekoToprle U3 peanu3yeMbixX 3fiech aITOPUTMOB MOTYT OKa3aThCH Me/IEeHHBIMU
npu 06paboTke KpymHbIx yucen. Ho Mbl BocrnionbayeMcs B AanbHeifuieM 6onee uc-
KYCHBIMM TIpM€MaMH, YTOOBI IOBBLICUT IIPOM3BOAMUTENLHOCTD 3TUX a/ITOPUTMOB.

YnpaxHeHue 7

Ecmn p =7, 11, 17, 31, To xaKoe M3 NIpUBEICHHBIX HMXKE MHOXKECTB OKXKETCA B
KOHEYHOM II071€ FP?

{1(}’-1)’ 2(}’—1)) 3(}’—1)’ 4(P—1)’ (P — 1)(}’-1)}

Onepauus aeneHus B KOHEYHOM none

WuTynums, nomoraomas HaM ONpefeNUTb ONepalMy CTOXEHMUA, BBIYMTAHUA,
YMHOXEHMUSA ¥ JJaXKe BO3BENEHUA B CTEINEHDb, K COXa/leHMIo, He ClIoco6Ha B TaKoit
Xe CTENEHHM IIOMOYb NPY OTpefie/IeHUH Oepaliuy BEIYUTAHUA B KOHEHHOM IIOTIE.
3T0 caMas CNOXKHaA OTepalMs, ¥ IO3TOMY HayHeM C TOTO, YTO JO/DKHO OBITh 60-
7iee TIOHATHO.

B o6sruHoIt apudMeTHKe ReneHMe ABNAETCA ONepalueir 0OpaTHON YMHOXKEHMUIO,
KaK JIEMOHCTPUPYeTCA B C/IENYIOILEM IIpUMepe:

u3 7 x 8 = 56 cnenyer, 4to 56/8 = 7
u3 12 x 2 = 24 cnepyer, 4To 24/12 = 2

WM tak panee. [laHHBIM 0OCTOATENBCTBOM MOXKHO BOCIIONB30BaThCA KaK BCIIO-
MOTaTe/IbHBIM CPEAICTBOM IIPM ONpefieNIeHNI ONepaluu fe/IeHUA B KOHEYHOM II07e.
Cnepnyert, offHaKo, MMeTb B BUJY, YTO JE/IUTb Ha HY/b, KaK ¥ B 0ObIYHO apudme-
TUKE, HeMb3A.

B xoHeuyHoM none F,; u3BeCTHO, YTO

u3 3 X7 =21 % 19 = 2 cnenyer, uto 2/7 = 3;

u3 9 X5 =45 % 19 = 7 cnenyer, uto 7/5 = 9.

W 3T0 BrionMHE 04€BUHO, TOCKONIbKY BhIpPaXkeHUA 2/f7 n7/ f5 OOBIYHO CUMTAIOTCA
Rpo6saMH, a He eCTeCTBEHHBIMM 3/IeMEHTaMM KOHeuHoro nons. Ho Beab KOHeYHble
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TIO/IS TEM M IIPMMEYATENbHBI, YTO OHM 3GMKHYMbl OTHOCUTENBHO JieleHUA. ITO 03-
HayaeT, 4YTO eC/IY Pa3fe/NUTh OFHO YMCIIO Ha PYTO€e NpY YCIOBUM, YTO 3HAMEHATEND
He paBeH HY/IO, TO B KOHEYHOM MTOTe ITIOTYYUTCA APYTOM INEMEHT KOHEYHOTO IO/

B cBA3M C 3TMM MOXXET BO3HUKHYTb CTIERYIOIMIA BONPOC: KaK BHIYUCIUTD BbI-
paxeHue 2/f7, €C/M 3apaHee HEM3BECTHO, 4TO 3 X7 = 2? 910, KOHEYHO, BIOTTHE
PE30HHBIN BONPOC, ¥ YTOOBI OTBETUTH Ha HETrO, MPUAETCA BOCIIONb3OBAThCA pe-
3y/IbTaTOM, [TOTTYyYEHHBIM U3 YIIPAKHEHUSA 7.

Ha ToT cny4ait, ecnyt Bbl He BHINIOTHUIM 3TO YIIPAKHEHME, €r0 PeLIeHNE B TOM,
uro 1~V Bcerfa paBHO 1 m/Is KaXAOro MpocToro 4ucia p u n > 0. U ator npe-
KPacHBIJ pe3y/bTaT C/IeRYeT M3 TEOPUM YMCEN U, B YACTHOCTH, U3 TaK Ha3bIBAEMOM
Masoit Teopembl PepMma, KOTOpas, M0 CYLIECTBY, IIaCUT

n?-Y%p=1,

TAe p — NpOCTO€ YUCMIO.

Manas Teopema Oepma
UmeeTcs HeMano OOKa3aTe/IbCTB 3TOM TEOpEMBI, HO CaMO€ NTPOCTOE U3 HUX, BEpPO-
ATHO, B TOM, UTO IIPUBEACHHDbIE HM)KE MHOXXECTBA PABHBI, KaK C/IEAYET U3 ynpax-
HeHmA 5.
{1,2,3,..p-2,p-1}={n%p,2n% p,3n%p(p-2n%p, p~-n%p}

I[TonyyaeMble B MTOTE YMC/IA MOTYT ¥ He CIEOBATh B NIPaBU/IbHOM IIOPAAKE, HO B
060MX MHOXXECTBaX OKa3bIBAIOTCSA OFHM M Te XKe YMC/Ia. B TakoM crmydae MOXKHO
IepEMHOXUTh KXKAbIi 3EMEHT B 060MX MHOXXECTBaX, YTOOH! IIOMYYMUTDb B MTOTE
CleRyIolliee paBeHCTBO:

Ix2x3x..x(@-2)x(p-1)%p=nx2nx3nx.x@p-2nx(p-n%p

JleBY10 4acTb 3TOTO PaBEHCTBa MOXKHO CBECTM K BhIpaxeHMIo (p — 1)! % p, rne ! —
¢akropuan (Hanpumep, 5! = 5 x 4 x 3 x 2 x1). A B IpaBoJt €ro YacTU MOXHO CO-
6path Bce U/leHBl N U NOMYYUThb B UTOTE C/IeAyloNiee BBIpaKEHME:

Pp-D!'xn®D%p
Taxum o6pasom,
P-D1%p=(p-1!xn®%p.

Ucknouns unen (p-1)! B 06eux yacTax 3Toro paBeHCTBa MOXKHO IIPUIATH K CNIENY-
IOIEMY PaBEHCTBY:

1=n®D%p

Yto n CITY>KUT A0Ka3aTe€NbCTBOM Maon TEOpEMBI d)epma.
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W takoit pesynbrar OyfeT Bcerna MCTMHHBIM, TIOCKO/bKY MbI OTIEpUPYeEM B Npe-
fieflax IPOCTBIX IIO7EN.

A TIOCKONBKY Omepauus feneHus ABNAeTCA 06paTHOM! ONepauuy YMHOXEHUH,
M3BECTHO CTIeAyIolee:

alb=a xf(llb) =a xfb'1

3apady fleneHUsA MOXXHO CBECTH K 3afjade YMHOXEHUA NPU YCTIOBUM, YTO MOXKHO
BBIYMCTIUTD, YeMy paBHO b™'. U 3fiech BcTymaeT B feitcTBue Manas TeopeMa Pepma.
M3secTHO, 4uTO

be-D = 1,
IIOCKOTBKY p — mpocToe uncno. Takum o6pa3om,
-1 _ 11 _ -1 ®-1) — KLP-2)
bl=b xfl—b xfb =}
nnn
bl = pe-2

B koHeuHoM nonie F,y 9To mpakTuyecku o3Hadaer, uto b'® = 1, T.e. b~ = b" pma
BCeX 3HaueHmit b > 0.

VHBIMM CTOBaMy, MCIIO/b3YA OTEPALMIO BO3BETEHUA B CTENIeHb, MOXKHO BBIYMC-
muth uuBepcuio. Tak, B koHeyHoM none Fy

2/7 = 2x7%~? = 2x7"7=465261027974414%19 = 3
7/5 = 7x517-2 = 7x5'7=5340576171875%19 = 9

Taxoe BbruMcIeHMe ABNAECTCA OTHOCUTENBHO 3aTPATHBIM, IIOCKONIBKY BO3BOMIU -
Mas CTemneHb pacTeT O4YeHb ObICTPO. M 1O 3TOM NpuyYMHe onepanus fefeHuUA oKa-
3bIBAa€TCA CaMoi 3aTpaTHOM. YTO6BI COKPaTUTh 3aTpaThl, MOXXHO BOCIIO/Ib30BaTh-
CA BOCTYMHOM B A3biKe Python ¢yHkumelt pow (), BHITONHAIOIEN! BO3BeAicHME B
cteneHb. B sA3bike Python Bb13oB ¢yHKuMyM pow (7, 17) NMPUBORUT K TaKOMY Xe
pesynbTary, uto M onepauus 7**17. Ho y dpyHKuumu pow () uMeeTca HeobA3aTenb-
HBI/l TPETHI apTyMeHT, II03BO/LAIOMIA MTOBBICUTD 3 eKTUBHOCTD BBIYMCTIEHUA.
Taxk, ecnu ykasaTh TpeTHit apryMeHT, QYHKLMA POw () BBHINONHAT OMNEPALMIo IO
MOJY/IIO, UCTIONb3YSA 3HaYeHye 3TOro apryMeHTa. CrejoBaTeNIbHO, B pe3y/IbTaTe Bbl-
30Ba ¢yHKUMKM pow (7,17,19) OymeT monydeH TaKo¥f >Ke pe3ynbTaT, Kak U Npu
BBIIIO/THEHMYM ONepauuyu 7**17%19, HO cAenaHo 3TO OGymeT GBICTpee, MOCKOMBKY
GYHKIMA B3ATUA MOAY/A BBIMOMHAETCA MOC/E KOKAOrO MUK/ YMHOXEHUA.
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YnpaxHeHue 8

Pewnure cnemytomue 3agaun B KoHeuHoM none F,.
o 3/24

o 177

o 4*x 11

YnpaxHeHune 9

Hanummte cooTBeTcTBYIOIMIA MeTop,  truediv (), peanusymoommit onepa-
LIMIO IeTIEHUA IBYX 7IEMEHTOB KOHEYHOTO ITOIA.

Cnenyer, ofHako, MMeTb B BUAY, YTO B Bepcuu Python 3 omepauus penenus
pasgeneHa mo aBym ¢yHkumaM: _ truediv_ () m _ floordiv_ (). [lepBas
GYHKIMA BHINOMHAET OOBIYHYIO OTIePALINIO ie/IEHNMA, 2 BTOpas — ONepaLyio 1efo-
YUCTIEHHOT'O JE/IeHMUA.

nepeonpeneneuue onepayvuu so3sejeHUA B CTeneHb

VI B 3saBepiueHMe 3TO} I7IaBbl HEOOXOAMMO OMpPERENUTh METOA _ pow_ (),
B KOTOPOM JIO/KHA 6BITh IPEYCMOTPEHA IIPaBU/IbHAA 06paboTKa OTPULATEIBHBIX
nokasareneif creneny. Hanpumep, a~> fo/mkeH 6bITb 3/1eMEHTOM KOHEYHOTO 110714,
HO B TeKyIIeM KOfie TaKoit cny4ait He mpenycMoTpeH. VTak, TpebyeTcs, YTO6BI BBI-
TIONTHAUCH CNeRYIOLINE AEVCTBUA:

>>> from ecc import FieldElement
>>> a = FieldElement (7, 13)
>>> b = FieldElement (8, 13)
>>> print (a**-3==b)
True

K coxanennio, MeTofi _pow () ompepeneH TaKMM 06pa3oM, YTO OTPULIATENb-
Hbl€ TIOKA3aTe/IM CTENMEHU B HeM He 06pabaThIBAIOTCA AO/KHBIM 06pasoM, Beab B
KayecTBe BTOPOTrO IapaMeTpa BCTpoeHHOM B Python ¢ymkumu pow () momksxo
6BITb HEMPEMEHHO YKa3aHO II0/IOKUTENbHOE 3HAYEHMeE.

[IpaBpa, fn1s 3TOM 3aauM MOXKHO BOCIO/Ib30BATHCA COOTBETCTBYIOLIUM MaTe-
MaTU4eCcKMM ammnaparoM. VI3 Manoit TeopeMsr PepMa U3BeCTHO, YTO

al=1

3TO 3HAYMUT, YTO YMHOXATh Ha @°~' MOXKHO CTONIBKO Pas, CKONBKO YTofHo. Ta-
KM 06pa3oM, Hajl 37eMEHTOM d~> MOXXHO BBIIOTHUTb CIEAYIOLIYIO ONEPALIMIO:

at=a’xal=a"*
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VImenHo TakuM 06pasoM MoxxHO 06pabaThiBaTh OTpHIaTe/NbHblIE MTOKAa3aTeNu
CTeneHM. A HaMBHas peanu3aLMa MeTofia _ pow_ () 6ymeT BHIINIANETH CIEAYIO-
M o6pasom:

class FieldElement:

def _ pow_ (self, exponent):
n = exponent
while n < 0:
n += self.prime - 1 (1)
num = pow(self.num, n, self.prime) o
return self._ class__ (num, self.prime)
o CnoyxeHne BBIMONHAETCA A0 T€X NOp, ITOKA NNOKA3aTE/Ib CTENNIEHU HE CTAHET I10-

JIOXKUTE/IbHBIM.

® [Ina nosbieHus 3¢pPeKTUBHOCTH MOXKHO BOCIONB30BATbCA BCTPOEHHOM B
Python ¢yHxuueit pow ().

ITpaBAa, MOXHO NOCTYIMTD €llle Ty4lle, BeAb MbI yXKe 3HaeM, KaK IIpeBpaTUTh
OTPMLIATENBHOE YIC/IO B IONIOXKMTENBHOE, UCTIONb3ys 3HAKOMYIO HaM Omepauyio %!
A KpoMe TOro, Mbl MOXKEM COKPaTHTb O4YeHb 6O/blMe MOKa3aTeNny CTeNeHH, Ipu-
HMMas Bo BHMMaHue, yTo ¢’~' = 1. Bnarogaps aToMy CHMXaeTcs Harpyska Ha
dyHKIMIO pow () , KaK TOKa3aHO HUXe.

class FieldElement:

def _ pow_ (self, exponent):
n = exponent % (self.prime - 1) (1]
num = pow(self.num, n, self.prime)
return self._ class_ (num, self.prime)
O Iloxasarens cTeneHy NPUBOAUTCA K 3HAYEHUIO B npenenax ot 0 go p-2 BKiIIO-

YUTENbHO.

3aKknioueHue

B aT0J1 rmaBe 6bUIM ONMCaHBI KOHEYHbIE MOJIA M MOKa3aHO, KaK peaTu30BaTh UX
Ha s3pike Python. B rnaBe 3 HaM elle NPeACTOMT BOCMONB30BAThCA KOHEYHBIMU
NONAMM 1 KpunTorpaduu no 3/IMNTHYECKMM KPUBBIM. A B C/IEAyIOLLEeH I1aBe
MBI PaCCMOTPUM MaTEMAaTHYeCKYl0 COCTABAIILYI0 Kpunrorpaduyu 1o IMIOTH-
4eCKMM KPUBBIM — COOCTBEHHO /IMNTHYECKME KPUBBIE.
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FMABA 2
INAUNTHYECKHE KPUBDIE

B 3Toi1 I1aBe peyd moitfeT 06 IMIMNTUYECKUX KPUBBIX. A B [71aBe 3 MBI COeaH-
HMM MX C KOHEYHBIMM NO/IAMM /18 KPUNITOTPadUM 110 STIUNTUIECKUM KPUBDIM.

Kak u KoHeuHBble MMONIA, IMIUNTUYECKNE KPUBbIE MOTYT BBIIIAAETDH IIyTalolle,
€c/ii Bbl He Bujenyu ux npexxae. Ho Ha caMoM Jiefle uX MaTeMaTH4eCKMi amnmapar
TakKe He O4YeHb C/IOKeH. Boblllasg YacTb M3 TOrO, YTO CIeayeT 3HaTh 00 /IUNTH-
YecKMX KPHMBBIX, BaM M3BeCTHA U3 anrebpsl. B aTolt I1aBe paccMaTpuBaeTcs, 4TO
NPeACTAB/AIOT CO60J MORO6HbIE KPUBBIE Y YTO C HUMM MOXKHO Je/aTh.

OnpeaeneHne 3NNMNTHYECKUX KPUBDIX

Onnunmuyeckue kpusvie (elliptic curve) onmucriBalOTCA ypaBHEHUAMM, KaK U
MHOTMe ApYTMe KpUBBle, U3BeCTHblE U3 Kypca OCHOB anre6pnl. Ha aByxmepHoit
NZIOCKOCTH, Ifie KOOPAMHATBI X OTK/IAAbIBAIOTCA IO FOPU3OHTANBHOI OCH, a KO-
OpAMHATBI y — I10 BEPTUKA/TIbHOM, OHM MOTYT OBITh IpeACTaB/IeHBI B ClIEAYIOLLEH

dbopme:
y¥=x"+ax+b

C nogo6HBIMY ypaBHEHMAMM BaM, CKOpee BCero, IIPUXOAUIOCh UMETh [eNo.
HanpuMep, 13 HauampbHOTO Kypca anre6pel BaM JO/DKHO ObITh M3BECTHO CIENYIO-
lee IMHefHOe ypaBHeHMe, ONUCHIBalOlee IPAMYIO TMHUIO Ha KOOPAMHATHOM I/IO-
CKOCTH:

y=mx+b

Bo3aMoxHo, BbI lake IIOMHUTE, YTO KOHCTAHTa m B 3TOM YPaBHEHUU OIIpefe-
AET HAK/IOH TIPAMON JIMHUM, @ KOHCTAHTa b — ee mouky nepeceveHus ¢ ocvio y.
/InHerHOe ypaBHEHME MOXKHO NPEAICTABUTh Kak rpadmk Ha KOOpAMHATHOI III0-
CKocTH, puc. 2.1.



Puc. 2.1. IIpamas, nocmpoeHHas no uUHeuHoMy ypasHeHur

AHanornyHo BaM JO/DKHBI GBITH 3HAKOMbI KBaJpaTHOE ypaBHeHME U Tpaduk
ero KpuBoii (puc. 2.2):

y=axt+bx+c

Puc. 2.2. Ilapabona, nocmpoeHHas no K6aopamHomy ypasHeHuo
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A BO3MOXHO, BaM BCTpedaluch anrebpandeckue ypaBHeHus 6oee BHICOKOTO

NOpsAfIKa, HapuMep Ky6uyeckoe ypaBHeHMe U rpaduk ero kpusoi (puc. 2.3):

y=axX +bx*+cx+d

/

j
|
§
|

Puc. 2.3. Kybuueckas napabona, nocmpoenHas no kybuueckomy ypasrenuro

YPaBHeHMe, OIIMCBIBAONICE SIUNITUYECKYIO KPUBYIO, B 9TOM OTHOIUEHUU HU-

yeM 0COOEHHBIM He OT/INYACTCA, KaK ITOKAa3aHO HMXe.

y¥=x*+ax+b
EnuHcTBEHHOE OT/IMYME SMTUIITUYECKO KPUBOI OT KybOudeckoin mapabonsl,
NIpUBEAEHHON Ha puC. 2.3, 3aK/TI0YaETCA B YIEeHe yz, HAaXOAAIEMCS B JIEBOM YacCTH

ee ypaBHeHMA. Brarofaps sToMy rpaduk sanIMITHYECKO! KPUBOI paclonaraeTcs

CUMMETPUYHO OTHOCUTENIBHO OCH X, KaK ITOKa3aHO Ha puc. 2.4.
Kpome Toro, anmunTuyeckas KpuBad ob6/1afaeT MeHbliei KPYTU3HO, YeM Ky-

6uyeckas napabona. M aTuM oHa CHOBa 06s3aHa WieHy )* B 1€BOJ YacTH ee ypaB-
HeHuA. VHorma snmmnTudeckue KpuBble MOTYT OBITh pacy/IeHEHHBIMY, KaK IIOKa-

3aHO Ha puc. 2.5.
Ecnu yTofHo, 37IMITUYECKYI0 KPUBYIO MOKHO PacCMaTpUBaTh KaK KyOM4ecKyIo
napa6orny (puc. 2.6), OfHa YacTb KOTOPOJ!, HAXOAALIAACA BBILIE OCH X, CIIPAMIEHA

(puc. 2.7), a gpyras 4acTb — HIDKE OCH X, 3epPKajbHO oTo6paxena (puc. 2.8).
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Puc. 2.4. HenpepbisHas snnunmu4eckas Kpusas

Puc. 2.5. PacuneneHHas snnunmueckas Kpueas
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Puc. 2.6. Kybuuecxas napabona na nepeoti cmaouu
NOCMPOEHUR INAUNMUHECKOT KPUBOT

Puc. 2.7. Cnpamnennas kybuvecxas
napabona Ha emopoti cmaduu
NOCMPOEHUR INUNMUHECKOT KPUBOT
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Puc. 2.8. 3epxanvro omobpaxcenHas kybuueckas napabona
HA mpembeil CMaouu NOCMPOEHUS INTUNMUMECKOU KPUBOT

B wacTHOCTHM, anMUNTHYECKAsA KPUBas, IpUMeHsAeMas B OUTKOMHe, Ha3bIBaeTCA
secp256k1 M ONMCBIBAETCA CNERYIOIMM YPaBHEHUEM:

yY=x+7

Kanonnveckas ¢popma sMIUIITUYECKON KPUBOI ONIUCHIBAETCH YPaBHEHNEM y° =
= %’ + ax + b, 103TOMY YNOMsAHYTas BBIIIE KPUBasA ONpeReNAeTCA KOHCTAHTaMU
a =0, b = 7 ¥ BBIIIARUT TaK, Kak IIOKa3aHo Ha puc. 2.9.

Puc. 2.9. Snnunmuveckas xpueas secp256k1
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lporpaMmHan peanu3sauua SNAMNTHYECKUX
KpUBbIX Ha A3bike Python

[To cambIM pa3sHBIM NpUMYMHAM, KOTOpPbIe CTAaHYT ACHBI B [la7bHeHIlIEM, Hac
6onblle MHTEPECYIOT He CaMM MIMIITHYECKUEe KPUBbIe, a KOHKPEeTHbIE TOYKM Ha
Hux. Tak, Ha KpUBOJ1, OIUCHIBaEMON ypaBHeHMeM y* = x° + 5x + 7, HaC MHTepecyeT
TOYKa ¢ KOOpAUHaTaMu (-1,1), moatoMy onpeaenum knacc Point, mpeacTapnsio-
muit mouxy (point) Ha KOHKpeTHO! KPUBOMA. A IIOCKO/NBKY 3Ta KpMBas ONUCHIBA-
eTcsl ypaBHeHMeM ¥ = X° + ax + b, ee MOXXHO ONPeAENNTDb ¢ IOMOILbIO BCETO ABYX
YMC/IOBBIX KOHCTAHT, 4@ ¥ b, B OMHOMMEHHBIX IO/IAX JaHHOTO K/1acca, KaK II0Ka3aHo
HMXe.

class Point:

def _ init (self, x, y, a, b):

self.a = a
self.b =D
self.x = x
self.y = y

if self.y**2 != self.x**3 + a * x + b: @
raise ValueError{('({}, {}) is not on the curve'.format(x, y))

def __eq_ (self, other): o
return self.x == other.x and self.y == other.y \
and self.a == other.a and self.b == other.b

O 3pech npoBepseTcs, HAXOAUTCA M AaHHAA TOYKA Ha KPUBOJA.

® Touky paBHBI MU B TOM ¥ TO/MBKO B TOM C/Iy4Yae, €CIM OHY HaXOAATCA Ha
OZHOM U TOM XK€ KPUBOM M UMEIOT OAMHAKOBbIe KOOPAMHATHI.

A Tenepb MOXHO c03/1aTh 06beKTH THNA Point, nMpeacTaBnsiolue OTaeNbHbIE
TOYKH, KaK IIOKa3aHO HyKe. M eCny 3TH TOUKM He HAXOMATCA Ha ORHOM M TOM Xe
KPUBOI1, TO IIPOUCXOAMUT owmbKa. VIHbIMM cloBamy, B MeTofe _ init () 6ymer
IepeAaHo MCKITIOYEeHNe, eC/IM MPOBepsAeMas TOUYKa He OKOKETCA Ha KPUBOM.

>>> from ecc import Point

>>> pl Point (-1, -1, 5, 7)

>>> p2 = Point{(-1, -2, 5, 7)
Traceback (most recent call last):
File "<stdin>", line 1, in <module>
File "ecc.py", line 143, in _ init
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raise ValueError('({}, {}) is not on the curve'.format(self.x, self.y))
ValueError: (-1, -2) is not on the curvel

YnpaxHenue 1

BhIsACHMTE, KaKue U3 NIPUBELEHHBIX HIKE TOUEK HAXOMATCA Ha KPUBOIA, OIMCHI-
BaeMoJ ypaBHeHMeM y* = x° + 5x + 7.
(2,4), (-1,-1), (18,77), (5,7)

YnpaxHeHue 2

Hanummre ana knacca Point Meron _ ne_ (), YTOOBI CpaBHMUTD B HeM ABa
ofbexTa JaHHOTO K/1acca Ha HEpPaBEHCTBO.

CnoxeHue Touek

SnmunTudeckre KpuBble YIOOHBI TEM, YTO NMO3BOMAIOT BHINONHATD C/0MeHUe
moyex (point addition). Takas onepauys nogpasymeBaeT NOMy4eHMe TPETbEN TOY-
KM U3 JIByX MCXOHBIX TOYEK, HAXOMALIMXCA Ha KpuBoi. OHa Ha3bIBAETCA CNIOMHEHU-
em (addition) moToMy, YTO BO MHOTOM HalOMMHaeT apuMeTHUECKYIO OIePaLHIO
CnoXXxeHuns. B yacTHOCTH, omepanysa ClIOXKEHUA TOYEK KOMMYTAaTHBHa, T.e. C/TOXKe-
Hue Toyek A 1 B faeT Takoi1 >xe pe3ynbraT, Kak M ClOXXeHue Toyek B u A.

CrnoxxeHue TOYEK ONpeEAeNAeTCa UCXORA U3 TOTO, YTO KaXKAasd I/UIMNTUYECKaA
KpMBas IlepeceKaeTcs NpAMOI IMHMei B ofHOM (puc. 2.10) MM Xe B Tpex TOUKax
(puc. 2.11), 3a Mck/MoYeHMEM ABYX OCOOBIX CITy4aeB.

B ABYX 0CO6BIX Cly4asAx NpAMas JIMHHUA IEPECEKAET IIUNTHIECKYIO KPUBYIO
BepTMKanbHO (puc. 2.12) unu mo KacarenbHoi K Kpusoit (puc. 2.13). Msl eute Bep-
HEMCA B AanbHENIIEM K 3TUM IBYM C/Ty4YasaM.

lOt‘)pa'm-{a;x TPAaCCUMPOBKAa CTeKa ([OCJTIeOHMM BHSZ0B yKa3aH NOCHeOHMM) :
damn “"<stdin>", crpoka 1, B <mMa_MORyssD>

damn "ecc.py", cTpoxa 143, B Merome _ init ()

BO3ByxIneHo wucximoyeHue Tuna ValueError (' ({}, {(}) He Haxomurcs
Ha xpusont'.format (self.x, self.y)) ValueError: (-1, -2)

HE HaXOOUTCS Ha KPMBOM
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Puc. 2.10. IIpamas nunus nepecexaem
SNNUNMUMECKYI0 KPUBYIO 8 0OHOLE moyKe

Puc. 2.11. IIpamas nunus nepecexaem
SNNUNMULECKYIO KDUBYIO 8 MPex MouKax

Taxum 06pa3oM, CTOXKEHNE TOYEK MOXKHO OTpeAeNMTh Ha OCHOBAHMM TOTO dak-
Ta, YTO NpAMBIE TMHUM TIEPECEKAIOT STIMNTHYECKYI0O KPUBYIO B OTHOM MM Tpex
TouKax. [Ipsamas nuHus onpenenseTcs AByMA TOYKaMM, ¥ OHa JO/DKHA TepeceKaTh
SMIMOTUYECKYIO KPUBYIO OMH My Gonbine pas. CreqoBaTeNbHO, TPEThA TOYKA
TepeceyeHts, 3€PKaIbHO OTOOPAXKAIOIIAACA OTHOCUTEIBHO OCK X, ABNAETCA pe-
3Y/IBTaTOM CTIOXEHMUS IBYX MCXOJHBIX TOYEK.

Taxum o6pa3om, 4To6bI HOMYIUTH CyMMY P, + P, mobbix ByX Todek P, = (x,,y,)
n P, = (x,,y,), He06XOMMO BBHIIIOMTHUTD CIERYIOLIME AeACTBUSL.
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Puc. 2.12. [Ipamas nunus nepecexaem nTUnmu4ecKyro Kpusyw
6 08yX MOUKAX N0 BEPMUKANU

Puc. 2.13. IIpamas nunus nepecexaem
SNNURMUMECKYI0 KPUBY1O 6 08YX
mouKax no KacamenvHou K Heti
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o Haittu TouKy, epeceKaollyo SMIUMNTUIECKYI0 KPUBYIO B TPETHiA pas, mpo-
Be/IA MPAMYIO TMHUIO Yepe3 UCXOAHBIe TOUKU P, u P,.

® 3epKanbHO OTOOPa3UTDh PE3YILTUPYIOUYIO TOYKY OTHOCUTENBHO OCH X.

OmucaHHbIe BbILIE AEACTBUA HAIMALHO NIpeACTaBAeHbI Ha puc. 2.14.

A+B |

Puc. 2.14. Cnosxerue moyex

CHayanla Mbl IPOBOAMM NIPAMYIO JIMHUIO Yepe3 CyMMUpYeMble TOYKu A u B.
[Ipu aTOM mMpAMas MMHMUA NepeceyeT SMIUNTUYECKYI0 KPUMBYIO B TpeTheit Touke C.
3aTeM MBI 3epKanbHO 0TOOpaXkaeM 3Ty TOYKY OTHOCUTENBHO OCH X, ITONy4as B KO-
HEYHOM MUTOre CYMMAapHYIO TOYKY A + B, Kak nokasaHo Ha puc. 2.14.

OnHo 13 CBOMCTB, KOTOPO€ MBI COOMpaeMcs BOCIIONb30BATbCA, 3aK/II0YaETCA B
TOM, YTO CTIO)KE€HME TOYEK HENETKO NMpefcKasaTh. CroxeHye TOYEK HETPYAHO pac-
CYMUTATb TIO POpMYJIe, HO BIIO/THE OYEBUAHO, YTO Pe3y/IbTAT CIOKEHUA ABYX TOYeEK
MOXXET 0Ka3aTbCs Iie YTOGHO Ha KpMBOIA. Tak, ecriu BEpHYThCA K puc. 2.14, TO CyM-
Ma To4eK A + B okasbiBaeTcs cipaBa OT HMX, cyMMa TodeK A + C — Iie-To MeXAy
Toykamu A u C Ha ocu x, a cymMa Todek B + C — creBa ot 06enx touek. [Toatomy
B MaTeMaTMKe C/IOXEHJE TOYEK Ha3bIBACTCA HeSUHEUHbIM.
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Maremarnyeckme OCHOBbI C/IOXKE@HMA TOYeK

Cnoxxenue To4eK YHOBJIETBOPAET ONpE€NECTICHHDIM CBOMCTBAM, KOTOpbIE€ MbI
OOBIYHO CBA3BIBAEM CO C/IOXX€HUEM, B TOM YUC/IE CTIEAYIOLIUM.

o ToxjecTBEeHHOCTh e ACCOIMaTUBHOCTD

e KoMMyTaTMBHOCTD e Ob6partumocTb

3mech moxdecmsenrocms (identity) o3HavaeT HanmMuMe Hy”A, T.€. CYLIECTBYET
HEKOTOpas Touka I, cliokeHMe KOTOPOM C TOYKOM A [aeT B UTOre Ty Xe CaMyIo
TOYKY A, KaK IT0OKa3aHO HIDKe.

I+A=A
Takas Touka Ha3bIBaeTcs beckoHeuHo ydanennoti (point at infinity) (npuunusr
3TOro NOACHAIOTCA fafee).
C JaHHBIM CBOMCTBOM TECHO CBS3aHO CBOMCTBO obpamumocmu (invertibility).

B yacTHOCTH, /11 HEKOTOPOI TOYKM A MMeeTcA Apyrasd Todka, —A, CIO)XeHue
C KOTOPOJ JaeT B UTOTe TOYKY TOXKAECTBEHHOCTH, KaK II0Ka3aHO HIKeE.

A+ (-A)=1

HarnaaHo Ha KpMBOM TaKMe TOYKM MOXKHO MIPEACTaBUTb KaK MPOTHUBOIIONOX-
Hble OTHOCUTENbHO ocH X (puc. 2.15).

\

Puc. 2.15. IIpomusononoxHvie mouxu,
o6pasyrouiuecs 8 pesynvmame nepeceverus
NPAMOT IUHUed INAUNMUYECKOT KPUBOT
no sepmuxanu
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Touxa I HaspiBaeTcs 6eCKOHEYHO ylaTeHHO! MMEHHO TIOTOMY, YTO Ha 3TUIITH-
YeCKOJt KpMBOJ MMeeTCA ellle OfIHA TOYKa, I7ie IpAMas TMHUA NlepeceKaeTcs ¢ 3ToN
KPMBOJ 110 BEPTUKA/MU B TPETUH pas.

Kommymamuenocme (commutativity) osHa4aert, uto A + B = B + A. 3To oue-
BU/IHO NOTOMY, YTO NpAMas TMHMA, NPOBENEHHAA Yepe3 TOYKKM A U B, mepecekaer
3IMNTUYECKYIO KPUBYIO B TPETHit pa3 B ONHOM M TOM XKe MeCTe He3aBUCUMO OT
TOrO, B KAKOM MMEHHO NOPAMKE 3TO MPOUCXOOUT.

Accoyuamuenocmp (associativity) oaHavaer, yto (A + B) + C=A + (B + C). 310
CBOMCTBO He COBCEM OY€BMIHO M CTY>KUT IIPUYMHON A7IS IepeBOPOTA OTHOCUTENb-
HO OCHM X, KaK IIOKa3aHO Ha puc. 2.16 u 2.17.

Puc. 2.16. Cnoxerue movex (A + B) + C

Kak nokasano Ha puc. 2.16 u 2.17, KOHeYHasA TOYKa OKa3bIBAETCA TOM XKe CaMOt.
UHBIMU cnTOBaMM, €CTh BECKME OCHOBAHUA CYMTATh, YTOo (A + B) + C=A + (B +
+ C). Y1 X0TA 3TO He JOKa3bIBAET aCCOUMUATUBHOCTD CIOKEHUS TOYEK, UCTUHHOCTD
MaHHOTO YTBEPXK/E€HMUA OKa3aHa HAT/LANHO.

[lna nporpaMMHOJ peanusalyy ONepaLyuy CTIOXKeHUA TOYeEK, ee IPUAETCA pas-
[ENUTb Ha TPU CTA[UM, I7Tie NPOBEPAIOTCA CIEAYIOLLME YCTIOBHA.
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1. McxopmHble TOYKM HAXOAATCA Ha MPOBEJEHHO! BEPTUKATbHO MIPAMOI TMHMUH,
T.€. MCTIO/b3YETCA TOYKA TOX/IECTBEHHOCTH.

2. McxonHble TOYKM HAXOMATCA HE HAa NMPOBENEHHON! BEPTUKA/NBHO NMPAMON MH-
HUY, @ B pa3HbIX MECTAX.

3. UcxopHble TOYKM ONMHAKOBBI.

Puc. 2.17. Cnoxcerue mouex A + (B + C)

"pOI'paMMHaﬂ peanndalMa onepaummn C1oXxXeHua Touek

CHauama Heo6xoguMo 06paboTaTb yc/IOBME, CBA3aHHOE C HalM4YMeEM TOYKMU
TOX/IECTBEHHOCTH, T.e. 6€CKOHEYHO yAaneHHO! Touku. Ho mockoneky peannso-
BaTb 6€CKOHEYHOCTb Ha A3blKe Python He Tak-To mpocro, Bocronbayemcs BMme-
CTO 3TOro 3HayeHMeM None, 0603HaYaIOUMM OTCYTCTBME KOHKPETHOTO 3HAYEHMSI.
Wrak, TpebyeTcs, YTOObI BBIOMHAMUCD CTERYIOLINE JEeACTBUA:
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>>> from ecc import Point

>>> pl = Point (-1, -1, 5, 7)

>>> p2 = Point(-1, 1, 5, 7)

>>> inf = Point (None, None, 5, 7)
>>> print(pl + inf)
Point(-1,-1) 5 7

>>> print(inf + p2)
Point(-1,1)_5_7

>>> print(pl + p2)

Point (infinity)

YT1068I FOOUTHCA ITOrO, HEOOXOAMMO CeNaTh ABe Belu. Bo-mepBhIx, caepyer
BHECTM He3HAYMTe/NIbHbIE KOPPEKTUBBI B METOR __ init (), MOCKO/MBKY B HEM He
pOBEPAETCA, YAOBNETBOPAETCA MU YPaBHEHME, ONMUCHIBAIOLLEE IIUINTUIECKYIO
KPUBYI0, IpH Ha/muuny 6ecKOHEYHO YAa/NEHHOIt TOYKN. V1 BO-BTOPBIX, HEO6XOAMMO
IIEperpy3suTh OlepaLMI0 CIOKEHUA MM MEeTOA _ add (), Kak 3TO y>Ke e/anock
B Knacce FieldElement. Huxke nokasaHo, Kak cfienath M TO, ¥ ApYyToe.

class Point:

def __init_ (self, x, y, a, b):
self.a =
self.b =
self.x
self.y =
if self.x is None and self.y is None: (]

return
if self.y**2 != self.x**3 + a * x + b:
raise ValueError('({}, (}) is not on the curve'.format(x, y))

"<><U'm|

def __add__ (self, other): (]
if self.a != other.a or self.b != other.b:
raise TypeError('Points (}, {} are not on the same curve'
.format (self, other))

if self.x is None: ©
return other
if other.x is None: o

return self

© IIposepseMmsie 3geck 3HaueHUs None KOOPAMHAT X ¥ ¥ 0603HaYal0T 6eCKOHeY-
HO yRazeHHyI0 TouKy. O6paTuTe BHMMaHMe Ha TO, YTO CIEAYIOLIMIA YCTIOBHBINA
ornepaTop if 3aBepIMTCA HeyAayHO, €CTIM He BBIOTHUTD BO3BPAT U3 AAHHOTO
YCTIOBHOTO OIlepaTopa.

® 3pech neperpyxxaercs onepauus cIoxxeHns (+).
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@ 3nauennue None B none self.x o3HayaeT, YTO TeKyluit 00bekT self mpen-
CTaB/IAeT 6eCKOHEYHO YAa/IeHHYI0 TOYKY MM afifMTUBHOE TOXAeCTBO. [ToaTo-
My B JaHHOM YCTIOBHOM OIlepaTOpe BO3BPaIljaeTcs Apyroit 06bexT other.

@ 3mauenne None B none other.x o3HayaeT, 4TO APyroit 06bexT other npen-
cTaB/LieT 6eCKOHEYHO YAa/IEHHYI0 TOYKY MM afiUTUBHOE TOXAecTBO. [ToaTo-
My B JAHHOM YCTIOBHOM OIlepaTOpe BO3BPAI[aeTCA TeKyluit o6bekT self.

YnpaxHenue 3

3anporpaMMupyifTe IPOBEPKY B TOM CITy4ae, €CIi 06€ TOYKM ABNAIOTCA afiiu-
TUBHO MHBEpCHeElL, T.e. MMEIOT OMHAKOBbIe KOOPAMHATHI X, HO Pa3Hbl€ KOOPAMHA-
ThI ¥, @ CTIEHOBATENbHO, YePe3 HUX IIPOXORUT BEPTUKa/IbHAA MMHUA. B pesynbraTe
TaKO¥ NPOBEPKM JO/DKHA OGBITh BO3BpallleHa HeCKOHEYHO yla/leHHasA TO4Ka.

CnoxeHune Toyek, Koraa X, # X,

VITak, paccMOTpeB C/Ty4ali, KOrfia MpAMas TMHUA IepeceKaeT JMIUNTHYECKYIO
KPMBYIO TIO BEPTHKA/IH, TlepeitaieM K 06CyXAeHNIo Clydas, KOrfja MCXOHbIe TOY-
KM OKasbIBalOTCA pa3HBIMU. Ec/M MCXOfHBIE TOYKM MMEIOT pasHble KOOPAMHaA-
THI X, TO ¥ B 3TOM C/Ty4ae MX MOXXHO C/IOXXUTh I10 JOBOIBHO NMPOCTOi GHopmyrte.
JleitcTBY MHTYUTUBHO, HalfleM CHadala HaK/IoOH, o6pasyeMblit o6eMMy TouKa-
Mi. ITO MOXHO cfienaTh N0 QopMyne, M3BECTHOM U3 3/IeMEHTAapHOM anre6psl,
KaK ITOKa3aHO HMXe.

P, = (x1,9)), P, = (x,9,), Py = (x3y,)
P, +P,=P,
s= (- y)/(x; - x))
3pmech s 0603HaYaET HAKOH, C IOMOIbIO KOTOPOTO MOXXHO PacCUMTaTh KOOP-

[MHATY X,. A 3HaA KOOPAMHATY X5, MOXHO DacCYMTaTh ¥ KOOPAMHATY y;. Takum
06pa3oM, ONoXKeHNe TOUKH P, monydyaercs no cnegyomum Gopmynam.

HanomanM, 4Tto KoopauHaTa y, obo3navaer 3€pKanbHOE 0To6pa>!<eﬂue OTHO-
CUTE/TIBHO OCH X,
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BbiBoa popmynbi ANA CROMKEHUA TOMEK
Honyctum, uto
Py = (x,y)), Py = (xp,05), Py = (x3,95)
P, +P, =P,
TpebyeTcs BBIACHUTD KOOPAMHATHI TOYKHK P,

I’ITaK, HAYHEM C TOro, 410 Hp}lMaﬂ JINMHUA HpOXOJ.IMT qepea TOYKHUN P1 u P2 U OINIUCHI-
BaeTcsa CIICJIYIOIHMMM ypaBHCHMﬂMM:

s=(y, - y)l(x, - x))

y=sx-x)+y

Bropoe ypaBHeHMe OMMChIBAET NPAMYIO JIMHMIO, Nlepecekanomyio obe Touky, P, u

P,. TlopcTaBuB 3TO ypaBHEHME B ypaBHEHMe, ONMCHIBAIOILEE /UTUIITUYECKYIO KPU-
BYIO, IIOJTyYVM C/IeRYIOLIMIl pe3y/IbTaT:

yY=x>+ax+b
YP=(x-x)+y)=x+ax+b

Ceepns Bce OAO6HBIE YIEHBI fAHHOIO YPaBHEHMA, IONYYUM ClIEAYIOLIee MTOTMHO-
MMa/IbHOE YpaBHEHMeE.

X -5+ (a+ 25, - 2sy)x + b - x>+ 2509, - 92 =0

N3BecTHO Takke, YTO pEUICHNE NaHHOTO YpAaBHEHNA MA€T KOOPAUHATEHI X, X, U X;,
a C/IEN0BATEC/IBHO

(x-x)x-x)(x-x)=0

= (%, + %, + x)07 + (X%, + X,X; + X,%,)% - X,%,%, =0

Y13 npenpIRy1LIero u3BECTHO, YTO

© - 5%+ (a+ 2%, - 2sy~1~)x + b - x> + 2sx~1~y, -y, =0

Ha ocnoBanum dopmyn Buetsr (https://en.wikipedia.org/wiki/Vieta's
formulas) MOKHO YCTaHOBUTB, YTO K03 ULMEHTh! MHOTOY/IEHa OKa3bIBAIOTCA
OIMHAKOBBIMM, €C/IM ONMHAKOBHI €ro KOpHU. [lepBBIM MHTepeCYIOLIMM Hac K03g-
HULMEHTOM AB/AETCA TOT, KOTOPBIN CTOMT IIePeN YIEHOM X7

-sf = =(x, + x, + x;)

Vicnionb3ays 3To ypaBHeHMe, MOXXHO BBIBECTH OPMYNY [/Is ONpefeeHus KOOPAU-
HaThI X, CTIENYIOIUM 06pasoM:

x,=5-x -x,
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ATy dopMymy MOXHO MOACTABUTH B IIPUBEAEHHYIO Bbllile GOPMYITy A/ OIMCAHUA
IIpAMO¥ TMHUN:

y=slx-x)+y

Ho nockonbky TpeThIo TOUKY CIERYET 3€PKaNbHO OTOOPA3UTh OTHOCUTENBHO OCK
X, [IPaBYIO YacTh AaHHOTO YPaBHEHUA CNefyeT MHBEPTUPOBATh:

¥y = —(s(xy — %) + ) = s(x; - x3) - 3,

Yro u TpeboBanock foKa3aTh.

YnpaxHeHue 4

Ime Ha KpMBOI, ONIMCEIBaEMOJ ypaBHeHUEM y* = X° + 5x + 7, HAXOAUTCA TOY-
Ka, TI0/Ty4aeMas B pe3y/bTare CI0XXeHMA MCXOTHBbIX TOYeK C KoopAauHaTamu (2,5)
+ (-1,-1)?

NporpammHan peanusaumua onepauuu
CNOXEHNA ToueK, KorAa X, & X,

A Temepb peanusyeM IpuBefieHHbIE BhIllle MaTeMaTH4YecKue BbIKIAAKU B CBOEH
6ubnuoteke. [1o cywecTBy, 3T0 03Ha4aeT HEOOXOAMMOCTb BHECTH COOTBETCTBYIO-
1IMe KOPPEeKTUBbI B MeTOR __add () [/Is POBEPKM YCTIOBUS B TOM C/y4dae, KOr-
fia X, # X,. [ 3TOit Lie/IM y Hac UMEIOTCA Cllefyoline GopMybL:

s=(y, - y)l(x, - x))
— 2
X, =5 -x - %,
Y3 =s(x, - %) - 3,
B KOH1e JaHHOTO MeTOfa O/KeH ObITh BO3BpalleH 9K3eMIIAp Klacca Point.

JIns ynpoineHns mogKnaaccuMKauuyu 3TO feMaeTcA ¢ IOMOlIbio MeTopa self.
__class__ ().

YnpaxHeHune 5
Hanumure Meton _ add () mnd mpoBepku yc/loBMA B TOM Caydae, KOTfa

X, * X,

CnoxeHue Touek, Korga P, = P,

Ecnu KOOpAMHATBI X MCXOAHBIX TOYE€K OAMHAKOBBI, 3 MX KOOPAUHATHI y pa3jin-
YaKTCA, 3T TOYKHM pacnojiaraloTcsa OgHa HaIpoOTUB }Ipy‘I‘Oﬁ OTHOCHUTENIBHO OCH X.
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Kak ycTaHOB/n€HO paHee M MPAaKTUYECKM YCBOEHO B YNpaKHEHUM 3, 3TO 03HayaeT
cnepymwuee:
P =-P,ymuP +P,=1
A 4r0 mpousonet, ecnu P, = P,? B 3TOM crydae IpuaeTCsA CHavala pacCYMUTATh
NpAMYIO TUHUIO, KACAMENbHY10 K J/UIUIITUYECKO! KPUBOIL B TOYKe P, a 3aTeM Hait-

TH TOYKY, B KOTOPOW 3Ta TMHUA [epeceKaeT AaHHyIo KpuBYyIo. [loqobubit cryyait
paccMaTpuBasCA paHee U HAITANHO NpeACTaB/lIeH Ha puc. 2.18.

Puc. 2.18. I[Ipamas nunus, nposedeHHas KACAMeNvHO K NUNMuUecKol Kpusoi

U B 3TOM cnyyae HEOOXOAMMO ONpPENENTUTh HAKIOH IPAMOM IMHUMU B TOUKE €€
KacaHMs, KaK ITI0Ka3aHO HIUKe.
Py = (x,9,), Py = (x5,95)
P +P =P,
s=(3x?2+ a)/(2y)
OcranbHbie GOPMY/IBI TaKuMe e, KaK UM NPeXHe, 3a UCKITIOYEHUEM TOTO, YTO
X, = X,, I03TOMY MX MOXXHO OOBEIMHUTD ClIERYIOLIMM 06pasoM:
Xy, =8 - 2x,

Y3 =%, = %) -y,
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BoiBop popmynbl AnA pacyeTta HaK/IOHa NPAMON IMHUN

B TOUKE KacaHUA 3NNNNTUHECKOW KPMBON

dopMmyny mia pacyeTa HaK/IOHA IIPAMOIL TMHUYM B TOYKe KacaHUA 31-
MUTITUYECKOH KPUBOJ MOXXHO BBIBECTHM, MCTIONb3YsA 6oNee CIIOXHBINA
MaTeMaTuyeckuit anmapaT anddepeHumanbHoro ucumcnenus. Kax
M3BECTHO, HaK/IOH NPAMON MHUM B 3a[JaHHOM TOYKE OIMMUCHIBAETCA
clenyomuM o6pa3om:

dyldx

Yro6b1 MOMyYUTDb MCKOMBIN PE3YyNbTAT, NPUAETCA B3ATH NTPOU3BO-
AHYIO OT obeux yacreit YPaBHEHUA, ONMACBIBAIOLIETO IIUNTUIECCKYIO

KpUBYIO:
y=x+ax+b

VTak, B3sAB IPOU3BOAHYIO OT 06eMX yacTeit JaHHOTO ypaBHEHUA, TI0-
Iy4uM CreAyolee ypaBHeHMe:

2y dy = (3x* + a) dx

PemyB 31O ypaBHeHMe A/A NMpPOU3BOAHOI dy/dx, B MTOre MOMydnM
cnenywouyio Gpopmyny:

dyldx = (3x* + a)/( 2y)

Bot kakuM o6pa3om Mbl npuiIM K GopMy/ne AN pacyeTa HaKIOHA
TIpAMOJA IMHUM B TOYKE KACAaHMA I/UIUNTUYECKON KPUBOMA. A OCTanb-

Hble GOPMY/BbI UIA CIOXKEHUA TOYEK B PaCCMaTpPUBaeMOM 3[1eCh CITy-
yae BbIBEJICHBI BBIILE.

YnpaxHeHue 6

I'ne Ha KpUBOM, ONIMCHIBaEMOI ypaBHEHMEM yz = x> + 5x + 7, HAXOAUTCSH TOYKa,
nojy4aemas c/0XKeHueM UCXORHBIX Todek ¢ koopauHaramu (-1,-1) + (-1,-1)?

lporpammHan peanusauus onepaumuu
CnoXeHuA Touek, koraa P, = P,
BHeceM ansa gaHHOrO KOHKPETHOTO CjIydasa COOTBETCTBYIOIME KOPPEKTUBDI B

metofi __add (). [Ind 3TOro y HaCc MMeEKTCA MPUBENAEHHDIE HIDKE cpopmynbl, KO-
TOpble OCTAETCA NMILDb pearn3oBaTh HEMMOCPENCTBEHHO B KOIE.
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s= (32 + a)/(2y)

Xy =8 - 2x,

Y3 =% - %) -y,
YnpaxHenue 7

Hanumure Meton  add () ana mpoBepxu yc/noBus B TOM C/Iydae, Korga
P =P,
1= %2

lporpammHan peanusauua onepauun cnoXeHus
TOYEK B elye 0HOM MCKNIOYMTENbHOM CNyyae

VMeeTca ellle OnMH MCKTIOYMTENBHBIN CTyYal, KOT/a KacaTelbHasA K S/UIUIITH-
9ecKol KpMBOJA TMHUA NpOBefeHa Mo BepTukamy (puc. 2.19).

Puc. 2.19. [Ipamas nunus, nposeoeHHas KAcamenvHo
K annunmu4eckou Kpueoti no eepmuxanu

ITO MOXET NPOU30NTH, ecu P, = P, 1 KOOPAMHATHI ¥ MCXONHBIX TOYEK paB-
Hbl Hymo. VI B 3TOM cny4yae pacyeT HAaK/IOHa MPAMOI TMHUM flaeT 6eCKOHEeYHBIi
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Pe3y/bTaT M3-3a Ha/IM4YMA HY/A B 3HaMeHaTe/le COOTBETCTBYIOLLe ! GOpMYNbl. ITOT
0COGBII C/yYaif IPOrpaMMUPYeTCs CIeAYIOLIMM 06 pa3oM:

class Point:

def _ add_ (self, other):

if self == other and self.y == 0 * self.x: (1]
return self._ _class_ (None, None, self.a, self.b)

o Ecnu ABE€ MCXOAHBIE TOYKM OAMHAKOBBI, 2 UX KOOPAMHATHI ¥ paBHbI HYIIO, TO
BO3BpallaeTca 6ecKoHeYHO YAa/Z€HHas TOYKa.

3aKniouenume

B 3Toit r/1aBe 6pUIM ONMCAHBI TIMIITUYECKME KPUBBIE, PACCMOTPEHO MX Ha3Ha-
YeHMe 1 TIOPAAOK IIOCTPOEHNA, a TAK)XKe TIOKa3aHo, KaKMM 06pa3oM peanuayeTcs
onepanmsa CIOXEHMA TOYEK. A B I/laBe 3 BCe IOHATHA, NIPEAICTAB/IeHHbIE B IMaBax 1
M 2, 6YAYT MCIOMb30BAHBI COBMECTHO A/A Pa3bACHEHUA 0COOEHHOCTEN KPUIITO-
rpaduy 1o IMNTUYECKUM KPUBBIM.
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[NABA 3

Kpuntorpadua no
IMMAUNTHYECKUM KPUBbIM

B ABYX npeAbIAyIIMX [1aBax OblI OMMCAH OCHOBHOM MaTeMaTH4eCKUif anmapar
paccMaTpuBaeMoro 3fiech peAMeTa. B HMX paccMaTpUBanuCch MOHATUA KOHEYHDBIX
Tnoneit M AIUITUYECKIX KPUBBIX. A B 3TOJt I/IaBe 063 3TU IIOHATUA OYRYT UCIIONb-
30BaHbl COBMECTHO A/ OMMCAHUA KPUNTOrpaduy 1o 3/IMNTUYECKUM KPUBBIM.
B yacTHOCTH, HaM MIPEACTOUT MOCTPOUTD NPUMMUTHUBBI, HEOOXOAMUMBIE /1A MOATIN-
CaHuA U BepuQUKAUUU COOOLIEHNIA, T.e. ABYX OCHOBHBIX OIepaluii, BBITOMHAEMBIX
B OUTKOITHeE.

InaMnTUYecKue KpuBbie Haj BellecTBeHHbIMU YHUCNaMH

B rnaBe 2 6b1710 NOKa3aHoO, KaK I/UIMIITUYECKAas KPUBasA BBIIIAAUT Ha KOOPAU-
HAaTHO TJIOCKOCTH, IIOCKO/IbKY OHa 6bl/Ia TIOCTPOEHA HaJl 8euiecmeHHbiMU YACa-
Mu. Y aTo He IpOCTO Iienble MM faXKe PalMOHA/IbHBIE, 4 MMEHHO BEIECTBEHHbIE
yycia. B 4acTHOCTH, YMC/IO T, KBaIPaTHBI KOPEHD U3 2, € + KOPEHb 7-J CTENeHM
13 19 — Bce 3TO NpuMephl BEIECTBEHHBIX YMCETL.

9TO 0Ka3a/10ch BO3MOXHBIM TIOTOMY, UTO BellleCTBEHHbIE YMC/Ia TaKKe ABAIOT-
cs nonamu. Ho, B oTIM4Me OT KOHeuHbiX TI0NIEN, KOMUYECTBO BEIECTBEHHBIX YMCeN
beckoHeuHO. A B OCTaIbHOM OHM 06/IafIaloT TeMM JKe CBOMCTBAMM, IlepeYMCIEeHHbI-
MM HIDKE.

1. Ecnu a u b npuHagnexxaT MHOXECTBY, TO eMy NPUHAMIEKAT UM OTlepauuyu 4 + b
uaxhb.

2. Hynb cymectsyeT 1 obnapaeT cBoitcteoM a + 0 = a.

3. Epununa cyumecTByeT M o61afaeT cBoiticTBOM a X 1 = a.



4. Ecnyu a npuHapgneXXUT MHOXECTBY, TO €éMY IIpUMHAA/IeXaT U —d, OlpefensieMoe
KaK 3HaueHMe, yROBJIETBOpAIOLIee BbIpaxeHuio a4 + (—a) = 0.

5. Ecau a He paBHO 0 ¥ IpMHAIZIEXXUT MHOXECTBY, TO eMy NpUMHajIexaT u a4,
ompezeisieMoe KaK 3HaueHue, yIOBIETBOPOLee BBIPXeHMIo a X @' = 1.

Ou4eBMAHO, YTO BCE 9TU CBOMCTBA UCTUHHBL B 4acTHOCTH, 0OBIYHbIE ONeparyy
CTIOXKeHUA M YMHOXKEHUs BIIOJIHE IPMMEHUMBI, HyneBolt (0) u enuau4HbIA (1) ome-
MEHTBI aiTUTUBHOTO Y MY/IbTUITIMKATUBHOTO TOX/IECTB CYLIECTBYIOT, —X ABMAETCA
aiiUTUBHOM MHBepCHEN, a 1/x — MYNbTUII/IMKATUBHON MHBEPCHUEN.

[TocTpouts rpadmk KpuBOIt Haj| BelleCTBEHHBIMM UMCNaMK HeTpyAHo. Hampu-
Mep, 110 YPaBHEHUIO y* = x> + 7 MOXKHO IOCTPOUTb IpadUK KPUBOIL, IIPUBENEHHDIN
Ha puc. 3.1.

Puc. 3.1. Ipagux snnunmuseckoii kpusoti secp256k1, nocmpoerHoiii
Ha0 8eUleCnBeHHbIMU HUCTIAMU

OxasbIBaeTcs, YTO YPaBHEHUA A/1A CTIOKEHUS TOYEK MOXXHO UCIIO/Ib30BATh Ha[
MI0OBIM I1071eM, BK/IIO4YasA KOHEYHBIC 110715, OIIMCAHHBIE B ITIaB€ 1. E}.IMHCTBCHHOC
OTIN4YKE COCTOUT B TOM, HTO /I 3TOro NpUAECTCA NPUMEHUTDL ONEPALIUU C/T0XKE-
HMA, BBIMUTAHUA, YMHOXXEHUA U A€/IEHUA B KOHEYHOM IIOJIE, OIIpE€NE/ICHHBIE B I71a-
Be 1, a He ux 0OBIYHbIE apmbmemqecxne AaHaJ/IOTH, BBITIOJTHAEMBIC Ha/l BEILCCTBECH-
HBIMHU YUC/IAMMU.
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InaunTuyeckue KpuBble Hal KOHeYHbIMU NONAMHU

Tak Kak ke BBIIIAAMT JIUIMITUYECKAA KPUBAA HaJ KOHeYHbIM nonem? PaccMmo-
TPMM B KayecTBe IIpUMepa ypaBHeHue y* = x° + 7 Hap F ;. Boraucnus o6e ero
YaCTH, MOXKHO OIIpefeNTNThb, HAXOAUTCA /I TOYKa ¢ KoopauHaramu (17,64) Ha kpu-
BOJ, ONIMCBHIBAEMOJt JaHHBIM YpaBHEHMEM, KaK [TIOKa3aHO HUKe.

¥+ =64*% 103 =79
£ +7=(17+7) % 103 =79
TakuM 06pa3oM, UCIIONb3yA MaTeMaTUYECKMI alNapaT KOHeYHbIX MOJeN, MBI
y6enummucs, YTo aHHAA TOYKA HEHCTBUTENLHO HAXOAMUTCI HAa KPUBO, OIMUChIBae-
MOJi IPUBEMICHHDBIM BbIIIE yPaBHEHMEM. A TOCKO/NBKY 3TO YpaBHEHME BBIYMC/IAETCA

HaJl KOHEYHBIM II0/IEM, IIOCTPOEHHDIA O HeMY rpadyk BHIIIALUT COBCEM MHaye
(puc. 3.2).

Puc. 3.2. Ipadux annunmumecxoil Kpuesoti, HOCMpPoeHHO HAD KOHEYHbIM NONeM
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Kax Bunute, sToT rpadux 6ombiie Noxox Ha 6ecropsAfouHOe CKOIIEHNE TOYEK,
KaK OT BBICTpe/a 13 fpo6OBMKa, YeM Ha IIaBHYI0 KpuBYI0. EnMHCTBeHHas 3aKo-
HOMEPHOCTb B HEM — CUMMETPUYHOCTb OTHOCUTENIBHO CEpeAiuHBI, 06pasyroiasics
6narogaps wieHy y* B ypaBHEHMM, ONMCHIBAIOLLEM AaHHYIO KPUBYIO. ITOT rpadux
CMMMeTpUYeH He OTHOCUTENBHO OCH X, KaK rpadMK KPMBOM Haj BelleCTBEHHBIMU
4MCTIAMM, & OTHOCUTENIBHO HEKOTO ITOTIOXKMTE/ILHOTO 3HaYeHNS Ha OCH ¥, TIOCKOJb-
KY B KOHEYHOM I10/Ie OTCYTCTBYIOT OTPHULIaTeNbHbIE YMCTIA.

IIpuMeyaTenbHO, OHAKO, YTO B TEX XK€ CaMbIX YPaBHEHUAX A/IA CTOXEHUA TO-
4eK MOXHO IIPMMEHATD OIlePalMy CTIOXXEHMA, BBIYUTAHUA, YMHOXKEHUA, Ae/IEHUA
¥ BO3BEJIEHNA B CTeleHb, ONpe/ie/IeHHble /11 KOHEYHBIX TONeN, M OHU OYAYT Aeit-
CTBOBaTb HOPManbHO. Y XOTA Ha MepBBI B3ITIAA 3TO MOXET MOKa3aTbCA HEOXKU-
MAHHBIM, TIOfI06HbIe 3AKOHOMEPHOCTH NMPOAB/IAIOTCA B a0CTPAKTHOM MaTeMaTHKe,
HECMOTPS Ha OT/IMYMA OT 3HAKOMBIX BaM TPaAMLIMOHHBIX METOROB pacyera.

YnpaxHeHne 1

BbIACHUTE, HAXOAATCA /M IPUBENIEHHDIE HMXKE TOYKM Ha KPUBOIA, OIIUCHIBAEMOM
ypaBHEHMEM yz = x* + 7 Haji KOHEYHBIM II0/IEM E,,,.
(192,105), (17,56), (200,119), (1,193), (42,99)

NporpammHan peanusauusa SNANNTHYECKHUX
KPUBbIX Hafi KOHEYHbIMMW NONAMM

WTak, MbI ollpefilenuny TOYKY Ha ST/IMIITUYECKON KPUBOM U omepaumuy +, — ,*
U / ana xoHeuHbIX noneit. CrenoBarenbHo, Mbl MOXeM 06benuHUTD 06a ompepe-
TIeHHbIX paHee Knacca, FieldElement u Point, 4TO6BI co3naBaTh TOYKM Ha I1-
NUNTUYECKON KPUBOJ Hal KOHEYHBIM II071eM, BBITIONHAA AEMCTBUA, aHA/TIOTUYHbIE
IIpMBEJICHHBIM HUXeE.

>>> from ecc import FieldElement, Point
>>> a = FieldElement (num=0, prime=223)

>>> b = FieldElement {num=7, prime=223)
>>> x = FieldElement (num=192, prime=223)
>>> y = FieldElement (num=105, prime=223)

>>> pl = Point(x, y, a, b)
>>> print (pl)
Point (192,105)_0_7 FieldElement (223)
Mna yaMumanusaummu o6bekTa Kmacca Point BbINOMHAETCA CneRytolmit ¢ppar-
MEHT KOJa U3 JAHHOTO K/acca:
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class Point:

def _ init (self, x, y, a, b):
self.a =
self.b =
self.x
self.y
if self.x is None and self.y is None:

return
if self.y**2 != self.x**3 + a * x + b:
raise ValueError('({}, {}) is not on the curve'.format(x, y))

< x ool

Ho BMecTO Lle/TOYMCNIEHHBbIX Onepauuil cnoxeHusa (+), yMHoxeHus (*), Bos-
BeleHNA B CTeneHb (**) ¥ cpaBHEHMA Ha HepaBeHCTBO (!=) 3[ech NPUMEHAIOTCA
paBHO3Ha4yHble UM MeToibl __add_ (), _mul (), pow_ () u _ne () u3
Knacca FiniteField coorBercTBeHHO. IlocTpouB 6MOMMOTEKY AN KPUIITOTPa-
¢uyM 0 INMUNTUIECKUM KPUBBIM, MBI MOXKEM BBIYMCIIATD OTHO U TO >Ke ypaBHe-
HMe C Pa3HBIMM OIpeNeNeHNAMN OCHOBHBIX apUPMeTUYECKUX ONepaLyit.

Mbp1 yxe peanu3oBanyu ABa KIacca, TpeOYIOIIMXCA QA peanu3auyy TOYeK 31-
MUOTUYECKUX KPUBBIX Haj KOHeYHbIM moneM. Ho ana Toro, 4To6B MpoBepuUThb
NIpOfieTaHHYI0 HaMy paboTy, 6BUTO ObI NO/TE3HO CO3[aTh TECTOBBIN Habop. 31O
MOXKHO CJie/IaTh, UCTIONb3YA Pe3Y/IbTATHI, NOTyYeHHbIE IPY BHITOTHEHNY YIIPaXKHe-
HUA 1, KaK [TIOKa3aHO HMXKE.

class ECCTest (TestCase):

def test on curve(self):
prime = 223
a = FieldElement (0, prime)
b = FieldElement (7, prime)
valid points = ({192, 105), (17, 56), (1, 193))
invalid points = ((200, 119), (42, 99))
for x_raw, y raw in valid points:
x = FieldElement (x_raw, prime)
y = FieldElement (y_raw, prime)
Point(x, y, a, b} 0
for x_raw, y _raw in invalid points:
x = FieldElement (x_raw, prime)
y = FieldElement (y_raw, prime)
with self.assertRaises{ValueError):
Point(x, y, a, b) 0

O 3peco obbexTn Knacca FieldElement NepemaloTcsi KOHCTPYKTOPY Kiacca
Point mns MHMLMAMM3aLMUK, TAE, B CBOIO OYepenb, IPUMEHAIOTCA Bce apud-
METHYECKHME ONepaluy, reperpy>kaemMele B Knacce FieldElement.
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3TOT TECT MOXXHO BBIIIOTHUTH TeIeph CERYIOIMUM 06pasoM:

>>> import ecc
>>> from helper import run 0
>>> run{ecc.ECCTest ('test_on curve'))

Ran 1 test in 0.001s!

© B cocras Mogyns helper BXOAUT pAf O4eHb YHOOHBIX Cyxe6HbIX QyHKUMIL,
BK/II0Yasd QYHKUMIO run (), MO3BO/IAUIYI0 BHIIOMTHATb MOTY/IbHbIE TECTHI 11O
OTAETLHOCTH.

CnoxeHue TOYeK HaZ KOHEYHbIMU NONAMM

Jlna BHIMMCIEHMI HAL [IOISIMM MOXKHO IIO/Tb30BATbCA TEMM XK€ YPaBHEHUAMM,
B TOM 4MCTIe CTeAYIOIUM JIMHEHBIM YPaBHEHUEM:

y=mx+b
OKasbIBaeTCcs, YTO “/IMHUA  Haj KOHEYHBIM I10/1eM BHIIVIAAUT COBCEM He TaK,
KaK MOXHO 651710 661 OxmpmaTh (puc. 3.3). TeM He MeHee NpUBElEHHOE BbILIE /K-

HelHOoe YpaBHEHUE neﬁCTByeT MUCIIPABHO, ¥ TO3TOMY MbI MO)X€M BBIMUC/IUTH KOOP-
AUHATY Y, €C/IM 3alaHa KOOpAMHATA X.

0 @
0

Puc. 3.3. Ipadux npamoii TuHuYU, NOCMPOeHHDLL HAO KOHEHUHbIM NOEM

S 10

! Bunosmen 1 rect =3a 0,001 c
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[IpuMedaTenbHO, YTO OnmepalMs CTIOXKEHNUA TOYEK AEHCTBYET M Hall KOHEYHbIMU
NO/ISAMM, TIOCKONIBKY HajJ BCEMM KOHEYHBIMM NOMAMMU [EHCTBYET CIOXKEHNE TOUEK
smunTudeckoit Kpuoit! TeM >ke camble GOpMYIIBI, KOTOPHIMM MBI IIO/Tb30BATMChH
paHbIle /I pacyeTa CIOXKEHMA TOYEK Hafl BelleCTBEHHBIMM YMC/IAMM, OKa3blBa-
IOTCS IPUTOAHBIMYU ¥ HaJ KOHEYHBIMY MONAMMU. Tak, HMOKe IIPUBENEHBI POPMYIIBI
BN CNOKEHUA TOYEK, KOTAA X, # X,.

Py = (xp3)s Py = (x9)), Py = (x3,95)
P +P,=P,
s= (= y)/(x, - x)
X, =8 -x - x,
y3=s(x - %3) -y,
A ans cnoxxeHus Todek, koraa P, = P,, mopaxonAT cnepytoume GOpMybL:

Py = (xp)), Py = (x3,05)

P, +P =P,
s=(3x* + a)/(2y,)
X, =8 - 2x,

y3=slx; - %) -y,
Bce npuBeneHHbIE Bblllle YPABHEHUS TPUTORHBL A/ /UTANTUYECKUX KPUBBIX
Hajll KOHEYHBIMM TONAMM. TeM caMbIM 3aK/IafibIBaeTCs OCHOBaHME A/ CO3TaHUA
HEKOTOPBIX KPUIITOrpadu4eCcKMX NPUMUTUBOB.

NporpammHas peanusauua onepauuu
CNOXEHWA TOYEK HaJl KOHEUHbIMM NONAMK

Mbt co3panu knacc FieldElement Tak, YTOGH OMpefeNnuTh B HEM METOAbI
_add__ (), _sub_ (),_mul (), truediv_ (), _pow_(),_eq () #u
__ne__ (). TIo3ToMy JOCTATOYMHO MHMIIMATM3MPOBAT 06BEKT KIacca Point 06b-
exTaMM Tuna FieldElement, 4YTOOBI YCIEUIHO BHIMOMHUTD ONEPALMIO CTIOKEHUA
TOYEK, KaK [T0Ka3aHO HIDKE.

>>> from ecc import FieldElement, Point
>>> prime = 223

>>> a = FieldElement (num=0, prime=prime)
>>> b = FieldElement {(num=7, prime=prime)

>>> x1 = FieldElement (num=192, prime=prime)
>>> yl = FieldElement (num=105, prime=prime)
>>> %2 = FieldElement (num=17, prime=prime)
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>>> y2 = FieldElement (num=56, prime=prime)
>>> pl = Point(x1, yl, a, b)
>>> p2 = Point(x2, y2, a, b)

>>> print(pl+p2)
Point (170,142)_0_7 FieldElement (223)

YnpaxHeHue 2

BoinonHuTe cno>xeHue NpuBENEHHBIX HIOKE TOYEK 1A KPUBOM, ONMUCHIBAEMOM
ypaBHeHMeM y* = x* + 7 HaJi KOHEUHBIM TI071eM F,,.

e (170,142) + (60,139)
o (47,71) + (17,56)
o (143,98) + (76,66)

YnpaxHenve 3

Brinonuure pacumpenne Knacca ECCTest nnd npoBepku NMpaBUAbHOCTY Olle-
paLmit CNO>KeHUs TOYeK U3 IpeAbIAylLero ynpaxHenus. IIpucsoire MeTony Takoi
npoBepkyM uMA test_add.

CKanﬂpHOE YMHOXeHWe ANA SNNUnTUYeCKuX KpuBbIX

Bnaropaps BO3MOXHOCTM CK/IafibIBaTh TOYKY C CaMOM C060if MOXXHO BBECTH
ClIenyIoLyI0 HOBYI0 popMy 3amucu:
(170,142) + (170,142) = 2 x (170,142)

AHaNOrMYHO TOYKY MOXHO NpuUOaBUTb CHOBa O/arofaps CBOMCTBY accoLua-
TUBHOCTH:

2 x (170,142) + (170,142) = 3 x (170, 142)

DTO MOXHO [ienaTh CTONBKO pa3, CKONbKO MoTpebyercs. Takasa onepanus Ha-
3bIBAeTCA CKANAPHbIM yMHOMeHuem (scalar multiplication) u oTinyaeTcs HanuumeM
CKANAPHO20 YMUCTIA TIepen KOOpAMHATaMy Touku. CKanspHOe yMHOXeHMe OKa3blBa-
€TCs BO3MOXHBIM IIOTOMY, YTO MBI OTIpefe/IM/IN OllePaLMI0 MHOTOKPATHOTO C/IOXe-
HMs TOYEK KAK aCCOLIMATUBHYIO.

CxanspHoe yMHOXeHMe OT/IMYAeTCsA, B YaCTHOCTH, TeM, YTO OHO HelpefcKasye-
Mo 6e3 Borumncenus (puc. 3.4).

Kaxpgas Touka Ha puc. 3.4 moMedyeHa UMUC/IOM, 0603HAYAIOUIMM, CKONBKO
pa3 oHa 6b11a cnoxeHa. Kak Bupgure, B uTOTe nOMydaerca rpaduk, OXOXKMI Ha
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COBeplLIeHHO OecrOpANOYHOE CKOTIEHME TOYEK, KaK OT BBICTpeNa M3 Apo6oBUKa.
A 06BACHAETCA 3TO TeM, YTO OIepaLMA CTIO>KEHUA TOUeK HOCUT HEJIMHEHBIN Xa-
paKTep M He TaK-TO IPOCTO BbIYMCIAETCA. BHINOMHUTD CKalsApHOE YMHOXeEHME He-
TPYRHO, Yero Helb3s CKa3aTb O IPOTUBOIIONIOKHON eMy ONepauuy AeneHusa. ITo
TaK Ha3bIBaeMas 3a0a4a OUCKPEMHO20 N102apUPMUPOBAHUSA, TIOTIOXKEHHAA B OCHOBY
KpUnTorpapuy 1o S/IUNTHYECKUM KPUBBIM.

&

L o

By

Puc. 3.4. Pesynvmamvi cxansaproeo ymHoxenus moyuxu (170,142) ons xpusot,
onucvieaemoti ypasHenuem y* = x* + 7 Had xoneurvim nonem F,,,

Eie ofHO OTIMYMTENbHOE CBOMCTBO CKANAPHOIO YMHOXKEHUA COCTOUT B TOM,
4TO Ha OIpefe/IeHHO CTafuM YMHOXKEHMUS Mbl JOXOAUM J0 6eCKOHEYHO YAaseH-
HOM TOYKM (HaNIOMHMM, YTO G€CKOHEYHO yAaneHHas TOYKa — 3TO HYJ/IEBOl 3e-
MEHT aiguTUBHOIO TOXZeCTBa unu npocto 0). Tak, ecmu uMeetcs Touka G, KoToO-
past CKa/sApHO YMHOXAETCA O TeX IOp, MOoKa He OyleT ZOCTUTHYTa HeCKOHEYHO
yAaneHHas TOYKa, TO B KOHEYHOM UTOre IONyYaeTcs CIefyollee MHOKECTBO TOYeK:

{G,2G, 3G, 4G, .. nG }, rme nG =0

Takoe MHOXeCTBO Ha3bIBAeTCA 2Pynnoli, a IOCKONbKY 1 KOHEYHO, TO TIOTyYaeT-
CA KOHEUHAA 2pynna, a TOUHee — KOHeMHAA yuxkauveckaa zpynna. C MaTeMaTuye-
CKOJt TOYKM 3peHUA TPYIIIBI MOOOIBITHBI TEM, YTO OHYM OTIMHAIOTCA PEryIApHbIM
TNIOBeleHMEM IO OTHOLIEHMIO K OIepalLiy CIOKEHMUA, KaK II0Ka3aHO HIDKe.

G + 4G = 5G unu aG + bG = (a + b)G
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CoueTad ¢ MaTeMaTU4YECKUMM CBOMCTBAMM rpynmn 1o 06CTO}ITCIII>CTBO, YTO BbI-

IIO/IHUTD CKa/NAPHOE YMHOXXEHMeE JIeTKO B OAHOM HallpaB/IeHMM, TOrjga Kak B ApY-
roM — TPYAHO, Mbl B MTOre IIO/Ty4aeM MMEHHO TO, YTO U TpebyeTcs OIS KPUIITO-
rpaduM o MIUITUIECKMM KPUBBIM.

Y Bac MO>keT BO3HMKHYTb Pe30HHBII BOIIPOC: II04YeMY 3ajia4a obpalieHns cKansp-
HOTO yMHOJMeHUA Ha3bIBaeTCA 3afiayell AUCKPETHOTO 102apUPMUPOBAHUAT

MH! Ha3Ba/my paHee OIepalMIO Hajl TOYKAMU “C/IOKEHMEM , HO C TeM ke YCIeXoM
ee MO>KHO 6b1710 GBI Ha3BaTh “TOYEYHOI omepanueir. Kak npasuno, HoBas onepa-
1M, OnpefenseMas B MaTeMaTuKe, 0603Ha4aeTcsl ONepaToOPOM-TOYKO (x). ITOT
ONepaTop NMPUMEHSETCA U ANA 0603HaYeHUA ONEepPaLMM YMHOXEHUA, YTO MHOTAA
IIOMOTaeT MBICTUTb KaTErOPUAMM YMHOXKEHMUA:

P xP =P,
MHorokpaTHOe yMHOXeHMe CPOfIHM BO3BEIEHMIO B cTeneHb. Korna e BImonHsa-
eTCA CKalsApHOe YMHO)XEHME, Ha3BaHHOE paHee MHOTOKDATHBIM “CIOXEHMEM To-

q
€ro KaK “yMHOXXeHMe ToqeK :

P=Q
B AaHHOM KOHTEKCTE 3a/jada MTUCKPETHOTO norapmbmupona}mx 0O3Ha4yaeT BO3IMOX-

HOCTb OOpaTUTb IPUBEJEHHOE BbIIlle ypaBHEHMe, IIOTyYMB B UTOTE C/IERYIOLLee JIO-
rapumMuyecKoe ypaBHeHMe:

log,Q=7

Y norapu¢ma B 71€BOJ YaCTH 3TOTO YPaBHEHUS OTCYTCTBYeT aHaTUTUYECKU BBI-
YUCTUMBIif aITOPUTM. DTO O3Ha4aeT, YTO HeM3BeCTHa popMYy/a, KOTOPYIO MOXKHO
6b1710 6BI TOACTABUTD, YTOOB! ONYYMUTH oblliee pelleHe AaHHOM 3afaun. U xoTs
3TO KaXeTCA He COBCEM ACHBIM, CIIPaBEIMBOCTY Pajfiy BCe Xe CIefyeT CKasaTb,

YTO AaHHYIO 3a7ja4y MOXKHO ObITIO GBI Ha3BaTh 3afayeit “AMCKPETHOrO Je/IeHUs TO-
yeK’, a He AUCKPETHOrO T0rapuPMupOBaHNA.

Hpoucxoxmeuue Ha3BaHWUA 3ala¥yn AUCKpeTHOro norapudmuposauml

w3

eK’, OHO IIpeBpalaeTCs B CKa/IAPHOE BO3BEAEHNME B CTETEHb, CTM PacCMaTPUBATD

YnpaxHeHne 4

Brimmonuure CKajIApHOE€ YMHOXCHUE IIPUBEAEHHBIX HMXKE TOYEK O/IA KPMBOfi,

ONMCBIBaeMolt ypaBHeHMeM ¥ = x° + 7 HaJl KOHeYHBIM monieM F,,.

* 2x(192,105)
o 2x(143,98)
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2 x (47,71)
4 x (47,71)
8 x (47,71)
21 x (47,71)

Ewe pa3 o cKanApHOM YMHOXEHHH

CkanspHOe YMHO)XXEHME O3HAYaeT C/I0XKEHME ONHOM U TOM XKe TOYKU C CaMon
c0o60/1 HEKOTOPO€e KOJIMYeCTBO pa3. [1aBHBIM OCHOBAaHMEM A/ MPUMEHEHMUA CKa-
JSIPHOTO YMHOXKEHUA B KPUIITOTPadUM C OTKPHITBHIM K/IIOUOM CITYXKUT TO 06CTOS-
TENbCTBO, YTO CKANAPHOE YMHOXEHME Ha 3/IUIITUYECKUX KPUBBIX OUYE€Hb TPYRAHO
o6patuth. Tak, B NpenbIgylleM yNIpaKHEHMM BaM NPUILIZIOCh BBIYUC/IATD CKaIAp-
HOe NIpOM3BefleHMe TOYeK § X (47,71) B KOHEYHOM IOJIe F,,, mna s B pegenax ot 1
mo 21. Himxe npuBeneHsl pe3ybTaThl TAKOTO BBIYMCICHNA.

>>>
>>>
>>>
>>>
>>>
>>>
>>>
>>>

from ecc import FieldElement, Point
prime = 223

FieldElement (0, prime)
FieldElement (7, prime)
FieldElement (47, prime)
FieldElement (71, prime)

P Point(x, y, a, b)

for s in range(1,21):

o O
]

... result = s*p

(
*{
*{

47,71)
47,71)=
47,71)=
4*(47,71)—
5%(47,71)=

.oprint (" {}*(47,71)=({},{})'.format (s, result.x.num, result.y.num))
47,71)
36,111)
15,137)
194,51)

6*(47,71)=(139,137)

7*(47,71)
8*(47,71)=
9% (47,71)=
10*(47,71)
11*(47,71)
12*(47,71)

92,47)
116,55)
69,86)
(154,150)
(154,73)
=(69,137)

={
{
(
(
(126, 96)
(
{
{
(

13*(47,71)=(116,168)
14* (47,71)=(92,176)
15*%(47,71)=(139,86)
16*(47,71)=(126,127)
17%(47,71)=(194,172)
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18*(47,71)=(15, 86)
19%(47,71)=(36,112)
20%(47,71)=(47,152)

Ecnu BHMMaTenbHO paccMOTpETh IPUBEAEHHDIE BBILIE YMCIA, TO B HUX He YAa-
eTcsl 0OHapyXUTb KaKOW-HUOYAb IO-HACTOSALIEMY 3aMeTHOM 3aKOHOMEPHOCTH,
IpUCylIell CKaAPHOMY YMHOXXEHUIO. B YaCTHOCTH, KOODAMHATBI X ¥ y YMHOXa-
€MBIX TOYeK He BCETAa YBETMYMBAIOTCA MMM YMeHbIIaloTcA. EnMHCTBeHHaA 3aKo-
HOMEpPHOCTb NpOC/AeXNUBaeTca B MHOXUTenAX 10 u 11, rae KoopaAMHATH X paB-
HBI, a TaKKe B MHOXUTensAX 8, 9, 12, 13 u 1.4. M 3T0 00BACHAETCA TeM, 4TO 21 X
x (47,71) = 0.

CkanapHoe YMHO)XX€HME BBIITIALUT AOBONBHO NPOU3BONBHBIM, YTO IIPUAAET
AaHHOMY YPaBHEHMIO acummempuuHocmv. ACUMMETPUYHYIO 3a1ady /IETKO PeIlUTD
B OMHOM HamnpaBleHNM, HO TPYAHO — B o6paTHOM. HanmpuMep, BLIYMCIUTD CKa-
nApHoe mpousBeneHne 12 x (47,71) pocraroyHo mpocto. Ho ecnu nmpencTaBUTh
€ro Kak

s X (47,71) = (194,172)

TO MOXHO /M HaiTH pelueHme pus s? Mbl MOXKeM HaifTM NIpUBeeHHbIE BBIILE pe-
3y/IBTaTHl, HO MUIIb 61aTOaps TOMY, YTO y Hac uMeeTcs Hebonbuas rpynna. Kak
6yneT mokasaHo fanee, B pasfene “Onpenenenne KpuBoit A1 6UTKOMHA', A1 Ha-
MHOTO 6ONBIUMX YMCel 3afa4a AUCKPETHOTO /IOrapuPMUPOBaHUA CTAHOBUTCA
TPYAHOPa3PeIINMON.

Martemaruyeckue rpynnbl

K aToMy Bonpocy Hac OABOAAT paccMOTPEHHble paHee MaTeMaTHyeckue MOHA-
TUA (KOHEYHBIX TONIel, IMMUIITUIECKMX KPUBBIX U MX coueTaHus). A xpunrorpa-
MU C OTKPBITHIM KTIOYOM HaM TpebyeTcsa cpOpMMpPOBaTh KOHEUHBIe LIMKINYeCKHe
rpynmnsl. OKa3bIBaeTcs, YTO €C/TU B3ATb FeHEPATOPHYIO TOYKY M3 SIUITUIECKOMH
KPUBOJ HaJl KOHEYHBIM IIO/IEM, TO C €€ NOMOILBI0O MOXKHO CPOpMUPOBATL KOHeY-
HYIO IMKIMYECKYIO IPYIY.

B oTnuume OT morneit, y rpynmn uMeeTcs IULIb OfHA onepauus. B narHOM cryyae
3TO OllepallMs CIOXKEHUA TOYeK. Y IPYIIN MMeeTCA TaKXKe PAA CBOMCTB: 3aMKHY-
TOCTb, 0O6PaTUMOCTh, KOMMYTaTUBHOCTb, aCCOLMATUBHOCTb M, HaKOHell, Tpeby-
eMas TOXAEeCTBEHHOCTb. PacCMOTpPUM 3TU CBOJCTBA ITO OTAETBHOCTH, HaYUHAA C
NIOC/IEHETO.
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ToXAeCTBEHHOCTD

HeTpynHo morafatbcs, YTO TOXKAECTBEHHOCTD ONpefensaeTcs Kak 6ecCKOHeYHO
yZha/neHHasA TOYKa, KOTOpas FapaHTMPOBAHHO HAXOAMTCA B IPYIIIE, MOCKONbKY MbI
¢dopMupyeM rpymmy, AOXOAS O GECKOHEUHO yAaneHHoi Touku. Takum obpasom:

0+A=A

3nech 0 HaspIBaeTCA 6€CKOHEYHO YAa/IEHHOM TOYKOM II0TOMY, YTO OHAa IIOMOTa-
eT HaIIAHO NIPe[ICTAaBUTD PeIllaeMylo MaTeMaTH4ecKylo 3afaqy (puc. 3.5).

Puc. 3.5. BepmuxanvHas npamas “nepecexaem’” 8 mpemuti
pas xpuey1o 8 6eckorHe4yHo yoanenHoil moyxe

3aMKHYTOCTb

3TO CBOMCTBO, BEPOATHO, NIpolile BCero 060CHOBATD, IIOCKONBbKY Mbl CPOPMH-
poOBaay IPyNIy, NpeXpae BCEro, MHOTOKpaTHO npubasnas Touky G. Tak, ecnu B
TPYTIe MMEIOTCA ABa Pa3HbIX 3/1eMEHTA, HAIpUMep

aG + bG,
TO pe3y/bTaT UX CTIOXKEHMs, KAK U3BECTHO, OKAXKETCA CIEAYIOLIMM:
(a + b)G

Tnasa 3. Kpuntorpadua No anAMNTHYECKUM KPHBDIM | 85



A 0TKyZa M3BECTHO, YTO 3TOT 3/1eMeHT HaxoautcA B rpynne? Eciu a+b < n, roe
1 — MOPAROK TPYTIIbI, TO HaM M3BECTHO, YTO TAKOM 37IEMEHT HAXOAUTCS B IPYTIe
TI0 onpefeneHunio. A ecnu a+b >= n, TO HaM U3BECTHO, YTO 4 < n U b < n, a cneo-
BaTe/NbHO, a+b < 2n; 3HaUNT, d+b-n < n:

(a+b-nG=aG+bG-nG=aG+bG-0=aG+bG
B 6onee umpoxom cmeicne (a + b)G = ((a + b) % n)G, rae n — NOpAROK rpym-

nbl. Takum 06p330M, HaM M3BECTHO, 4YTO ,HaHHbII‘:( 3/IEMEHT HAXOAUTCA B rpyliIe,
000CHOBLIBAS TEM CaAMBIM 3aMKHYTOCTb.

O6patumocTb

HarnagHo npegcTaBuTh 06paTMMOCTb HeTPYRHO (puc. 3.6).

Puc. 3.6. Kaxoas moyuka Ha kpusoii o6pawaemcs
Kax 3epKanvHoe 0mobpasxceriie OMHOCUMENLHO OCU X

Ecnu sxe paccmaTpuBaTh 06paTMMOCTD ¢ MaTeEMAaTUYECKOH TOYKM 3PEHUs, TO
M3BECTHO, YTO eC/y NeMeHT aG NPUHAJIEXHUT IPYTINE, TO € MPMHALIEXXHUT U 31e-
MeHT (n - a)G. OTU 37IeMEeHTbI MOXKHO CTIOXKUTD, YTOOHI IIOZTYYUTDh B UTOTE CNIENY-
IO pe3yNnbTaT:

aG+(n-a)G=(@a+n-a)G=nG=0
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KommytatnBHOCTD

W3 omepauuu cnoxxeHus To4eK U3BeCTHO, 4TO0 A + B = B + A (puc. 3.7).

Puc. 3.7. ITpAMas nUHUA, nPosedeHHAs Yepes mouKy,
He MeHAemCA

3710 03Havaet, 4To 4G + bG = bG + aG, a 3T0 U foKa3bIBaeT KOMMYTAaTUBHOCTb.

AccoumaTMBHOCTb

V3 onepauuy cno>keHMsA TOYeK TaKoKe M3BECTHO, YTo A + (B+ C) = (A + B) +
+ C (puc. 3.8 1 3.9).

Taxum obpasom, aG + (bG + ¢G) = (aG + bG) + ¢G, 4To U NOKa3bIBAET aCCOLM-
aTUBHOCTb.

YnpaxHeHue 5

Haitnure nopsapox rpynnsl, cGopMMpPOBaHHO! M3 TOYKM C KOOPAMHATAMM
(15,86) mnst KpUBOM, ONIMCBIBaEMON ypaBHeHMeM ¥* = x° + 7 Han F,,,.
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Puc. 3.8. (A + B) + C: cha4ana svuucnsemcs cymma A + B,
a 3amem npubaensemcs C

lporpammHan peanusauua CKansapHOro yMHOXeHHs

B ynpakxHeHMM 5 IIpeANpUHATA MONbITKA BHIIIOMTHUTD C/IERAYIOINE NeACTBUA:

>>> from ecc import FieldElement, Point
>>> prime = 223

>>> a = FieldElement (0, prime)
>>> b = FieldElement (7, prime)
>>> x = FieldElement (15, prime)
>>> y = FieldElement (86, prime)
>>> p = Point(x, y, a, b)

>>> print (7*p)
Point (infinity)

B maHHOM cy4yae TpebyeTcs CKalIipHO YMHOXUTb TOYKY Ha HEKOTOpOE YMC/IO.
ITpaBpa, B A3bike Python uMeercsa MeTon  rmul (), KOTOPHIM MOXKHO 3aMEHUTD
ollepallfi0 YMHOXKeHMs Ha k03¢ duuneHT. HauBHasA peanmaanma Takoro MeTOxa
BBITJISIIUT C/IERYIOIUMM 0OpasoMm:
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Puc. 3.9. A + (B + C): cHavana svivucnsemcs cymma B + C, a samem
npubasnsemcs A. B umoze nony1aemcs ma xe camas moyxa, Kax u Ha puc. 3.8

class Point:

def __rmul (self, coefficient):
product = self. class__ {(Ncne, None, self.a, self.b) ()]
for _ in range(coefficient): 2]
product += self
return product

O HauanbHoe 3HayeHue epeMeHHOM product paBHO HYIIIO, YTO A/A CTIOXKEHUA
TOYEK O3HayaeT 6ECKOHEYHO YAaTeHHYIO TOYKY.

@® [lukn noBTOpsETCH CTONMBKO pas, CKONBKO 3afaHo B napaMerpe coefficient,
Y KOK/ABIA pa3 NpubaBIAeTCA TOYKA,

Takoit peanusauuy OKasplBaeTCA ROCTATOYHO A/Is HebOMplIMX Koadpduiu-
enToB. Ho 4T0 ecnyu ko3¢ dunmeHT HaCTONBKO GOMBIION, YTO BHIATU M3 IUK/IA
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YMHOXKEHMS Ha HETO B TeYEHMe NPUEMIEMOro BpeMeHM He ypactca? Hanpumep,
yMHOXeHMe Ha KO3 (ULMEHT, paBHBIA 1 TPUIIMOHY, OTHUMET HEMAJIO BPEMEHH.
VIMeeTca OTIMYHAA METOMMKA, KOTOpPAs HAa3bIBAETCA 0B0UUHBIM DA3NONEHUEM
(binary expansion) 1 03BO/IAET BHINOMHATD YMHOXKEHME B LIMK/IaX MO norapudmy
log,(n), 6maropaps yeMy 3Ha4MTeNbHO COKpAIIAETCA BpeMA BBIYMCTIEHMUS J1A 6071b-
mux uyucen. Hampumep, uncio 1 TpuammoH cocTout u3 40 6uT B gBOMYHOI dHop-
Me, a CTIelOBATENbHO, /1A YMHOXEHMA Ha 3TO YMUC/IO, KOTOPOE O6BIYHO CUMTAETCS
odeHb 6onbmnM, norpebyetca Bcero 40 utepaumit umMkaa. Hudke nmpuseneHa eye
OflHa peanu3auma MeToda _ rmul () IO MeTOAMKe ABOMYHOTO Pa3/IOXEHUS.

class Point:
def _ rmul (self, coefficient):
coef = coefficient

current = self (1)
result = self._ class__ (None, None, self.a, self.b) (]
while coef:
if coef & 1: ®
result += current
current += current o

coef >>=1 5]
return result

© 3pech nepemeHHas current NMpefCTaBIseT TOYKY, YMHOXKAEMYIO Ha TEKy-
muit 6uT. Ha nepBoit uTepaumy MKIa OHa IpeACTaBIAET Ipou3BeaeHme 1 x
self; Ha BTOpOJ — mpousBefeHne 2 x self; Ha TpeTbeit — Npou3BeneHMeE
4 x self; HaverBepToit — npousBenenme 8 x self u T.0. TakuM obpasom,
Ha KaX[OoM MTepalluM LMKIA KOMUYECTBO TOYEK yABaMBaeTcA. B mBomMvHOIM
dopme 3TO cooTBeTcTBYeT Koaduumenram 1, 10, 100, 1000, 10 000 u T.1.

@ Chavana pe3y/npTaT CKaIAPHOTO YMHOXXEHNUS PaBeH HY/IIO, YTO COOTBETCTBYET
6ecKOHEYHO yAa/eHHOJ TOYKe.

©® 3peck npoBepsieTcs, He paBeH MM MAARWMIA OUT (T.e. KpaitHMit CipaBa) enu-
Huue. Ecny oH paBeH 1, TO K pe3ynbraTy npubaBnAeTcs 3HaYeHMe TEKYLIEro
6ura.

© KonnyecTBO TOUeK HEOGXOMMMO YABAaMBATh [0 TeX IIOP, MOKa He OYAET Ho-
CTUTHYTa MaKCMMalbHas BenmM4YMHa Kosdduumenra.

® 3npech ocymecTBIAeTCA MOPA3PAAHDIA CABUT K03 duLMEHTa BIIpaBo.

IJTO HenpocTas MeToAMKaA. M ecmy Bh He pa3bupaeTech B PUHIINIIE [eACTBUA
TIOPa3pAMHLIX ONepalnii, To NpefcTaBbTe cebe K03 PUIMEHT B ABOMYHOI hopMe
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¥ yuTHTE, YTO TOYKa NpubaBIAeTCA NMUIIbL B TOM CIy4ae, ecu B koaddunuenre
NPUCYTCTBYIOT €IMUHUIIbI.

Urtak, npumensas metogpr _add () u _rmul (), MBI MOXXEM TIPUCTYIIUTD
K OIIpefie/IeHNIo 6omee CTIOXHBIX S/UTUITUYECKUX KPUBDIX.

OnpepeneHue KpuBOi ANA OGUTKOWHA

UM XoTa MBI ONB30BaNMCh OTHOCUTENIBHO Ma/IbIMM IIPOCTHIMM YMUCTIAMU Paiy
MPOCTOTH! PacCMOTPEHHBIX paHee NPUMEPOB, Mbl OTHIOAb MMM He OTpaHUYMBa-
eMcA. Manble mpocThble YMCIa 03HAYAIOT, YTO Mbl MOXKEM OCYLIECTB/IATDH TOUCK B
TpyIINie, UCIIONb3ya KoMmbloTep. Tak, ecnmu pasmep rpynmsl paBed 301, To Ha KOM-
IbIOTEPe MOXKHO 6e3 0co6oro Tpyaa BhIMOMHUTE 301 BblyucIeHMe, YTO6B! 06pa-
TUTb CKa/IAPHOE YMHOXEHME UM PELIUTDb 3a/ja4dy AMCKPETHOTrO NorapudpmMmupoBa-
HUA.

Ho 4ro ecnu cpenars npocToe yucno 6onpmnM? OKa3bIBAETCs, YTO MOXXHO BbI-
6paThb HaMHOTO OoNblUYe NMPOCTHIE YUCNIA, YeM Te, KOTOPHIMU MBI TO/1Ib30BANUChH
paHble. be3onmacHOCTh KpUNTOrpaduy Mo IVIUINTUYECKUM KPUBBIM 3aBUCUT OT
HeCcnoco6HOCMYU KOMIIBIOTEPOB NPEOROTIETh OIYTUMYIO AO/IO IPYIIIIBL.

SnnmunTyyecKas KpUBasA A1 KpUNTOrpaduy ¢ OTKPHITHIM KITIOYOM OIpefiesaer-
Cs TI0 CNIeAYIOLMM TIapaMeTpaM.

o B ypaBHeHMM ¥’ = x° + ax + b, ONUCHIBAIOILIEM KPUBYIO, OTPEAESIOTCS KOH-

CTaHTHI 4 U b.

¢ B xayecTBe mopAaKa KOHEYHOTO MO/A 3afaeTCA MPOCTOE YMCIIO p.
e 3a/al0TcA KOOPAMHATHI X U y TeHepaTOpHOM TOYky G.
e 3apmaercs MOPAMOK 1 TPy, GOPMUPYeMOIt U3 ToYkK G.

STH YMCNIOBbIE MTapaMeTphbl OOIIEN3BECTHBI, @ COBMECTHO OHM 06pasyloT KpUII-
Torpadguyeckyio KpuByo. VIMeeTcs HeMano Kpunrorpagpmyeckux KpUBBIX, KOTO-
PBIM NIPUCYIIM Pa3Hble KOMIIPOMUCCH MEXAY 6€30MacHOCTBIO U YRO6CTBOM NpH-
MeHEeH!s, HO Hac 6o/blle BCero MHTEpecyeT KpuBas secp256k1, mpuMeHseMas B
6urkoitHe. Huke mpyuBefieHb TapaMeTpHl 3TOM KPUBOIA.

o KoHcranthl g = 0, b = 7, mpuBopAIyMe K ypaBHeHMIO ¥* = x° + 7.
o p=256_27_977.

¢ G, = 0x79be667ef9dcbbac55a06295ce870b07029bfcdb2dce28d959f2815b1
6£81798.
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. Gy = 0x483ada7726a3c4655da4fbfc0e1108a8fd17b448a68554199¢47d08ffb10
d4bs.

o n = Oxffffttffetetteettttestttffffebaaedce6af48a03bbfd25e8cd0364141.

3nech G, 06o3HavaeT KOOPAMHATY X, a G, — KOOPAMHATY y TeHEepaTOPHO TOY-
Ku. Uncra, HaunHaommecs ¢ npepukca 0X, ABNAIOTCA UIeCTHAALIATePUIHBIMM.

HlaHHO KpMBOI IpUCYLL PAR 0cobeHHOCTel. Bo-mepBhIX, ee ONMCBIBAET OTHO-
CUTE/IBHO TMPOCTOe ypaBHeHMe. KOHCTAaHTH! @ U b B ypaBHEHMAX MHOTMX APYTUX
KPUBBIX MMEIOTCS HAMHOTO OONIblIMe 3HAYEHNUA.

Bo-BTOpBIX, TOPANOK p KOHEYHOTO IIONA OYeHb 6/MU30K K YucIy 27, 310 03Ha-
YaeT, 4TO GONMbIIMHCTBO YMCEN, KOTOpble MeHbllle 22°°, HAXOMATCA B TIPOCTOM KO-
HEYHOM TIOJIe, a CTIefoBaTeNbHO, M0bas TOYKa Ha KpMBOit o6/afaeT KoopAMHaTa-
MM X ¥ ¥, KOTOpble MO>XKHO BBIpasuTb 256 6uramu. [Topsafok 1 KOHeYHOI TPyTITIEI
TaK)Ke 04eHb 6/IM30K K umucry 22 310 03HavaeT, YTO U M06oe CKa/APHOE KpaTHOE
MOXKHO BBIPasuTh 256 6UTaMMu.

U B-TpeTbuX, uncno 2%°° goBonbHO Gonblloe, Kak NosicHAeTCA Hyke. [Ipumeya-
Te/IbHO, YTO M060e YMUC/IO0, KOTOpoe MeHblIe 22°5, MOXKHO COXpaHUTh B 32 Gaitrax.

3TO0 03HAYaET, YTO XpaHUTD cexpemmﬁ K09 OTHOCUTENIbHO TIPOCTO.

Hackonbko Benuko yucno 2%

Ha niepBslit B3I, 4ncno 2%°¢ He KaXeTCA GONBLIMM, TOCKONBKY €r0 MOXKHO BbI-

pasuUTb KpaTkKo. Ho Ha camoMm A€ne 3TO HEMMOBEPHO 6onbmoe uyncno. Ytobsl cTana
TMOHsTHEE €r0 BEIUYMHA, HMKE TIPUBEAECHDI /1A IPUMEpPA HEKOTOPBIE CpaBHUMbIE
o MaciuTabaM YMCIOBBIE IIOKA3ATENH,

2256 ~ 1077
¢ KonuuecTBo aToMOB Ha InaHeTe 3emns: ~ 10°.
e KomuuectBo atomoB B ConmHe4HOit cucteMe: ~ 10°7.
e Konuyectso aroMoB B Mreunom mytu: ~ 10%,
¢ Konuuecto aToMoB Bo Bcenennoit: ~ 10%.

Tpunnuon (10'2) KOMIIBIOTEPOB, BBIIOMTHAIOIMUX TPUITUOH BHIYMCTIEHNI KOKAYIO
TpuMoHHYI0 (107'%) 0/Mo ceKyH/IbI B TedeHMe TPUITMOHA JIET, BCE PABHO TIPOM3-
BEAYT MeHblie, 4eM 10°° BbIYMCTIEHMIA.

Ecnu uckarp CCKPCTHbIﬁ K04 IIOII06HI>IM CHOC060M, TO CNEAYET y4€CTb, YTO B
O6UTKOJHE CTOMBKO BO3MOXHBIX CEKPETHBIX K/T104€eH, CKO/IBKO aTOMOB B MWIINap-
AaX rajlakKTHUK.

92 | TnaBa 3. Kpuntorpadua no anAMNTUYECKUM KPUBbIM



Pa6oTa ¢ kpuBou secp256k1

Wtak, 3Has Bce mapaMeTpbl S/UIMIITUHECKON KpUBOI secp256k1, MOXHO co3fiaTh
xop Python, mposepsiommit, Haxoaurcs MM reHepatopHas Toyka G Ha KpMBOIA,
OMMCBIBaEMON ypaBHeHUEM y* = x° + 7, KaK IIOKa3aHO HUXKe.

>>> gx = 0x79eb667ef9dcbbac55a06295ce870b07029bfcdb2dce28d959£2815b16£81798
>>> gy = 0x483ada7726a3c4655dad4fbfc0el108a8£d17b448a68554199c47d08£fb10d4b8
>>> p = 2**256 - 2**32 -~ 977

>> print(gy**2 % p == {gx**3 + 7) % p)

True

Kpome Toro, ko Python mMoxeT npoBepuTs, MMeeT /1 reHepaTopHas Toyka G
NOPAROK n:

>>> from ecc import FieldElement, Point

>>> gx = 0x79be667ef9dcbbac55a06295ce870b07029bfcdb2dce28\
d959f2815b16£81798

>>> gy = 0x483ada7726a3c4655dadfbfc0ell08a8fd17b448a685541\
99c47d08££fb10d4b8

>>> p = 2%*256 - 2**32 - 977

>>> n = Oxfffffffffffffffffffffefefrfffffebaaedcesafd8all\
bbfd25e8cd0364141

>> x = FieldElement {(gx, p)

>> y = FieldElement(gy, p)

>>> seven = FieldElement (7, p)

>>> zero = FieldElement (0, p)

>>> G = Point(x, y, zero, seven)

>>> print (n*G)

Point {infinity)

Teneps HaM U3BeCTHa KpUBasi, C KOTOPOJ1 HaM IPEACTOUT PaboTaTh, U MOSTOMY
HAacTaJIo BpeMA cO3JaTb Ha A3bike Python mogknacc ansa paboTsl ¢ aMMMNTHYECKOIM
KpuBoit secp256kl mo ee mapaMerpam. s 3TOro onpegenum o6bEKT, paBHO3HAY-
Hbllt 06bekTaM FieldElement u Point, HO XapaKTepHBIi /1 KpUBOit secp256k1.
Wtak, HauHeM C onpefeneHus TOTO KOHEYHOTO MO/, ¢ KOTOPbIM HaM NPefCTOUT
paboTaTh, KaK MOKa3aHO HIKe.

P = 2%%256 - 2%*32 - 977

e

class S256Field(FieldElement):

def _init__ (self, num, prime=None):
super().__init__(num=num, prime=P)

def _ repr_ (self):
return '{:x}'.format(self.num).zfill (64)
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MB&I BoInONHAEM NoAKIaccupukanmio knacca FieldElement, 1 moToMy HaM He
HY)XHO BCAKMIA pa3 mepenaBarh mapaMeTp P. KpoMe Toro, 256-paspanHoe unucno
TpebyeTcsa 0TOOpaXaTh COITACOBAHHO, Y TO3TOMY, IOMOHSAA BHIBOAMMBIN Pe3y/b-
TaT 710 64 3HaKOB, Mbl MOXKeM Hab/ofaTh /I0ObIE HaYa/IbHbIE HYTH.

AHaNOrM4YHO MOXXHO OMPeReNMTb TOYKY Ha KpUBOIf secp256k1 1 mpucBOUTSD et
umMa S256Point:

A=0
B =7

class S256Point (Point):
def _ init__ (self, x, y, a=None, b=None):
a, b = S256Field(A), S256Field(B)

if type(x) == int:

super ().__init_ (x=S256Field(x), y=S256Field(y), a=a, b=b)
else:

super () .__init _(x=x, y=y, a=a, b=b) (1)

© Ecnu uEMumanusupyercsa 6eCKOHEYHO yAaneHHas TOYKA, KOOPAMHATHL X U y
IIpUAETCA 3afaTh HEIOCPeACTBEHHO, a He Yepe3 Klacc S256Field.

Tenepb HaM Ner4e MHUUMATU3IUPOBATh TOYKY Ha KpUBOIt secp256kl, He onpe-
AensAs BCAKMI pas IIapaMeTpsl a M b, Kak 3TO MPUXOAMUTCA fienaTh B Knacce Point.
MB51 MOXKeM TaKke OnpeAennTs Metos  rmul () 6onee apPpekTMBHO, MOCKOMD-
Ky HaM M3BeCTeH MOPAROK # KOHEYHOM Ipynmnsl. Y mockonbkKy Mbl IpOorpaMMu-
pyeM Ha s3bike Python, 0603HauMM 3TOT MOpAROK NMpONUCHOM 6ykBo N, 4TO6BI
CTajI0 MOHATHO, YTO 3TO KOHCTAHTA, KaK II0Ka3aHO HMKE.

N = OxfEffFffffffffeeffffffffrfffffffebaaedcebatds\
al3bbfd25e8cd0364141

class S256Point (Point):

def _rmul_ (self, coefficient):
coef = coefficient & N (1)
return super()._rmul (coef)

© 3nech MOXXHO BBHIIOMTHUTD ONEPALMIO TIO MOAYMIO #, TOCKONbKY nG = 0. 310
O3Ha4aeT, YTO 4Yepe3 KKAbIe 1 UTEpPALMil LIMK/IA Mbl BO3BpaIllaeMcA K HY/O
MU K 6€CKOHEYHO YAaNleHHOM TOYKe.

TO‘{Ky G Tenepb MOXXHO ONpeEREINTb HEMOCPEACTBEHHO U COXPpAHUTH €€, IOo-
CKOJ/IbKY MBI 6Y1ICM €llle He pa3 NMo/Ib30BAaThCA €10 B AanbHeNIeM:
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G = S256Point (
0x79%be667ef9dcbbac55a06295ce870b07029bfcdb2dce28d959£2815b16£81798,
Ox483ada7726a3c4655dadfbfc0ell08a8fd17b448a68554199c47d08£fb10d4b8)

IIpoBepuTp NOPAAOK 7 ToUKM G Terepb He COCTABUT 60/MBLIOTO TPyAa:

>>> from ecc import G, N
>>> print (N*G)
S256Point (infinity)

Kpuntorpadua ¢ OTKpbITbIM KNIOUOM

HaxkoHe1-To, B HallleM pacnops>KeHUM MMEIOTCA BCe MHCTPYMEHTA/IbHbIE CPefl-
CTBa, Tpebytomuecss O/1A BBHIIOMTHEHMA ONEpalLyit KpUNTOrpaduyu ¢ OTKPHITHIM
Kno4oM. [71aBHOM M3 HMX ABNAETCA ONepalys, ONMCbIBaeMas aCUMMETPUYHBIM
ypaBHeHMeM P = eG. Beraucnutsb P HeTpymHO, eyt M3BeCTHHI e M G, HO He TaK-To
IPOCTO BHIYMCIIUTD €, AaXKe ecnu u3BecTHH! P 1 G. B 3TOM, CO6CTBEHHO, ¥ COCTOUT
YIIOMMHABLIAACA paHee 3afjaya AUCKPETHOTO JI0rapuGMypOBaHuA,

TToHMMaHMe TPYRHOCTEN! SUCKPETHOTO IOTAPU(PMUPOBAHUA MMEET CYLIECTBEH-
HOe 3HayeHMe [ YACHEHMUs aATOPUTMOB MOANMCAHNA U BepuUKaLmu.

B o6eM, e HasbiBaeTca cexpemHbim Katouom (private key), a P — omxpoimoim
xnoyom (public key). Cnenyer, omHako, MMeTh B BURY, UTO CEKPETHBIN K04 TIpex-
CTaB/ieH 256-pa3pAOHBIM YMUC/IOM, @ OTKPBITHIA K/II04 — KOOPAMHATaMy (X,y), Tae
XM y — TaKke 256-paspAnHble YKCa.

loanucanne u Bepudpukauus

YT106b! 060CHOBATh IPUYMHBIL, 10 KOTOPHIM CYLIECTBYIOT ITOANMCAHME U BEPHU-
duKaLys, paccMOTPUM CIeAYIOINYIO cUTYaumio. JlonycTuM, BaM TpebyeTca HOKa-
3aTh, YTO BBl AECTBUTENIBHO XOPOLINIA TYYHMK M CIIOCOOHBI IIONAcTh B Mobylo, a
He KOHKPETHYIO Lie/Ib Ha paccToAHMM 50 METpOB.

Ecnn xro-Hubynp 6ymer HabmiofaTh 3a BaMyu ¥ oOLIaThCA C BaMM, OKa3aTh
CBOM CIIOCOGHOCTH TyYHMKA BaM OyHeT HeTPyRHO. Bo3aMOXHO, A7 poBepky Ba-
IMX CIOCOGHOCTElN KOMY-TO IPUAET B FONIOBY IIOCTABUTDb CBOETO ChIHA C A6/10KOM
B pyKe Ha paccTossHMM 40 M ¥ TIPeAIOKUTb BaM IONacTh B A610K0 cTpenoit. Ecnu
Bbl {eMICTBUTE/IBHO XOPOILUMIt TyYHUK, TO CMOXKETe MIOATBEPAUTD CBOIO KBanmudu-
KalLMIo. A MUIEHDb, YKa3aHHas BalllMM OIIIOHEHTOM, ITO3BOMMT JIETKO ITPOBEPUTD
BaIll¥ HaBBIKM CTPENbOBI U3 TyKa.

Tnasa 3. Kpuntorpaus no 3nNMNTHYECKHM KPHBBIM | 95



Ho, k coxanenuio, Takoi criocob foKa3aTenbCTBa He 0COOEHHO IOARAETCA HOp-
MupoBanmio. Tak, ecm BaM IoTpebyeTcs ROKa3aTb CBOM CIIOCOOHOCTH Ty4HMKa 10
MIO[AM, BaM IIPUAETCA BHITYCTUTb U3 NyKa 10 cTpen B 10 pasHbix MumeHeit ¢ 10
Pa3HBIX PacCTOAHMIA. V1 XOTA BBI MOXeTe IONBITaThcA cobpath 10 mopeit BMecTe,
4TOOBI OHM HAaOMIOAaNM 3a TeM, KaK BBl CTpe/isgeTe U3 JyKa B OGHY KOHKPETHYIO
MMUILIEHD, BBl He YOeUTe UX, YTO CMOXETE C TAKMM K€ YCIIeXOM IONacTh B IIPOU3-
BOJIBHYIO L€/, IIOCKO/IbKY OHM BCe Cpasy He CMOTYT BbIOpaTh Takylo uennb. Creno-
BaTe/lbHO, TPeOyeTCA HAMTU TaKOM CIIOCO6, KOTOPDIA O3BOMN ObI BaM MPOSABUTH
CBOM CITOCOOHOCTHM OAMH a3, a He MMETh BCAKMI Pa3 A€o C pa3HbIMM NTPOBeps-
IOLIMMHY, HO B TO )K€ BpeMs [J0Ka3aTh, YTO BHI IEMCTBUTENIBHO XOPOLIMIA TyYHUK U
MOXKeTe IIONacThb B MI06YIO L1eNb.

Tak, ecu BB IIPOCTO CTpenseTe U3 IyKa B BHIOPaHHYIO BaMM MULIEHD, TO CO-
BCeM He 06s3aTeNbHO ybemuTe TeX, KTO 6yaeT HabmofaTh BIOCIEACTBUN Pe3yb-
TaThl Ballleit CTpenb6bl. Beab BB MOI/IM HapUCOBATh MUIIEHb BOKPYT TOrO MeCTa,
KyAa nomnana crpena. UTo >xe TOrfia BaM flenaTh?

BbI MOXKeTe MOCTYNUTD BecbMa 6/1aropa3yMHoO, HaiMMCaB HAKOHEYHUK CTPEIBI
TIOTI0XKeH)eM MUILIEHN, B KOTOPYIO BbI IONafaeTe U3 IyKa (HanpuMep, “a6/moko Ha
TrO/IOBE MOETo ChIHA"), a 3aTeM IIOMAcCTh B 3Ty MMIIEHb AaHHOI cTpenoit. U Tor-
fa mo60i, KTO OCMaTPUBAET MUIIEHDb, MOXET NIPOU3BECTH PEHTTEHOCKOIMIO Ha-
KOHEYHMKA JaHHOJ CTPeNnbl ¥ y6eauThcA, YTO Ha Heif AefICTBUTENIbHO HaNMCaHa
VMIMEHHO Ta MMILEHb, B KOTOPYIO OHa Ionana. A INOCKONbKY HaKOHEYHUK CTPe/bl
6bI71 AICHO HAANMCaH IepeN BHICTPENOM B MUILEHDb, JaHHOE 06CTOATENBCTBO MO-
XET CTaTh JOKA3aTENbCTBOM TOTO, YTO BB AEACTBUTENIBHO XOPOIINMIA TyYHMK, €ClTH,
KOHEYHO, 3TO He 6blIa MUILIEHb, IONafaTh B KOTOPYIO BBl YIIPQXKHAMUCH HEORHO-
KparTHo.

AHanornyHas MeTOAMKa NMPUMEHAETCA NPU IOANMUCAaHMM M BepuduKanuy, 3a
MCK/IIOYEHMEM TOTO, YTO B JAHHOM CTy4ae I0Ka3bIBaIOTCA He CMOCOOGHOCTH XOpo-
1Iero TyYHMKa, a 3HaHMe cekpeTHoro ymcna. Ham, B yacTHOCTH, Tpebyercsa Roka-
3aTh, YTO MBI O6/IaflaeM CEKpeTOM, He PacKphIBas ero. VM 1A sToro Mol BBORUM
Lenb B CBOE BBIYMCIEHUE M TIONAJAaEM B Hee, B KOHEYHOM CyeTe TaKas METOAMKA
NIPUMEHAETCA B TPAH3aKIMAX /LA MOATBEP>KAEHUA TOTO, YTO OUTKOMHBI pacxopy-
10T 3aKOHHBI€ B/Iafl€/IbLBI.

Hagnucanue yenn

Hapnucanue nemy 3aBUCUT OT anzopumma nodnucu (signature algorithm), u
B JaHHOM crmy4dae Takoyt aaroputm HasbiBaercs “ECDSA” (Elliptic Curve Digital
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Signature Algorithm — anropurm uudpoBbIX MopnMceit Ha OCHOBE SNNMUITHYE-
CKMX KPUBBIX).

CexpeToM B JaHHOM C/Ty4ae AB/IAETCA YUCTIO e, YAOBNETBOPAIOILEE ClEAYIOLLe-
MY YC/IOBUIO:

eG=P

3nech P — OTKPBITHIA K104, 3 € — CEKPETHBIN KITI0Y.
Lens, B KOTOpPYI0 MbI COOMpaeMcs NONACTb, ABIAETCA CTYYaltHBIM 256-pa3pan-
HBIM YMC/IOM k. V1 [U14 3TOro Mbl JO/DKHBI CAENATh C/IeRyIoLee:

kG=R

Tenepn R sBnsAeTcA Lenblo, B KOTOPYIO MBI cobupaemca momactb. B meitctau-
TeBHOCTY HAaC MHTEPECYeT NMULIb KOOPAMHATA X Liein R, KOTOPYI0 MBI 0603HaYMM
Kax 7, T.€. cAy4atHoe Incio.

B maHHBIT MOMEHT MbI MOXXEM yTBEPX/IATh, YTO CNefylolliee ypaBHeHUe PaBHO-
3HaYHO 3afjadye AUCKPETHOTO orapnPpMmpoBaHus:

uG + vP=kG

3necnb k BoI6paHO POU3BOIBHO, U, v # 0 ¥ MOTYT OBITH BHIOpPaHbI NIOAMMCABLIIEH
CTOpOHOM, a P u G u3BeCTHO 6/1arogaps TOMY, 4TO

u3 uG + vP = kG cnenyer, uro vP = (k - u)G

A mockonbKy v # 0, MOXXHO pa3fie/IMTb Ha CKa/lApPHOe KpaTHoe V:
P=((k-u)v)G

Ecnu e n3BecTHO, TO MbI MMeeM CrIeAyIolLee:
eG=((k-uw/v)Gumne= (k- u)lv

3To o3HayaeT, 4To Mmoboro coyetaHus (u,v), yIOBIETBOPAIOILETO MpEAbIAYILe-
MY YPaBHEHUIO, OKaXETCA JOCTATOYHO.

Ecny e e HEM3BECTHO, TO NIPUAETCS IKCIIEPUMEHTUPOBATD C COYeTaHMEM (u,V)
[0 Tex Mop, noka He 6yner ynosneTBopeHo ypaBHeHue e = (k — u)/v. Ecn 6n1 ero
MOXHO 6bI/I0 peluTb Npy M060M codyeTaHuM (u,v), 3TO 03Ha4Yano Obl, YTO HaM
YA/I0Ch pelInTh U ypaBHeHMe P = eG, 3Haa Tonbko P u G. VIHbIMU ClTOBaMM, Mbl
pewnnu 651 3afiady AUCKPETHOTO TOTapuPMUPOBAHUA.

3To o3HavaeT crenywouiee: YTO6b 06eCneYNTh MPaBUIBHOCTD BETUYMH U U ¥,
TIPUAETCA PEINTD 3ajady AUCKPETHOrO TorapudMmupoBasms, a MHa4e HeoOXORMMO
3HaTb CEKPETHYIO BeMMuMHY e. Ho MOCKO/MIBKY MBI IONycKaeM, YTO PeLIUTD 3afiaqy
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AUCKPETHOTO JIOTapU(PMUPOBAHUA TPYAHO, BIIOJIHE MOXHO JONYCTUTD, YTO CeK-
peTHas BeIMYMHA e U3BECTHA TOMY, KTO TPeAIOKMUI BeTMIMHBI U U V.

Eute ofiH HeBBIACHEHHBI IO CUX NOP BONPOC — KAaK BHEAPUTD L(e/Ib HALIEH
cTpenb6bl. Peus, O CYyLIeCTBY, MAIET O AOrOBOPE, KOTOPBIA HO/DKEH GBITh BBINON-
HeH B peay/bTaTe cTpens6sl o Mumenu. Hanpumep, Bunsrensm Temns ctpensn
HAaCTO/BKO MCKYCHO, YTO CyMeJT CITaCTH CBOETO ChIHa (IIOYallle CTPE/IAATE 110 MUILe-
HH, YTOOBI CIIACTH CBOEro chiHa). HeTpyaHO cebe npecTaBUTh, YTO /1A NOMaja-
HMA B LieIb MOTYT OBITb ApyTHe IIPUYMHBI M “Harpajibl’, KOTOpPbIE MOXET 3aBOEBATh
CTpenok. Y Bce 3TO IpUAETCA BHEPUTD B pacCMaTpuBaeMble 31eCh YPaBHEHMA.

B TepMMHONOIMY NOANMCAHUA ¥ BePUOUKALIMM ITO HA3BIBAETCA Xeuiem noonu-
Cu, TAE Xell — 3TO AeTepMUHUPOBAHHAA (QYHKLMA, NOMyHAIOIas IPOU3BONbHbIE
faHHbIe ¥ Ipeobpasymolas UX B faHHble GUKCUPOBAHHON BETMUMHBL. ITH [aH-
HbI€, TIO CYLIECTBY, AB/IAIOTCA OTIEYATKOM COOOILEHMsA, COlep>Kallero HaMepeHus
CTpeNKa, KOTOpbIE YK€ M3BECTHBI BCEM, KTO NIPOBEpAET MOMYYEHHOE CooblIeHMe.
O603HauMM 3TM faHHble GYKBOJ Z M BHEIPMM MX B pacyeT YIIOMAHYTOM Bbillle
cymmbl 4G + vP crepytomum obpasom:

u=2zls,v=ris

ITOCKOMBKY  MCTIONB3YETCA B BBIYMCIEHUM BETMYMHDI v, MBI TEM CaMbIM Haf-
IMCaM HaKOHEYHUK CTpenbl. MBI Takke BHEPUIM HaMepeHMe CTpe/lKa Hemo-
CPeACTBEHHO B YpaBHEHMe, ONpefe/alolee BETMYMHY 4, a IOTOMY M IPUYMHA J/IA
CTpenbOBI U ee Lie/b Tenepb BXOMAT B JaHHOE YpaBHEHMe.

Yro6sl mpuBectn ypaBHeHMe UG + vP = kG K npurogHoMy Ans NpMMeHeHUA
BMAY, PACCYMTAEM BEIMYMHY S IPUBENEHHBIM Hike 06pasom. ITomydeHHbI B UTO-
re pe3ynbTaT IIOCTY)XUT OCHOBaHMeM J/IA aNTOPUTMa NOATIACH, TAE r M S — JBa
4MC/Ia B OATIMCH.

uG +vP=R=kG
uG + veG = kG
u+ve==k
zZls+ris=k
(z+re)/s=k
s=(z+re)lk

A BepuuKalMA peanu3yeTca JOBOTBHO IMPOCTO, KaK MOKA3aHO HIDKE.

uG+vP,tmeu, v#0
uG + vP = (2/5)G + (re/s)G = ((z + re)/s)G = ((z + re)/((z + re)/k))G =
=kG =(ry)
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MoueMy He pacKkpbiBaeTcs BeIMMMHa k

B maHHBII MOMEHT Y BaC MOXET BO3HMKHYTb BIIOTIHE PE3OHHBIN BO-
IpOC: TOYEMY MBI PaCKpbIBaeM He BETMYMHY k, a KOOPAMHATY X Lieln
R, T.e. BemuuuHy r? Ecnu 6B MBI pacKphiIu BeMMYMHY Kk, TO IONy-
yunu 6bl pUBefieHHOE HIDKE COOTHOIIEHNE, KOTOpOe O3HAYaeT, YTo
HaIll CEKpeT PacKPHIT, a CTIe0BaTeNIbHO, Ha3HaYeHMe MOAIMUCH THILIe-
HO BcAkoro cMbicna. Ho Mbl MoxkeM packphITh Lielb R.

uG+vP=R
uG + veG = kG
kG - uG = veG
(k - u)G = veG
(k-u)=ve
(k-uw)lv=e

CrouT ellfe pa3 HalOMHMUTb, YTO B KayeCTBe BeIMYMHBI k Clemyer
HeNpeMeHHO YIIOTpeONATh MCTMHHO C/y4YaitHble uucia. Bemp maxke
Cy4aifHOe PacKpbITHE BEMMYMHBI K [/I8 M3BECTHOM NOAIMCH PaB-
HO3HAaYHO PacKpBITHIO CEKPeTa M IOoTepe COOGCTBEHHBIX HAEHEXHBIX
cpencTs!

Moapo6Hee o BepupuKayum

IMopmyucy cnyxaT A1 MOANMCAHUA HEKOTOPOro 3HayeHMA (PUKCMPOBaHHOM
BvHbI (HanpuMep, 32 6aifra). B paccMaTpuBaeMoM 3fiech cnydae 3TUM 3HaYeHMEM
ABJIAETCA YIOMAHYTbIA Bbille “HOroBop’. A To, 4To 32 6aifTa cocTOAT M3 256 6u-
TOB, HE ABJIAAETCA CIYYalHBIM COBIIAJIEHMEM, IIOCKO/IBKY IIOANMUCHIBAEMOE 3HAYEHHE
CTYXXUT CKaNAPHbIM KPaTHBIM A/A Touku G.

Ons Toro 4ToOnl AMMHA MOANMMCHIBAEMOTO AOKYMEHTA HEIPEMEHHO COCTaBMIIA
32 6aitTa, He0OXOAMMO CHaYaIa XelIMPOBATh 3TOT AOKYMEHT. ITUM rapaHTUpYeT-
cA, 4TO 6ymeT MOANMCAH JOKYMEHT ANMMHOM POBHO 32 6aifta. [Ina sToro B 6uT-
KojtHe puMeHseTcA PyHKuMA XewnpoBanua hash256 uayn BeInoMHeHHas 3a ABa
uukna GyHkuus xemupoBaHua sha256. ITUM Taxkke rapaHTUpYyeTcs, YTO OYHeT
IOANMKCAH JOKYMEHT JUIMHOM POBHO 32 6aiiTa. Pe3synbrar XenpoBaHus Ha3biBa-
eTcs xewem noonucu (signature hash) un o6osHavaercs kax z.

[Mopnuce, npoBepsemMas npu Bepudukauuu, o6pasyeTcs U3 ABYyX COCTABIAIO-
wux (7,s), rae ¥ — KOOpAMHATA X HEKOTOPOIL LieNIeBOif TOYKM R, K KOTOpOit MbI
ele BepHeMcA. A ¢popMyna AIs pacyeTa BETUYMHDI S TaKaA >Ke, KaK ¥ BhIBeieHHas
BBILIIE:
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s=(z+re)lk

B sroit dopmyne Ham U3BeCTHO e (13 ypaBHeHMA P = eG, MHa4e TO, YTO MBI JIO-
Ka3sbIBaeM, ODKHO ObITb HaM M3BECTHO B NepBYIo odepenb). HaM Taxoke u3BecTHbI
k (u3 BbIBemeHHOrO paHee ypaBHeHusa kG = R) u z.

CocTaBuM Teneps ypaBHeHMe R = uG + vP, onipefienus u 1 v Kak

u=2zs
v=rls

TakuM 06pa3oM, nonydaem
uG + vP = (2/s)G + (r/s)P = (z/5)G + (rels)G = ({z + re)/s)G
Ham yxe u3BecTHO, 4TO s = (z + re)/k, a cnefoBaTeTbHO
uG+vP={(z+re)/ ((z+re)k))G=kG=R

VITak, MBI YRa4HO BBHIOpANM BEIMYMHBI U M ¥ TaKMM 06pasoM, 4To6H chopmu-
pOBaTh LieNeBYI0 TOYKY R, KaK ¥ HaMepeBamuch caenaTs. bomee Toro, Mbl ucnons-
30Ba/IM 7 IPY BBIYMC/IEHUM BEIMIMHBI V, [IOATBEPAUB TEM CaMbIM, YTO HaM ObIo
3apaHee U3BECTHO, KaKoy OyAeT ueneBas Touka R. Ho 3HaTh 3apaHee o ueneBoi
TOYKe R MOXHO /I1LIb B TOM CTy4ae, eCM U3BECTHO e.

Takum 06pa3soM, 4To6 cHOPMUPOBATE 1Ie/IEBYIO TOYKY R, HEOO6XOAMMO BBIION-
HUTb CIeRYIOLIMeE fECTBUA.

1. VicxopHo 3apaTh NOANMCh B Bupe (1,5), Z — B BUAIe Xellla IOAIMCHIBAEMOTO [[0-
KYMeHTa, a P — B BU/le OTKPBITOrO K/II04a (MM OTKPHITOM TOYKM) MOAIMMCAB-
et CTOPOHBHL.

2. Brrumcnutb u = z/s, v = r/s.
3. Boruucaurs uG + vP=R.

4. Ecnu KoopAauMHaTa X L1e/IeBOM TOYKM R paBHa 7, TO NOANIMUCDH OeNCTBUTENbHA.

3auem BbINONHATL GYHKLMIO XewwmpoBaHua sha256

3a fABa UMKna

YT06B! BHIYMCIUTE BETUYUHY Z, HEOOXOAMMO BBINIOTHUTD PYHKIIMIO
xemyupoBaHua hash256 unu >xe pyskumio xemmposanus sha256 3a
[Ba LIMK7A. B ¢BA3M ¢ 5TMM MOXeT BOSHMKHYTh BOIIPOC: 3a4eM HYX-
HBI [iBa LIMK/IA, €C/IM TpebyeTcsA BCero MMIUb NMOMYYMTb 256-paspsaf-
Hoe uucno? Bee feno B 6esonacHocTH.
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Xopollo #3BeCTHA aTaKa Ha OCHOBe KOJI/IM3MM Xell-pyHKIMIA B a/Iro-
putme mudposanus SHA-1, nHave Ha3piBaeMas amaxoi muna “Onetl
posdenus”, KOTOpas yIpomaeT NOUCK MOAOOHBIX KONIu3ui. B koM-
nanun Google Takas konnusus 6bp1a o6HapykeHa B 2017 rogy c no-
MOLIBI0O HEKOTOPbIX MOAM(UKALMIA aTaky TUNA “IHeN pOXAEHUA
n MHorux apyrux npuemoB (https://security.googleblog.
com/2017/02/announcing-first-shal-collision.html). Ilo-
3TOMY 060iiHoe mmdpoBanue no amroput™my SHA-1 cmyxut Mepoit
60pb6bI MM XOTA 6B 3aMef/IeHUs HEKOTOPBIX GOPM TaKOJ aTakMu.

U xoTs BhimonHeHMe QyHKUMM XemmpoBaHua sha256 3a gBa muxia
COBCceM Heo0A3aTeNbHO NpefioTBpalljaeT BCe BO3MOXKHBIE BU/IbI aTak,
TaKO¥ IpueM 3alMIIaeT OT MOTEHIMANBHBIX YASBUMOCTEN.

Bepnédukauma nognucu

A Teneph MOXXHO ITPOM3BECTH BepUPMKALMIO MOATMCH, UCTIONb3YA HEKOTOPbIE
13 UMEIOLMXCA B HallleM paclops KeHUU KpUnTorpadpuyeckux NpUMUTUBOB, KaK
TIOKa3aHO HIDKe.

>>> from ecc import S256Point, G, N

>>> 2z = O0xbc62d4b80d%e36da29c16c5d4d9£f11731£36052¢c72401\
a76c23c0fb5ad%p74423

>>> r = 0x37206a0610995¢c58074999¢cb97670b87af4c4978db68\
c06eBebeBld282047a7ch

>>> 5 = 0x8cab3759cll57ebeaec0d03ceccalldfc9a75bfBeb\
d0fa65c841cB8e2738cdaec

>>> px = 0x04519fac3d910ca7e7138£7013706£619fa8£033\
ebecb6e09370eal38ceeba7574

>>> py = 0x82b5leabB8c27c66e26c858a073bcdf4flada3dcel
c420cafcTeaclad2216fbbcd

>>> point = S256Point (px, py)

>>> s _inv = pow(s, N-2, N) (1]
>»>u=2*s inv § N o

>>>v =r * s inv § N ®

>>> print{{u*G + v*point).x.num == r) (1]
True

O s Boruncnenus 1/s 3gech npuMeHseTcs Manasi Teopema PepMa, IOCKONbKY
n — IIPOCTOE YMUCIIO.

® Boeruucants u = z/s.
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© Bpruucauth v = 1/s.

©® Bruncaute uG + vP = (r,y). 3gech He06XOAUMO NPOBEPUTD, YTO KOOPAMHATA
X paBHar.

YnpaxHeHune 6

ITpoBepbre, ACCTBUTENBHBI M CTIEAYIOLINE IIOAIUCH:

= (0x887387e452b8eaccdacfdel(d%aaf7£6d%9a0£975aabbl0d006e4da568744d06c,
0x61de6d95231cd89026e286df3bbaedaB94a3378e393e93a0£45b66632%a0ae34)

av]

noonuce 1
Oxec208baalfclcl9f708a9cad96fdeff3ac3£f230bb4a7badaeded942ad003c0£60
= Oxac8dlc87e51d0d441be8b3dd5b05¢c8795b48875df£fe00b7ffcfac23010d3a395
0x68342ceff8935ededdl02dd876ffdéba72dbad27a3edbl3d26eb0781cb423cd

n RN
]

NonnuchL 2

= 0x7c076££316692a3d7eb3c3bb0£f8b1488cf72elafcd929e29307032997a838a3d
Oxeff69ef2blbd93a66ed5219add4£fb51ellaB840£404876325ale8ffel52%a2¢c
Oxc7207feel97d27c618aeab21406£6bfoef6fca38681d82b2f06fddbdcebfeabb

n R N %
I

NporpammHan peanusauma Bepnpmnkaummn nopnmcemn

Y Hac y)xe umeeTca Knacc S256Point, mpeACTaBIAKIIMIA OTKPBITYIO TOUKY /1A
CEKPEeTHOTO K/II0Ya, I03TOMY CO3AaAMM K1acc Signature O/ XpaHeHUs BETUYMH
r ¥ S, KaK [0Ka3aHO HJDKe. MBI elje BepHeMCA K 3TOMY K/Iaccy B I7aBe 4, YTOObI
pacuIMpuTh ero GYHKIMOHA/IbHbIE BO3MOXXHOCTH.
class Signature:

def _init_ (self, r, s):

self.r = r
self.s = s

def _repr (self):
return ‘Signature({:x},{:x})'.format(self.r, self.s)

Y Ha 3TOM OCHOBaHMM MOXXHO Temepb onpefenuTbh MeToh verify () B knacce
S256Point cnepytomuM obpasom:

class S256Point {Point):

def verify(self, z, sig):

s_inv = pow(sig.s, N - 2, N) (1)
u=2z*s inv§ N o
v = sig.r * s_inv % N 3]
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total = u * G + v * self o
return total.x.num == siqg.r (5]

Ina Boruncnenus 1/s sagech npuMeHaeTca Manas TeopeMa ®epma, MOCKONbKY
TIOPAMOK 1 KOHEYHOM TPYIIIBI — IPOCTOE YMCTIO.

Boruucmnte ¥ = z/s. Cnegyer MMeTh B BUAY, YTO 3[€Ch MOXXHO BBIIIOTHUTD
OTepaluio 0 MORYITIO M, IOCKO/IbKY # — IHOPAROK TPYIIIHL.

BBIMMCIUTE v = 1/s. CnenyeT UMETDB B BUNY, YTO 31€Cb MO>KHO BBIIIO/THUTD OITE-
panuio 1o MOAY/IIO M, IOCKONIbKY #1 — IIOPANOK IPYIIIIBL.

Beruucmute cymmy 4G + vP, KoTopas fomkHa ObITh paBHa R.

IIpoBepuTb KOOPAMHATY X HA PABEHCTBO 1.

WTak, MMes B cBOeM PaclopsUKEHMM OTKPBITHIA K/II0Y B BUAE TOYKM Ha 9/UIMI-
TUYeCKOJ KpUBOIL secp256kl, a Taxoke Xelll HOANHMCH (Z), MBI MOXKEM IIPOBEPUTH,
OeACTBUTENIbHA TN ITOAIIMCH.

Noppo6Hee o nognncaHum

Ecnu 3HaTh, KakuM 06pa3oM JO/KHA BBITIONTHATBCA BepuPUKALMA, TO HETPYA-
HO OCYLIeCTBUTH ¥ nopnucanue. OcTaeTcA MMIIb BBIACHUTD, KaKylo BEeTU4YMHY k, a
cnegoBatenbHo, R = kG, Heobxomumo BbIOpaTh. C 3TO Lenblo BbibepeM cnyyait-
HYI0 BEJIMYMHY k.

Vtak, npouenypa NOAMMCaHUA OCYILECTBAACTCA CIERYIOWMUM 06pasoM.

1. McxopHo 3aaHa BeIMYMHA 2, a TAKXKE M3BECTHA BEIMYMHA ¢, TaK 4YTo eG = P.
2. Boibparsb ciydaitHyio BenmMuuHy k.

3. Berumcmutsb R = kG ¥ r = KoopAMHATa X 1ie/IeBOit TOuky R.

4. Boruuennts s = (z + re)/k.

5. TakuM o6pa3oM, IOANNUCH CO3AaHa B BuAe (7,s).

CrenyeT, OOHAaKO, MMETb B BURY, YTO OTKPBITHII K04 P lo/keH 6BITh NepenaH
TOMY, KOMY TpebyeTcA pOU3BECTH ero BepuUKALMIO 1 /I 3TOTO eMy Heobxomu-
MO TaKKe 3HaTb BeMuuHy z. Kak 6ymeT nmokasaHo fajiee, BeMMUMHA Z BBIYUCIACT-
CAl, a OTKPBITBIN K104 P OTChI/Ia€TCA BMECTE C MOAIMCDIO.

Co3paHue nognucum

Tenepb MBI MO>XKEM CO3[1aTh NMOAIMCH.
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@wg | BHMMaTeNbHO OTHOCUTECH K CO3AAHMIO CIYHaMHbIX Ynucen

WMeiiTe B BUAY, 4TO II0/Ib30BATbCA Y€M-TO Bpofe MMemwolencs B Pyt-
hon 6ubmmorexn random Ans uenmeit kpunrTorpadpum He peKOMeHAY-
ercd. drta 6u6nu0Texa, B YaCTHOCTH, npenﬂasﬂaqeﬂa oA npumene-
HUA TONMBKO B Y4eOHBIX LI€/IAX, IO3TOMY HM B KOeM C/Ty4ae He IMOJb-
3yﬁTer OINIUCHIBAEMBIM 30€CH KOOOM /1A l'IpOM3BOI.ICTBeHHbIX ueneﬁ.

Hllﬂ 3TOr0 BOCIIO/NIB3YEMCs HCKOTOPBIMU U3 UMEIOIIUXCA B HAIIEM paCOpAXeE-
HUN xpumorpaq)uqecxux NIpUMUTHUBOB.

>>> from ecc import S256Point, G, N
>>> from helper import hash256

>>> e = int.from bytes(hash256 (b'my secret’), 'big') o
>>> z = int.from bytes(hash256 (b'my message’), 'big") (]
>>> k = 1234567890 ©
>>> r = {k*G).x.num o

>>> k_inv = pow(k, N-2, N)

>>> s = (z+r*e) * k inv § N ®

>>> point = e*G (1]

>>> print (point)

S256Point (028d003eab2e428d11983f3e97¢c3fa0addf3b42740d£0d211795££fb3be2£6c52, \
Qae987b%ecbeal59¢c78cb2a937ed89096£fb218d9e7594£02b547526d8cd309e2)
>>> print (hex(z))
0x231c6£3d980a6b0fb7152f85cee7eb52b£92433d9919b9¢5218cb08e79cce78
>>> print (hex({(r))
0x2b698a0f0a4041b77e63488ad48¢c23e8e8838dd1fb7520408b121697b782e£22
>>> print (hex(s))
Oxbbldeb02ef9e3£872e25fad328466b34e6734b7a0fcd58bleb635447ffae8ch?

© 3710 npumep “kolenbka B yMe', IpeAHa3HA4e€HHOTO [/IA XPaHEHMA CEKPETHOTO
K/II04a B CBOEM YMe ¥ 00/IerdeHus ero 3anoMuHaHus. Brpoyem, nons3osarses
TIOBOGHBIM CPeACTBOM /1A XpaHEHUA HaCTOAIMX CEKPETOB He PEKOMEHAYeTCs.

310 Xem MOOIINCHU M/IN XElI IMOAIINChIBAEMOIO COOGHICHMH.

3mech mpepmnonaraeTcsi UCIONB30BaTh (PUKCUPOBAHHYIO BEMUYMHY k [/ fe-
MOHCTPALMOHHBIX LIE/IeH.

kG = (r,y), moatomy 3aech B3ATa MMIIb KOOPAUHATA X.

s = (z + re)/k. 3mech MOXXHO BBIMTOMTHUTD ONEPALMIO MO MOAY/IIO M, IOCKONMBKY
M3BECTHO, YTO 1 — 3TO NOPANOK KOHEYHOM LIMKIMYECKOHA IPYIIIBL.

OTkpbiTas TOYKa ZO/DKHA OBITH M3BECTHA TOMY, KTO IIPOM3BOAMT Bepudu-
Kaluio.

104 | Tnaea 3. Kpuntorpadua no 3ANUNTHYECKUM KPUBBIM



YnpaxHeHue 7

[MopnuinTe cnepymoliee cooblieHne 3aJaHHBIM CEKPETHBIM KITIOYOM:

12345
int.from bytes(hash256('Programming Bitcoin!'), 'big')

N @
]

NporpamMmmHan peanusaluna nognucaHUA coobLieHmin

JlnA mporpaMMHOM peanm3anny MOAIMUCAHUA COOBLIEHNI, HeO6XOAMMO CO3-
JaTh KMacc PrivateKey, B 06bexTe KOTOpOro 6ymeT XpaHUTbCA CEKpETHas MH-
dopmarys, Kak MOKa3aHO HIDKE.

class PrivateKey:

def _ inlt_(self, secret):
self.secret = secret
self.point = secret * G

def hex(self):
return '{:x}'.format(self.secret).zfill (64) 0

© 3pecy pagu ygo6cTBa coxpaHseTcs OTKPBITHI ko4 (self.point).

3aTeM Heo6XOMMO ONpeNenMTb MeTOR sign () cmemyromuM obpasom:

from random import randint
class PrivateKey:

def sign(self, z):

k = randint (0, N) 0

r = {k*G).x.num ]

k_inv = pow(k, N-2, N) ®

s = (z + r*self.secret) * k_inv % N 0
if s > N/2: ®

s =N-35

return Signature(r, s) ()]

© B dbynkuuu randint () BbIGMpaeTcA MPOM3BOMBLHOE Lie/I0€ YUCIIO, HAXOAALLe-
ecs B ipegenax ot 0 fo n. Ho B pea/bHBIX CTyyasx MOMb30OBAaTbCA 3TOM BYHK-
1ment u3 6ubmmoTexu random He peKOMEHAYETCS, IIOCKONIbKY OHa BO3BpalliaeT
4HCII0, KOTOPOE B MTOTe OKa3bIBAETCA HEAOCTATOYHO CITyYalHBIM.

@ BuiuncUTh r — KOOPAMHATY X LieNIeBOJ TOYKH R.

©® U 3peco npumensercs Manas TeopeMa PepMa, MOCKONMbKY MOPAROK 1 KOHEY-
HOJ IPYNIIBI — IIPOCTOE YUCTIO.
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@ Bruuncnnts ypaBHeHue s = (z + re)/k.

© Ilpu manoit BenrnyMHe s MOMYYAIOTCA Y3/IbI A4 Iepefayy TPaH3aKUuit. ITo
menaercs Ana 6osplieit rMOKOCTH.

® 3pech BosBpamaeTcs 06beKT ONpeAeNeHHOro paHee Kiacca Signature.

BaxHocTb YHUKANbHOCTH 3HAYEHHUA k

IMognucy MOAYMHAIOTCA OYeHb BaXKHOMY NPaBUITY, ONpEAeNAILEMY CTy4aifHy10
COCTaBNANLIYI0 (B JaHHOM Cly4ae — k), BeIM4MHA KOTOPOJ AO/KHA GBITH He-
NpeMeHHO YHUKaNbHOM ANA KOKHOM mofmucu. ITo 03HaYaeT, YTO BeIMunHa k He
MOXeT MUCIIONIb30BAThCA IOBTOPHO. Beab ecnu BenuumHa k UCIIONb3yeTCs OBTOP-
Ho, cekpeT packpniBaetcs! ITouemy? Ilotomy, 4TO ecnu MMeeTcs CeKper e, a Be/u-
uyHa k MCIIONb3YeTCA IOBTOPHO /LA MOANMCAHUA COOOLIEHNI Z, U Z,, TO BCAKMIA,
KTO o6Hapy>xuBaeT 06e MOAIMCH, MOXKET PaCKphITh CEKpeT MO BRIBEIEHHOM HIDKe

opmyne! Tak, cucTeMa 3aLIMTHl UTPOBOI IIpucTaBku PlayStation 3 6p11a B3noMa-

y y

Ha B 2010 romy u3-3a TOro, 4To BeTMUMHA k vicionb3oBanach B HeCKOMbKMX MOAIIN-
cax (https://arstechnica.com/gaming/2010/12/ps3-hacked-through-
poor-implementation-of-cryptography/).
kG = (r’}’)
s;=(z,+re) k,s,=(z,+re) | k
s,ls,=(z; +re) | (z, + re)
s,(z, + re) = s,(z, + re)
$,2,+ s,re = 5,2, + s,re
s,re - s,re = 5,2, — 5,2,
e=(sz, —5,2,) [ (rs; - 15;)
B kauecTBe MepbI 60pBOBI C PaCKpBITHEM CEKPETOB BhIPabOTaH CTAHAAPT Ha CO3/a-
HMe KOKABIA pa3 YHUKA/IBHOM HeTePMUHUPOBAHHOI BEIMUMHBI K MCXONA U3 MMe-
IOLLErocs ceKpeTa M MOAMMUChIBaEMOro coobuienusa z. Cneunudukaums sToro CTaH-
mapta npuBefeHa B fokyMeHte RFC 6979 (https://tools.ietf.org/html/

rfc6979), a COOTBETCTBYIOLIME U3MEHEHUA B MCXOTHOM KOJie BBIIJIAMAT Clelylo-
wum obpasom:

class PrivateKey:
def sign(self, z):
k = self.deterministic_k(z) o
r = (k * G).x.num
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k inv = pow(k, N - 2, N)

s = (z + r * self.secret) * k inv % N
if s > N/ 2:
s =N-3s

return Signature(r, s)

def deterministic k(self, z):
k = b'\x00' * 32
v = b'\x01' * 32
if z > N:
z -= N
z_bytes = z.to_bytes(32, 'big')
secret_bytes = self.secret.to_bytes(32, 'big')
s256 = hashlib.sha256

k = hmac.new(k, v + b'\x00' + secret bytes
+ z_bytes, s256).digest()

v = hmac.new(k, v, s256).digest()

k = hmac.new(k, v + b'\x01' + secret bytes
+ z_bytes, s256).digest ()

v = hmac.new(k, v, s256).digest ()

while True:
v = hmac.new(k, v, s256).digest ()
candidate = int.from bytes(v, 'big’')
if candidate >= 1 and candidate < N:
return candidate )
hmac.new(k, v + b'\x00', s256).digest()
hmac.new(k, v, s256).digest()

k
v

O 3aech ucnonpayeTcs feTepMUHMPOBAHHAA, a He C/ydYaitHas BemruuHa k. Bee

OCTa/IbHOE TE/NO METOAa Sign () OCTaeTCA TaKMM dKe, KaK ¥ Tpexpe.

e 3ror A/ITOPUTM BO3BpallfaeT MOAXOAAINErO KaHAMAATa Ha YHMUKA/IbHYIO BEIN-

auHy k.

TakuM 06pa3om, BeMMUMHa k OKa3bIBaeTCHA YHMKA/IbHOM C JOCTATOYHO BBICOKOM
CTENEeHBI0 BEPOATHOCTU. M 3TO CTAHOBUTCA BO3MOXKHBIM IIOTOMY, YTO QYHKIMA
xemnpoBaHus sha256 ycToi4MBa K KO/UIM3NAM, KOTOpbIe IO CUX NOP He 06Hapy-

JK€HBI.

Eme OIHO NMPEUMYINECTBO TAKOTrO IMOAXOAA, C TOYKHA 3PEHUA TECTUPOBAHMA, 3a-
KJIKYAeTCA B TOM, 4YTO IIOAIINUCH 3aJaHHOTO coo6me}mx ZHnu CCKPCTHHﬁ K04
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OCTAIOTCA KaXAbI pa3 HeuM3MeHHbIMU. Brarogapa sToMy 3HauMTeNbHO ynpolua-
eTCA OT/IafiKa MCXORHOTO KOAA M HaIMCaHMe MOAYIbHBIX TecToB. Kpome Toro, Te
TPaH3aKLMY, B KOTOPBIX IIPMMEHAETCA [eTepMUHUPOBAHHAA BeTMIMHA K, KOXKIbIIA
pa3 OymyT cO3MaBaTbCA TAKUMM >Ke CAMBIMM, TTOCKO/IbKY He M3MEHAETCA UX IOf-
nuch. Y 6narogapa sToMy TpaH3aKUMM CTAaHOBATCA MeHee NIOAATIMBLIMU (T0gpo6-
Hee 06 aToM — B ImaBe 13).

3aKnoueHue

B aroif rmaBe 6blIM M3MOXKEHBI OCHOBBI KPUNTOrpaduM MO SMIMITUYECKUM
KPUBBIM, ¥ 3TO fla€T BaM IIPaBO YTBEPXK/ATh, YTO BbI TENEPb 3HAETE, KAK XPaHUTD
CEKpeT, IIOAINMChIBAs COObLIeHNe, ¥ TPOBEPATb NOAMMHHOCTD TOTO, KTO (pakTnye-
CKM TIopmmcan coobuienne. Y faxe ecnu Bbl He poYTeTe 6OMbIE HY OFHOM CTpa-
HMLbI 3TOJ KHUTH, Bbl BCe PaBHO Y>Ke€ HayYM/IUCh TOMY, YTO paHbllle Ha3bIBanoCh
“opyxueM crenuanbHoro HasHayeHus  (https://en.wikipedia.org/wiki/
Export_of cryptography from the United States). Takum obpa3om, Bbl
COBEpIUMIM ITTABHBIM IIar Ha NMyTH K M3Y4EHMIO PacCMaTPUBAEMOrO 3[ecCh Ipea-
MeTa, 4YTO OYeHb BaXXHO /1A YCBOEHMA MaTepyuasia OCTATbHOM YacTH 3TOM KHUIH!

A B cnenylomeit IaBe Mbl IlepeitfieM K 06CyXAeHNIO BOIIPOCOB CepUanu3aLMu
MHOI'MX 13 PaCCMOTPEHHBIX 3/IeChb CTPYKTYP AaHHBIX, YTOOBI XPaHUTh MX Ha JKECT-
KOM JIMCKe Y IlepefaBaTh IO CETH.
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FMABA 4
Cepuanusayus

B NpeRbIAYLIMX ITITABAX MBI CO3[{a/IX HEMATIO KTACCOB, B TOM 4MC/Ie PrivateKey,
S256Point u Signature. A Tenepb Mbl HO/XXHBI TOAYMATh O TOM, KaK NepenaTh
06BEeKTHI 3TUX K/TaCCOB Ha APYTHe KOMITbIOTEphl B CETH W/IM XOTA 6B IepeHeCcTH Ha
XKeCTKMit AnCK. VIMeHHO 3aech ¥ BCTyNaeT B IeMCTBUE CepUanmu3aLms, MIOCKONbKY
HaM Tpe6yeTcs NepedaTh 10 CETH MM COXPAHUTD Ha XKECTKOM AMCKe 0OBEKT THUIA
S256Point, Signature umu PrivateKey. B ugeanbHoM cmydae XenaTenbHO cae-
nathb 3T0 3¢ PeKTUBHO IO NpUYMHaM, 06bACHAEMBIM B rnaBe 10.

Hecoxartbiit popmar SEC

WUrak, HauHeM ¢ K1acca S256Point, npeacraBnAoLero oTKphIThIA Kao4. Ha-
MIOMHMM, 4YTO OTKPBITBIA KJII04 B KpUNTOrpadui Mo 3//IMOTUYECKUM KPUBBIM Ha
CaMOM fiefie AB/IAETCA LieIeBOi TOYKOI C KOOpAMHaTamy (x,y). Kak xe cepuanuau-
pOBaTb 3TH AaHHble?

OkKa3bIBaeTCsA, YTO A/IA CepUANM3ALMM OTKPHITHIX KII0uei, GOpMUPYEMbIX
no anmroputmy ECDSA, yxe uMeerca cranpapthbiit ¢popmar SEC (Standards for
Efficient Cryptography — Cmandapmor 0ns sagpdpexmusrozo uudpoeanus), npu-
yeM cnoBO “3ddeKkTMBHOro0” B €ro Ha3BaHUY NpeANoaraeT MYHMMAAbHblE 13-
nepxku Ha mwudpoBanue. Gopmar SEC cymecTByeT B AByX dopmax: HeCKaToH
u cxaroit. HauyHeM ero paccMoTpeHue ¢ nepBoit GopMBI, a KO BTOpPOI NepeieM
B CNIEAYIOLLeM pa3gere.

HMansble dopmupyloTcs B HeckaToM dopmare SEC ans 3agaHHOM Touky P =
= (x,y) B clenyIoLIEeM TIOPALKE.

1. Cnadvana 3agaercs npedukcHbii 6ait 0x04.

2. 3aTeM K HeMy npucoeguHsAOTCA 32 6aifTa, cregyoomye B 06paTHOM MOpAAKe
1 0603HavaloOLIMe LeTIOYNCIEHHOE 3HaYeH e KOOPANHATHI X.



3. Tanee npucoenuHsoTca elje 32 6aitTa, cnegyomue B 06paTHOM NOPAAKe U
o603HayalolMe 1eTOYUC/IEHHOE 3HaYEeHMEe KOOPAMHATSI Y.

Crpykrypa HecxaToro ¢opmara SEC HarnanHo npefcraBneHa Ha puc. 4.1.

Puc. 4.1. Hecxxamviti popmam SEC

npnmoﬁ n OﬁpaTHblﬁ NOPAQOK CnefoBaHuA 6auTos
CyulecTBeHHOI IOOYAMTENbHON MPUYMHON AN KOAUPOBOK C Ips-
MBIM U 06paTHBIM IOPARKOM ClefOBaHUA 6aifTOB CTyXMT XpaHeHMe
YMC/IOBBIX [IAHHBIX Ha )XECTKOM JIMCKe. B 4acTHOCTHM, 3aKOAMPOBaTh
YUCNIO0, KOTOpOE MeHbllle 256, COBCEM HE TPYAHO, IIOCKO/IbKY /A €T0
XpaHeHMs Ha JXeCTKOM AMCKe JOCTATOYHO eAMHCTBEHHOro 6aitra (2%).
Ho ecnu 4ucmo 6onpie 256, To Kak €ro cepuanu3upoBaTh B MOCIe-
[OBaTeIbHOCTh 6aitToB?

Apabckue umcna (B JeCATUYHOM CUCTEME CYMCTIEHMA) YUTAIOTCA
cneBa HampaBo. Tak, uucno 123 uutaetcs kak 100 + 20 + 3 (Te. cTO
[BafLaTh TPH), a He Kak 1 + 20 + 300. A B gBoM4HOIt popMe 3TO
YUCIO MPEACTABNIEHO B 06pamHom TOPAAKe ClefoBaHMA 6aiiTOB OT
CTaplllero K MIafiIeMY, TTIOCKO/IbKY OHO HaYMHAETCA ¢ pas3psAaa COTeH
M OKaHYMBaeTCcA pas3pARoM efMHMUL. HO B BLIYMCIUTENbHOM TEXHUKE
6onee apdpekTMBHBIM MHOTAA OKa3bIBAETCA IPOTUBOIIONOXHBIN, NPSA-
Moii IOPAZOK C/efoBaHuA 6aiiTOB OT MIAJLIMX K CTapLIUM.

A TIOCKONIBKY KOMIIbIOTepH! 00pabaThiBalOT JaHHbIe B 6aifTax, COCTO-
AKX U3 8 6UTOB, AeCATUYHBIE YUC/IA TIPUXOAUTCA NPEACTABIATb B
CUCTeMe CYMC/IEHUA IO OCHOBAHMIO 256. 3TO, HAIpUMep, O3HAYaeT,
4TO mecaTUYHOe Ynucmo 500 MoxeT OBITh MpefcTaBneHo kak 01f4 B
o6paTHOM MopsfKe clefoBaHuA 6airoB, T.e. 500 = 1 x 256 + 244
(f4 — B wecTHagUaTepu4HOI GOpPME), a B IPAMOM C/lefOBaHMUA Gaii-
TOB — Kak £401.

K coxanenmio, HeKOTOpble BUABI cepuanu3anuu B 6UTKoitHe (Hampu-
Mep, KOOPAMHAT x U y B popMaTe SEC) BBIMONHAKTCA B 06paTHOM
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nopsAaKe clefoBaHuA 6aTOB, TOTAA KaK APYyTHe ee BUABI (HanpuMep,
HOMep BepCUM TPaH3aKLMM, CM. I7IaBYy 5) — B IIPAMOM IIOPAZKeE CIie-
moBaHusA 6aitToB. B 3TOM KHMIe clelanbHO ob6palaeTcs BHUMaHMe,
KOTfla CepuanmM3auusA AAHHBIX BBHINIOMHAETCS B OOpaTHOM mopsgke
cnegoBaHuA 6aiTOB, @ KOIAa — B PSAMOM IOPSAAKE.

[TponssecTu cepmanusaumio faHHbIX B HecxkatoM ¢opmare SEC coBceM He
TpyAHO. Tpynnee npeobpasoBars 256-paspsagHoe uncio B 32 6aiTa, KOTOphIe Clie-
AyIOT B 06paTHOM nopszke. Hinke nokasaHo, Kak 3TO [e/laeTcA HeMOCPeNCTBEHHO
B KOfI€.

class S256Point (Point):

def sec(self):
'''BosBpamaeT OBOMYHED! BaPMAHT IOaHHEIX ¢$opMmara SEC''!
return b'\x04' + self.x.num.to_bytes(32, 'big') \
+ self.y.num.to bytes(32, 'big') 0

©® Haunnasc BepCcHHU Python 3 3agaHHOEe YUC/IO MOXKHO npeoﬁpaaonaTb B 6ajiThI
€ IOMoIIbI0 MeToa to_bytes (). B xadecTBe nepBoro aprymenTa npu Bbi30Be
3TOI'0 METOAA YKA3bIBA€TCA KOTUIECTBO 6aiiToB A4 NIpeacTaB/IEHMUA 3aJaHHO-
IO YMC/Ia, 3 Ka4eCTBe BTOPOTO apryMeHTa — IOPAAOK CefoBaHuA 6aiATOB (cM.
IIpuMevdanne NIpUBEAEHHOE BbIIIIe).

YnpaxHeHue 1

ITpencTaBbTe OTKPHITHIA KMI0Y B HecxXaToM (opMare SEC, ecnu uMetotcs cre-
RYIOIIME CeKpeTHbIE KITIOYN.

e 5000
o 2018°
o (Oxdeadbeef12345

Oxatbin popmar SEC

HanomHuM, 4To mo60#1 KOOpAMHATE X COOTBETCTBYIOT IO KpaifHeit Mepe ABe
KOODAMHATH ¥, YTO O6YCTIOB/EHO Ha/MM4MeM WieHa y° B yPaBHEHUM, ONMCHIBAIO-
IIeM 3/TUIITHYECKYIO KpUBYIO (puc. 4.2). Oka3biBaeTcA, YTO TaKas JKe caMast CUM-
MeTpyA HabMONAeTCA ¥ Hali KOHEYHBIM IIOTIEM.
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Puc. 4.2. [l6a 803m0x#cHbBIX 3HAHEHUS KOOPOUHAMDbL
¥ 06pasyomca 8 mex mo4kax, 20e 6epMuKanbHAS TUHUS
nepecexaem NNUNMUHECKYI0 KPUBYIO

Taxas CUMMeTpus 06BACHSAETCA TEM, YTO YPaBHEHMIO y* = X° + ax + b ygosrert-
BOpsET He TONMbKO Mobasg ToYKa ¢ KOOPAMHATaMM (X,y), HO ¥ TOYKA C KOOPAMHa-
TaMu (x,-y). bomee Toro, B KOHEYHOM IIO/Ie CIIPABENIMBO COOTHOIEHME —y % p =
=(p - y) % p. A To4Hee, eC/ti TOYKA C KOOPAMHATAMMU (X,y) YAOB/IETBOPAET ypaB-
HeHMIO, ONMCBHIBAIOIEMY /UIMIITHYECKME KOOPAMHATHI, TO €My YAOBIETBOPAET U
TOYKA C KOOpAMHaTaMu (x,p — y). Y 3To nuwib fBa pellleHUA JAHHOTO ypaBHEHUsA
U151 3alaHHOM KOOPAMHATHI X, KaK II0Ka3aHO Bblllle. Tak, eC/ii M3BeCTHA KOOpAMHA-
Ta X, TO U3BECTHO, YTO KOOPAMHATA ¥ MOXET OBbITh IpeACTaB/IeHa KaK y UK p — Y.

A TIOCKOTIBKY p — TPOCTOE UMCII0, KOTOpoe 60oMblle 2, M3BECTHO, YTO OHO He-
4eTHOe. Tak, ec/i KOOpAMHATA ¥ MpeACcTaBIeHa YeTHBIM YMC/IOM, TO Pa3HOCTD p — ¥
(T.e. HeYETHOE YMCIIO MUHYC YETHOE) JaeT B MTOre HeUeTHOE YMCIIO. A eC/U KOOop-
MVHATA y TIPEACTAB/IEHA HEYEeTHBIM YMCIIOM, TO Pa3HOCTb P — ¥ Aa€T B UTOIe YeTHOE
uycno. VIHBIMU cloBaMM, YMC/IO, HaXOfiAllleecs B TpefieNax OT ¥ o P — ¥, MOXeT
6BITb MO0 YeTHBIM, MO0 HeueTHBIM. M 3TMM 06CTOATENBCTBOM MOXKHO BOCIIONb-
30BaThcs, YTOGBI COKpAaTUTDh HecxkaThlt popmar SEC, npegocTaBuB KOOpAMHa-
TY X ¥ YeTHOCTb KoOpAMHATH y. [lonydenHsiit B utore ¢popmar SEC HasbiBaeTcs

112 |  Tnasa 4. Cepnanusaunn



CHamuiM TIOTOMY, YTO KOOPAMHATA ¥ CKUMAETCA B eIMHCTBEHHBIN 62T, KaKuM 6bI
YMC/IOM OHA HY OBlTa peCTaB/IeHa: YeTHBIM M/ HEYETHBIM.

Hike npuBeneH NOpANOK cepuanu3alMy JaHHBIX B okaToM ¢opmate SEC nns
3aflaHHOI TOYKM P = (x,).

1. CHavana 3apaercs npedukcHbii 6aiT. Ecmu koopamHaTa y TpecTaB/eHa YeT-
HBIM YMC/IOM, TO YCTaHaBIMBaeTCA MpedPUKCHBIN baitT 0x02, a B IPOTUBHOM
cnyqae — 0x03.

2. 3areM K HeMy NpMcOeAMHAIOTCA 32 6ailTa, Clepylouye B 0OOpaTHOM NOpAIKe U
o603HavaloUye Le/IOYNCIEHHOe 3Ha4eH)e KOOPAMHATHI X.

CrpyxTtypa cxatoro ¢popmara SEC HarmagHO npecTaBleHa Ha puc. 4.3.

- Mapkep: 02, ecnv KoopauHarta y yetHas, 03 — ecnv OHa HeuyeTHan

Puc. 4.3. Cxamuwiii popmam SEC

U sta npoueaypa goBonpHO npocTta. [na o6paboTky Kmodeit B cxaToM $op-
Mate SEC MO)XHO OOHOBUTB METOZI sec () CIemyIommM obpa3om:

class S256Point (Point):

def sec{self, compressed=True):
'''Bo3BpamaeT RBOMYHED! BAPMAHT JAaHHHX ¢opmara SEC'''
if compressed:
if self.y.num % == 0:
return b'\x02' + self.x.num.to_bytes(32, 'big')
else:
return b'\x03' + self.x.num.to_bytes(32, 'big")
else:
return b'\x04' + self.x.num.to_bytes (32, 'big') \
+ self.y.num.to_bytes(32, 'big')

[maBHOE mpeumymecTBo cxartoro ¢opmara SEC 3akmodaeTca B TOM, YTO 1A
XpaHeHMs JaHHBIX B 3ToM ¢opMare TpebyeTcsa 33 6aifta, a He 65 6aitToB. U 3to
HeMasasi 5KOHOMMS, KOI'la Ae/I0 JOXOAUT 10 06pabOTKM MUIIMOHOB TPaH3aKIIMIA.

B maHHBI MOMEHT MOXKET BO3HMKHYTb BOIPOC: KaK aHA/TUTUYECKM PACCIUTATD
KOODAMHATY y, €CI U3BEeCTHA KOOpAMHaTa x? [In1A 3TOro MpuAETCA BBHIYMCIUTD
KBaJIPaTHBII KOPEHb B KOHEYHOM II0j1e. MaTeMaTU4YecKy 3Ty OIEpaLyio MOXKHO
chopMynupoBaTh creayrommum o6pa3om:

Haittut w u3 coOTHOIIeHMS W? = v, €CTU ¥ U3BECTHO.
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OkxasblBaeTcsA, YTO NIPOM3BECTH TAKOM pacyeT COBCEM He TPYAHO, €C/IM U3BECT-
HO, YTO MOPAKOK KOHEYHOTO IO/IA ONpeReNsAeTCA MPOCTHIM YMCTIOM: p % 4 = 3.
Hike mokasaHo, KaK 3TO Jl€/IaeTCA.

J3Hava/mbHO M3BECTHO, YTO

p%R4=3
13 3TOTO CTIEAYET, YTO
p+1)%4=0

To ectb menenne (p + 1)/4 paeT nenoe 3HavYeHMe.
ITo onpenenenuio

W=y

Ham xe Tpebyercs BbiBecT dopmyny ansa pacyera w. V3 Manoi TeopeMbl
depma U3BECTHO, YTO

wl%p=1
3TO O3Ha4YaeT, YTo

W= W x 1= w? x whl = wltD

A IIOCKOIIbeP — HEYE€THOC YUCIIO (HaIIOMHMM, 4YTO p — ITpOCTOE YUCJIO, OITpe-
JendAmouiee nNopAgOK KOHEYHOTO I'IOIIH), U3BECTHO, YTO JaXKe €C/IU pa3n€nuUTb (p +
+ 1) Ha 2, TO BCe PaBHO INONYYUTCA LENOE YUCTIO. I’ICXOJDI U3 3TOro, MOXXHO BhIBE-
CTH ClIeRyIoIyIo GOpMymy:

w= w(p+l)/2

A Temepb MOXXHO BOCIIO/Ib30BATHCA LIETOYMCIIEHHBIM Pe3y/IbTaTOM eieHus (p +
+ 1)/4 cnepyrommum obpasom:
w= w(p+l)/2 = w2(p+1)/4 — (WZ)(;J+1)/4 — V(p+l)/4
TakuM o6pasoM, popMyna /i HAXOXKAEHUA KBAAPaTHOTO KOPHA IPMHMUMAET
CTIERYIOIMIA BUA:
ecu W =vup%4=3T10w= "
Oxas3bIBaeTcs, 4TO B 3/UIMIITUUECKO! KpUBOI secp256k] BenmuumHa p UCnonb3y-

€TCA TaKMM 06pasoM, YToOBI p % 4 == 3, 4TO NMO3BOMNAET BOCIONB30BATHCA NPU-
BeleHHBIMM HIDKe QpopMynamu.

w=v

w= v(p+l)/4
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B urore 6ygeT mony4eHo OgHO M3 BO3MOXKHBIX 3HaYeHMI W, a APYTUM OymeT
p - w. Takoit uTor o6bACHAETCA TeM, YTO A/ U3BJIEYEHUSA KBaJlpaTHOTO KODHSA
IIOGXOMMUT KaK IMOMOXUTENbHOE, KaK ¥ OTpUIATEIbHOE YUC/IA.

[lns u3BneYeHns KBaApaTHOTO KOPHS IO BhIBELEHHOI Bhille GopMyre Hemo-
CPeCTBEHHO B KOfle MOXXHO BBECTH B K/acc S256Field cnegyromuin MeTon:

class S256Field(FieldElement):

def sgrt(self):
return self**((P + 1) // 4)

Jlna nonyyeHus oTKpoiToro kmova B popmare SEC Heobxoaum mMeTop parse (),
onpenenswoumit Tpebynouyocs koopauHary y. Huxe npuseneHo onpepeneHue
3TOro MeToja B Kjacce S256Field.

class S256Point:

@classmethod
def parse(self, sec_bin):
'1'Bo3Bpamaer ofbexT TMna Point u3 QBOMYHEX,
a He mMecTHaRLaTEePHYHEX OAaHHEX ¢opmara SEC'''
if sec bin[0] == 4: (1]
x = int.from bytes{sec bin[1:33], 'big')
y = int.from bytes(sec bin[33:65], 'big')
return S256Point (x=x, y=y)
is_even = sec_bin[0] == (]
X S256Field(int.from bytes(sec_bin[l:], 'big'))
# npaBas 4YacTb ypaBHeHus y*2 = x*3 + 7
alpha = x**3 + S256Field(B)
# peumTh 3TO ypaBHeHMe HLJIA JIeBOM dacTu
beta = alpha.sqrt() ®
if beta.num % 2 == 0:
even_beta = beta
odd beta = S256Field(P - beta.num)
elsge:
even beta = S5256Field(P - beta.num)
odd beta = beta
if is_even:
return S256Point (x, even beta)
else:
return S256Point {x, odd beta)

O Hecxatniit popmar SEC Z0BOIBHO NPOCT.

@ YerHOCTh KOOPAMHATHI y 3a7laeTCs B IIEpBOM OaiiTe.
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® 11 nonydyenus KOOPAMHATHI ¥ B IPaBOM YacTH YpaBHEHMs, ONMCHIBAIOLLETO
3/UTMNITUYECKYIO KPUBYIO, M3B/IEKAETCA KBaJlPaTHBIA KOPEHb.

@ 3pecy onpepensieTcs YeTHOCTH KOOPAMHATH ¥ M BO3BPALAETCA TPABUIBHO
oIpefieNieHHasA TOYKa.

YnpaxHeHue 2

Haitaute oTkpBITHIA KII0Y B OkaToM dopmate SEC, ecu uMeloTcs cnenyiomme
CeKpeTHbIEe K/TIOUM.

e 5001
o 2019°
o (Oxdeadbeef54321

Mognucu B popmare DER

[ToMMMO OTKpBITOTO K/TIOYa M TOYKM Ha /UIMIITUYECKON KPUBOI, HEOOXOXMMO
NOABEPTHYTh CepMaIMu3aLMy NOAMUCD, IPEACTABIEHHYIO KIaccoM Signature. Kak
n B popmare SEC, /11 3TOTO NIpUAETCA 3aKOAUPOBATH ABE PasHble YUCTIOBLIE Be/MN-
yuHbl — r ¥ 5. Ho, K coxanenuio, B oTnume ot obbekTa TMIa S256Point, 06bekT
THIIa Signature He/mb3A CXKaTh, MOCKO/IbKY BEMMYMHY S HEBO3MOXCHO BbIBECTH He-
NOCPEACTBEHHO U3 BETMYMHBI 7.

Insa cepuamusanyy nopmucet (M MHOTUMX APYTUX IMOZOOGHOTO POfia AaHHBIX) CY-
wecTByeT cTaHAapTHblt dopMar DER (Distinguished Encoding Rules — Oco6ere
npaBuIa KoaupoBaHuA). VIMeHHO 3TOT $popMat u 6bin ucrionb3oBan Catou Ha-
KaMOTO A/ cepuanm3auuy IOAIMCE, T/IABHBIM 06pa3oM IIOTOMY, UTO OH Yke ObUT
onpenenex B 2008 roxy u mopaepxxusanca B 6ubnmuoreke OpenSSL, B To BpeMs
NpUMeHsABILIENCA B OUTKOVHE, a KPOME TOTO, IIPUHATD €ro ObIIO HAMHOTO IIPOILE,
4yeM pa3pabaThiBaTh HOBBI CTaHAAPT.

[Togmuce onpepensiercsa B popmare DER cnegyrowmm obpasom.

1. CHavana 3afjaercs npepukcHblit 6aiT 0x30.

2. 3aTeM KOoAMpYeTCA NIMHA OCTanbHOM moamucy (o6pryHO 6aittoM 0x44 umyu
0x45) u mpucoegnHseTcsA K NpedUKCHOMY 6aiTy.

3. [lanee mpucoemuHAeTCS MapKepHbIi 6aitT 0x02.

4. Ilocnme 3TOrO BEMMUYMHA I KOAUPYETCA B BMAE LENOTO YMUC/IA, MPEACTABIEHHO-
ro B o6paTHOM MOpAMKe C/efoBaHuA 6aiTOB, HO IpeABapsaeTca 6aitrom 0x00,
eC/u HepBblif 6aiiT BEMMYMHBL r MeHbIlle My paBeH 0x80. K monmysenHoit B
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UTOre O/IMHE BE/IMIMHBI I IIPUCOECAMHACTCA KOOUPOBKa 3TOM BEIMYMHBI M BCE
3TO BMECTE B35ATOC IIO63BIUICTCH K NpeabInyIIeMY pe3y/IbTaTy.

5. [anee npucoemnHseTcs MapKepHbIi 6aiT 0x02.

6. U HakoHerll, BelMuMHa S KORMPYETCS B BUAE 1I€/IOTO YMC/Ia, TIPEACTABIEHHOTO B
06paTHOM IOpsAAKe CNeROBaHNA 6aifTOB, HO NpenBapserca baittom 0x00, ecnu
nepBblit 6aliT BenMMYMHBI S MeHblIe MaM paBeH 0x80. K monydeHHoit B uTo-
re A7IMHE BEMYMHBL S IPUCOEAUHAETCA KORMPOBKA 3TOM BEIMYMHEL, U BCE 3TO
BMeCTe B3AToe JOOAB/IAETCA K NIPEAbIAYLIEMY Pe3y/IbTaTy.

IIpaBuia KOXMpPOBaHMA BEMYMH I U S, €C/IY MX NepBblif 6aiT MeHbIlle MM pa-
BeH 0x80, ycTaHOB/IeHBI ToTOMY, 4TO popmar DER cnyxut ans obupmx ueneit ko-
RMPOBaHMA ¥ MO3BO/IAET KOOMPOBATb OTpHIaTe/bHble Yncia. Ecu B mepBoM 6ure
4HMCIIa YCTaHOB/EHA 1, To YKo oTpuuaTenbHoe. Bee uncna B nognucu, popmupy-
emoit o anroputmMy ECDSA, nonoxurenpHble, ¥ IO3TOMY MX KOAMPOBKM ITpENBa-
pswTca 6aittoM 0x00, ecru B epBOM 6MTe YMC/Ia YCTaHOB/IEH 0, YTO paBHO3HaYHO
YC/IOBUIO, KOTAia NepBBIi 6aiT MeHbIlle UM paBeH 0x80.

Crpykrypa ¢opmara DER HarnagHo npencrabieHa Ha puc. 4.4.

Puc. 4.4. Popmam DER

Ecnu n3BecTHo, YTO r — 256-pa3psAgHOe YUCIIO, TO BeMM4YMHA r GyHeT BhIpaxe-
Ha MakcuMyM 32 6aiftamu B o6paTHOM nopsaake. V1 BlomHe BO3MOXXHO, YTO Iep-
BBI/1 ee 6aliT MOXET OKa3aThCsA MeHbIIe MM paBHBIM 0x80, MO3TOMY IO HMpaBy-
Ny #3 I. 4 IpMBEeAEHHO BBILIE NMPOLEAYPH BEIMYMHA ' MOXET OBITh BBIpaXKeHa
MakcuMyM 33 6aittamu. Ho ecnmu r — oTHOCUTeNbHO He6O/bILIOE YMCIIO, TO OHO
MOXeT ObITh BBIPa)XEHO MEHBIIMM, YeM 32, Kom4ecTBOM 6aiiToB. JTO e crpa-
BE/IIMBO [I/1 BeIMYMHBI S Y IIpaBU/ia €¢ KOOGUPOBKM U3 1. 6 NIPUBENECHHON BbILIE
IpoLeaypHl.

Hmke nokasaHo, kakum 06pa3oM nporpaMMupyercs noanuck B popmare DER.
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class Signature:

def der(self):
rbin = self.r.to bytes(32, byteorder='big')
# ynanuTb BCce nycTHe BaiTH B Hauane
rbin = rbin.lstrip(b'\x00')
# ecot B Maccuee rbin comepxmTcs eaMHMUHEDA 6uT, AoBaEmTh \x00
if rbin[0] & 0x80:
rbin = b'\x00' + rbin
result = bytes([2, len(rbin)]) + rbin 0
sbin = self.s.to_bytes(32, byteorder='big")
# ymammuTe Bce nycTHe GaMTH B Hauyane
sbin = sbin.lstrip{b'\x00"')
# ecm B Maccuee sbin comepxuTcs enuHMuHEDt 6uT, noBaeBuTe \x00
if sbin[0] & 0x80:
sbin = b'\x00' + sbin
result += bytes([2, len(sbin}]) + sbin
return bytes([0x30, len(result)]) + result

© Hauunas c Bepcun Python 3, nosiBunach Bo3MOXXHOCTb peo6pa3oBaTh Cru-
COK uYMCesn B ux 6aiiToBble 3KBMBAJIEHTDI, CAIENAB BBI30B bytes ( [yenoe wic-
01, yenoe umcnol]).

B o6meM, KogupoBaTh BEMMYMHBI r U S MOAOGHBIM clIoco60M HeadHeKTMBHO
13-33 HAMYMA 110 MeHblllel Mepe 11ecTy 6aATOB, KOTOPBIE He CTPOTO HEOOXOAMMBIL.

YnpaxHeHne 3

IIpencrasbre B popmare DER mogmuck co cneayowmmmu BETMYMHAMY 1 U S
0x37206a0610995c58074999¢cb9767b87af4c4978db68c06e8e6e81d282047a7c6

o]
[]

0x8ca63759c1157ebeaec0dl3ceccalldfc9a7SbfBebd0fab5c841c8e2738cdaec

4]
1]

KoaupoBka Base58

Ha HavanbHO cTaguy pa3sBUTUA OMTKOMHAM IMPUCBAMBAIUCH OTKPLITBIE KITIO-
4y, yKasaHHbIe B HeOkaToM popmare SEC, a 3aTeM OHM BO3Bpamanuch o6paTHo
¢ noMouyslo nopnuceit B popmare DER. [1o npuynHam, 06BACHAEMBIM B I1aBe 6,
IIpUMEHEHNe UMEHHO TaKOro IPOCTOrO CleHapuA 0Ka3aloch HepalMOHA/MTbHBIM
IUIA XpaHEHUA 6bi1600a HeuspacxodoeanHvix mpanszaxyuit (Unspent Transaction
Output — UTXO) 1 Heckonbko MeHee 6€30MacHbIM, YeM CLEHApUM, Yallie BCEro
IpUMeEHsAEMbIE TENephb. A 10 TEX IOP PaCCMOTPUM Ha3HayeHMe aIpecoB U MOPALOK
MX KOOMPOBaHMA.
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I'IepeAaqa OTKpPbITOro Ksioua

Yrobpr Aymnce 3amatuth Boby, eif HyXXHO 3HaTb, KyAa OTIIPaBUTD JEHBIU. DTO
CpaBeAIMBO He TONMBKO AN 6MTKOIHA, HO U A/ Moboro Apyroro crnocoba omnna-
THl. A TIOCKO/IbKY GUTKOIH sBNAeTCA UM(PPOBBIM NPEAbABUTENBCKUM PUHAHCO-
BBHIM MHCTPYMEHTOM, afipec MOXET CITY>KUTb 4eM-TO BpoJe OTKPHITOrO KiIio4a B
anrroput™e Kpunrorpadum ¢ oTKpeIThIM kmiodoM. Ho, k coxanenuto, ¢popmar SEC
(1 ocobeHHO ero HecxaTasd ¢opMa) OKa3bIBaeTCS CIMIIKOM AJIMHHBIM (65 mmm
33 6aitTa). A xpoMe Toro, 65 unu 33 6aifTa MUCXOMHO IPENCTaBIEHBI B ABONYHOM,
a He B yro6ouuraemoit popme.

3mech He06XOAMMO NIPUHATD BO BHMMaHME TPU OCHOBHBIX coobpaxeHus. Bo-
TepBBIX, OTKPBITINA K/TI0Y HO/KEH ObITh yRO604MTaeMbIM, YTOOBI €70 MOXKHO 6bIIO
NIETKO 3aIIMCATh OT PYXM My 6e30mnb609YHO COOOIUTD, HAIPUMED, TIO TenedOoHy.
Bo-BTOpBIX, OTKpPBITBIN K04 JOMXKEH OGBITh KOPOTKMM, T.e. He HaCTONBKO A/TMH-
HBIM, YTO6BI cTaTh HeyROOHBIM B 06paimeHun. Y B-TpeTbuX, OH KOIKEH OBITD 6e3-
ONIaCHBIM, YTOOBI 3aTPYAHUTD COBEpILEHNE OMWMNOOK.

Kak B TakoM cnydae fo6uTbhcs yRo604MTaEMOCTH, CKATOCTH U Ge3omacHoCTH?
Ecnu BeIpasuts ¢popmar SEC B mecTHapuaTepuyHoit popme (o 4 6MTa Ha Kax-
bl CUMBOJ), TO €ro ANKUHA yABouTCA (A0 130 uam 166 6aifToB). A MOXHO /1 JO-
CTU4Yb JTYYLIETO pe3ynbTaTa?

Mo>xHO, KOHEYHO, BOCIIO/Ib30BAThCA KOAMPOBKOIt Base64, B KOTOpOit Ha Kax-
AibI/i CUMBOJI IPUXOAMTCA 6 6UTOB, a B MTOTe AIMHA HecxaToro popmara SEC co-
cTaBnseT 87 CUMBOJIOB, TOTAA KaK A/IMHA ckaToro ¢opmara SEC — 44 cumsorna.
Ho, x coxanenuto, konuposka Base64 mopsepxxeHa ommbkaM, MOCKONbKY MHOTHE
6yKBBI ¥ Y¥C/a BBIT/LAAT B Helt 04eHb ITOX0XuMy (Hanpumep, 0 u O, 1 m I, -u ).
Ecnu McK/MOYNTh TakMe CMMBOIbI, MOXHO OCTUYD Pe3y/IbTaTa ¢ Xopoluleit ynobo-
YMTAEMOCTBIO Y IIPMIMYHOM CXKATOCTBIO (OKOMO 5,86 6MTa Ha KaXABIA CUMBOTN).
W1 B xOHIle MOXXHO F06aBUTb KOHTPONBHYIO CYMMY, 4T06bI 06€CIIeYnTh IPOCTOTY
o6Hapy>xeHNs OLIMGOK.

Takas xopMpoBKa HasbiBaeTcs Base58. BMecTo mecTHaguaTepuyHoit Gpopmsl
(mo ocHoBaHMO 16) MM KooMpOBKM Base64 ymca MOXKHO Telepb IPeACTAB/ATD
B KofupoBKe Base58.

KoHkpeTHBII MEXaHN3M TIpefiCTaB/IeHUA CUMBOJIOB B KogupoBke Base58 cneny-
PLMIt: yIIOTpebnAoTCA Bce UMPHI, IPOMUCHBIE ¥ CTPOUYHBIE OYKBBI, KPOMe YIIO-
MAHYTBIX Bbile cuMBo/IoB 0/0 1 1/I. B urore octaerca 10 + 26 + 26 - 4 = 58 cum-
Bo/0B. KaXX7blit M3 3TUX CMMBO/IOB NIPEACTAB/AET OTAETbHYIO IMPPY B KOFMPOBKE
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Base58. Hike nokasaHo, kak onpenensercs QyHKIUA AL NPeACTaBIeHUA CUMBO-
n0B B KogupoBKe Base58.

BASES8 ALPHABET =
'123456789ABCDEFGHIKLMNPQRSTUVWXYZabcdefghijkmnopgrstuvwxyz'

def encode_base58(s):
count = 0
for ¢ in s: 1]
if ¢ ==
count += 1
else:
break
num = int.from bytes(s, 'big')
prefix = 'l' * count
result = "’
while num > 0: (]
num, mod = divmod{(num, 58)
result = BASE58 ALPHABET [mod] + result
return prefix + result ®

© Oror UMK npefHasHaYeH 1A ONpene/leHNs KOMMYECTBa HY/IeBbIX Hada/IbHBIX
6aitToB. Vx noTpebyeTcs o6aBUTb CHOBA B CaMOM KOHIIE.

® B nuxne OIpenensaeTcsA, KaAKyl0 MMEHHO uucbpy B KopupoBKe Base58 cnengyer
YIIOTPeOUTS.

© U naxoHen, Bce mogcuMTaHHbIe paHee HadanbHble HYIM MPUCOERUHAIOTCA B
Haya/le [I0/Ty4aeMOTO pe3y/IbTaTa, Bedb MHauYe OHU He GYNyT OTOOpa’KeHbI KakK
cHabxeHHble pedukcoM. [Togo6HasA HEMPUATHOCTh MPOUCXOAMUT C OIIATOM
no xewy orkpeitoro kmoya (p2pkh; nogpo6uee 06 sToM unuTaiiTe B rnase 6).

Hauunas ¢ Bepcun Python 3 npuBenenHas Bbie GyHKIMUA CIocOOHA MONYYaTh
mioOble 6aitThl ¥ Mpeo6pa3oBLIBATh MX B KOAMPOBKY Base58.

Nouemy KoanpoBka Base58 BbixoauT U3 ynoTpebneHus

Konuposka Base58 npumeHsAnach fonroe Bpems, M XOTA OHa HEMHOTO
Tpole A/A COO6IeHNA afpecoB, YeM, HallpuMep, KoaupoBKa Base64,
Ha caMOM Jie/le OHa He Oo4eHb yA06Ha. bonblMHCTBO nonb3oBaTe-
7Ie} TIPeATIoYMTAT KONUPOBATh M BCTAB/IATb aApPeca, M €CNU BaM
KOTZa-HUOYAb NPUXOAMIOCH cOOOWIaTh aApec B KoaupoBKe Base58
TO/I0COM, TO BaM JO/DKHO OBITh XOPOIIO M3BECTHO, KaKas 3TO MyKa.

B 3ToM OTHOIIEHMM HAMHOTO Ny4yllle KOAMPOBKA 10 HOBOMY CTaH-
Rapty Bech32, onpenenennomy B mpotokone BIP0173. B xogupoBke
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Bech32 ynorpebnsaercs andaBut, cocrosmmit M3 32 CUMBO/NOB,
BK/II0Yas TOMbKO IMPBI M CTpodHBle OyKBbI, KpoMe 1, b, 1 1 o. o
CHX TIOp 3Ta KOFUPOBKA IIPMMEHA/IACh TONBKO M/IA NPOTOKONMa Segwit
(cM. rnaBy 13).

YnpaxHeHue 4

ITpeo6pasyitTe npuBeeHHbIe HIDKE IIeCTHAALIATEPUYHbIE 3SHAYEHUA B ABOUY-
Hy10 popMmy, a 3aTeM IpefcTaBbTe MX B KOAMPOBKe Base58.

o 7c076££316692a3d7eb3c3bb0£f8b1488cf72elafcd929e29307032997a
838a3d

o eoff69ef2blbd93a66ed5219adddfb51e11a840£404876325ale8ffe052
9a2c

o c7207feel97d27c618aecab21406f6bfS5ef6fcal8681d82b2f06fddbdce
6feabb

®opmar agpeca

[nuHa 264 6uTa ckatoro ¢popmara SEC cnuIIKoM Beymka, He TOBOPSA yXKe O He-
CKO/IbKO IIOHMXXEHHOI 6e30macHoCTH (CM. I71aBy 6). YTo6BI COKpaTUTh afipec M Io-
BBICUTDb 6€30MacHOCTb, MOXKHO BOCTIONb30BaThcA Xell-¢dyHKuMelt ripemd160.

Ecnu nonb3oBarbest popmaTom SEC HemocpencTBeHHO, MOKHO CYILECTBEHHO
COKpaTMTb ANMMHY afpeca ¢ 33 go 20 6aitToB. Hiwke nosicHseTcs, kak obpasyeTca
afipec 6uTKOIHa.

1. ®opmupoBanue agpeca Ansa ceTu mainnet HauMHaeTcA ¢ MpepUKCHOro 6Gaitta
0x00, a ans cety testnet — ¢ npedmkcHoro 6aitTa 0x6£.

2. 3areMm Bmi6upaeTcs ¢popmar SEC (cKaThlit MMM HeCXKaThIif) M BBIOMTHAETCA
CHavana xeur-¢yHkuus sha256, a sateM — xem-pyHkuus ripemd160 (ux co-
JyeTaHMe HasbiBaeTcsa xell-¢yHkimen hash160).

3. Janee npeduxc, 3agaHHBINA B 11. 1, 06beAMHAETCSA € XellleM, IIOyYaeMbIM B I1. 2.

4. Tlocme 3TOro Haj pe3yIbTAaTOM, IIOTY4aeMBIM B II. 3, BBINOTHAETCS XelI-
¢ynkums hash256, 1 B KOHEYHOM CUeTe MONYYalTCA NepBble YeThipe Gaifra.

5. VY HakoHel], pe3y/bTaThl BHITOMHEHUA NII. 3 U 4 06beAUMHAIOTCA U Ipeobpasy-
I0TCA B KopMpoBKke Base58.
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Pe3ynbrar BbhIMOMTHEHUA 1. 4 U3 ONMCAHHOTO BhIlllE IIPOLIECCA HA3BIBAETCA KOH-
mponvHoil cymmoti. IIlyHKTBI 4 M 5 JaHHOTO MPOLECCA MOXKHO BBHINONTHUTD Cpasy
cnepyromum o6paszom:

def encode_base58_checksum(b) :
return encode base58(b + hash256(b) [:4])

def hashl60(s):
'"'sha256 followed by ripemdl6Q*'!'
return hashlib.new('ripemdl60’, hashlib.sha256(s).digest()).digest{() o

© CregyeT uMeTh B BUAY, 4TO Xell-GyHKuMA sha256 BHINOMTHAETCA NMPU BBI3O-
Be hashlib.sha256(s).digest (), B o6bpeMmoLieM ero BbI3OBE — Xelll-
byHsxuus ripemd160.

e

Yro Takoe testnet

testnet — 3TO HmapanienbHas ceTb OGUTKOIMHA, CIIeLMANbHO IMpefHa-
3Ha4YeHHas /15 IpUMeHeHUA pa3paboTunmKaMyu. MoHeTHI B 3TO ceTH
HUYEro He CTOAT, @ /1A TOTO, YTOOBI OTHOCUTENBHO MPOCTO HANTH
B Hell 610K, TpebyeTcsa moaTBepxAeHue paboThl. llemoyka B ceTn
mainnet Ha MOMEHT HalMCaHMA 3TOH KHMIM coctosna u3 550000
6/I0KOB, TOTAA KaK B ceTH testnet ux 6bUIO 3HAYMTENbHO Oosbiie
(oxono 1 450 000 6;1oKOB).

Kpome toro, metopst hashl60 () u address () MOXxHO 06HOBUTH B Kjacce
S256Point cnemyrommm obpasom:

class S256Point:

def hashl60(self, compressed=True):
return hashl60(self.sec(compressed))

def address{self, compressed=True, testnet=False):
'''BosBpamaeT agpecHyo cTpoky'''’
hl60 = self.hashl60 (compressed)

if testnet:

prefix = b'\x6f"'
else:

prefix = b'\x00"

return encode base58 checksum(prefix + h160)

YnpaxHeHue 5

Haimnre aJipeca, COOTBETCTBYIOUINE OTKPBITHIM K/II04YaM, KOTOPBIM OTBEYAIOT
cneayomne CCKpETHLIE KTIOMH.
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* 5002 (ucronb3oBarb HecxaThlit popmar SEC B ceTn testnet)
 2020° (ucomb3oBath cxarblit popMar SEC B ceTu testnet)

* 0x12345deadbeef (ncnonp3oBath cxarbiit popmar SEC B ceTn mainnet)

Oopmar WIF

B paccmaTpuBaeMoM 3fiech cnydae OTKPBITHINA K04 ABHAAeTCA 256-paspan-
HBIM 4McroM. B o61iem, mogBepraTb cepuanu3aLimy CBOM CeKPETHBIA KO IpHU-
XOAUTCA HEYacTo, MOCKONbKY OH He MOMIEXUT MIMPOKOBElIaTeIbHOM Mepeaaye,
Befib 3To 6blna 6b1 HeymayHas upes! Ho uHorAa cBoit cekpeTHbIM! Koy TpebyeTcs
nepefaTh U3 OOHOTO KOLIENbKa B APYro, HanpuMep u3 6yMaXKkHOTO B pOrpaMM-
HbI/ KOIIE/IEK.

ITo 31O/ mpuyMHe MOXKHO Bocmonb3oBaThca popmaToM WIF (Wallet Import
Format — ¢opMar ummnopra Koiuenpka). IToT GopMaT npegHa3sHaueH ANA cepua-
MM3aLMM CEKPETHOTO KI0Ya B yRobouuTaeMoM Bupe. B popmare WIF ucnonnsy-
eTcA Ta Xe caMas KofgupoBKa Base58, 4To u ana agpecos.

CexpeTHble Kmouu popmupyiorcs B popmare WIF crenyrommm o6pasom.

1. GopMupoBaHMe CEKPeTHOTO KIIOYa A/ CeTH mainnet HauMHaeTcA ¢ mpeduKc-
Horo 6aitta 0x80, a ;A ceTu testnet — ¢ npeduxcHoro baitra Oxef.

2. 3aTeM ceKpeTHBbI K04 KOAMpPYeTcs B BuAe 32 6aifToB, cleRyomux B obpar-
HOM IIOpSAAKe.

3. Ecnu s dopMupoBaHMs afipeca OTKPHITOTO K/IKYa MCIIONb30BAaH CXKAThIi
dopmar SEC, To gobasnsercs cypduxcHsiit 6air 0x01.

4. JJanee mpedukc, 3afaHHbIA B I 1, 06beAUHAETCA ¢ CEKPETHBIM KIIIOYOM, CEpH-
aM3MPOBAHHBIM B II. 2, @ TaKxxe ¢ CypPuKcoM, o6aBIEHHBIM B II. 3.

5. TIlocme 3TOro Haj pe3ynbTAaTOM, NOMYYEHHBIM B I. 4, BBINOTHAETCH Xell-
¢ynkuma hash256, u B KoHEYHOM cyeTe NOMYYAIOTCsA NepBhle YeThipe aifTa.

6. V1 HakoHel], pe3y/IbTaThl BHIIOMTHEHUA NII. 4 ¥ 5 06beAUHAIOTCA U Ipeobpa3sy-
10TCA B KopupoBKe Base58.

OmucanHbI BhllIe Npolecc GOPMUPOBaHMA CeKPETHOTO Kmoda B (opma-
Te WIF MOXHO Temepp peanu3oBaTb B MeToAe wif (), ompenenuB ero B Kmacce
PrivateKey cnepyoomym ob6pasom:

class PrivateKey

def wif (self, compressed=True, testnet=False):
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secret bytes = self.secret.to bytes(32, 'big')
if testnet:
prefix = b'\xef’
else:
prefix = b'\x80'
if compressed:
suffix = b'\x01’
else:
suffix = b''
return encode base58_checksum(prefix + secret_bytes + suffix)

YnpaxHeHne 6

Coopmupyiite cexpertHslit kmod B popmare WIF, ucxona us cnepyomux ce-
KPEeTHBIX JaHHbIX.

e 5003 (cxatsiit popMar SEC gns cetn testnet)
e 2021’ (necxatslit popmar SEC s cetn testnet)

e 0x54321deadbeef (cxarsiit dopmat SEC ans cetu mainnet)

Ewe pa3 o npamom u obpaTHoMm
nopsaake cnegosanna 6aiToB

Bri10 651 BecbMa I0/€3HO 3HATh, KAKMM 06pa3oM NpAMOIL M 06paTHBIN MOPA-
JIOK C/IefoBaHusA 6aliTOB peann3yeTcs B A3bike Python, mockonbky B psafie nocneny-
IOIYX I71aB MOTpebyeTcsa YacTo MPOM3BOAUTD CMHTAKCHMYECKUA aHa/IU3 U cepuanu-
3alIMI0 YMUC/IOBBIX AAHHBIX KaK B 06PaTHOM, TaK U B IIPAMOM IIOPAAKe CTIeROBaHUA
6aitroB. B yacTHocTH, CaTom HakoMoTO 4acTo nonmp3oBaics MpAMBIM MTOPAAKOM
CnefoBaHMsA 6aiTOB /11 GUTKONHA, HO, K COXKaJIEHMIO, eRMHOTO IIPOCTOrO IpaBuia,
yCTaHaBIUBAIOILETO, TA€ CTIeAYeT MUCIIONb30BATD NIPAMOIL, a Iie 06paTHBbIif MOPANOK
crefoBanus 6aitToB, He cymecTByeT. HanoMuum, yto B dopmare SEC npumenser-
¢ 06paTHbIN! MOPAAOK ClefoBaHMA 6aifTOB, KaK, BIpoueM, X B afipecax ¢popMara
WIE. Ho HaumHas ¢ I71aBbI 5 Mbl 6yieM 4acTo NO/Nb30BaTbCs KORUPOBKOY B MIpA-
MOM TIOpsAfIKe ClefoBaHuA 6aiToB. MIMeHHO 3TOMY NpeAMeTY U MOCBALIEHH ABA
CIeAYIOLIUX YIIPOKHEHUA. A B ITOCTIENHEM YIIPaXXHEHUM M3 3TOTO pasfiena Mpeq-
JIaTaeTCA CAMOCTOATENbHO GOPMMUPOBATH afipec AA ceTH testnet.
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YnpaxHeHue 7

Hammuure pynkumio little endian to int (), monydawinyio 6aifTs B TOM
nopsApKe, KOTOpbIf NpuHAT B Python, nHTepnipeTupylomyio 3T 6aiTH B IpAMOM
TNopsAAKe CIefOBAaHMA ¥ BO3BPALIAIOILYIO 1{€I0€ YUCIIO.

YnpaxHeHue 8

Hammummre ¢pynxumio int to little endian (), BRINONMHAKILYIO AEACTBAS,
NPOTHBOTIONOKHBIE QYHKUMYU U3 YTIpaKHEHNUA 7.

YnpaxHeHue 9

Coopmupyitte caMOCTOATENBHO ajipec ANA ceTy testnet, MCIIONB3Ys caMble
JIMHHbIE CEKPETHBIE JaHHbIE, KOTOPble BaM TONIbKO M3BECTHHI. ITO OYeHb BaXKHO,
TNIOCKOTIbKY B CeTH testnet iefiCTBYeT HeMalo 6OTOB, IBITAIOIMXCA YKPACTh LIUPKY-
NMpylolMe B Helt MOHeThl. HenpeMeHHO 3anmiumuTe Ha YeM-HUOYAb 3TH CEKpETHBIE
paHHble! OHM BaM ellle NPUTOAATCSA B Ja/TbHENILEM VIS TIOATIMCAHMUSA TPaH3aKIMIt.

3aknioyeHue

B aroit rmaBe 6b110 NOKa3aHO, KAKMM 0Opa3oM NPOU3BOAUTCS CepUanU3aLMA
CaMBIX PasHBIX CTPYKTYP AaHHBIX, CO3[JaHHBIX B NPeAbIAYIIMX ITTaBaxX. A Tenephb
nepeiaieM K CHHTAKCMYECKOMY aHaM3y U pa3bsICHEHUIO OHATUA TPaH3aKLUMIA.
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FNMABA 5
TpaH3aKuuu

B ocHOBY 6MTKOI1Ha IIONO>KEHBI TpaH3aKuuu. IIpolle roBops, TpaH3aKLUH I1e-
PEBOMAT CPeACTBa OT OAHOTO CY6beKTa 9KOHOMUYECKON AeATENbHOCTH K APYTO-
my. Kak 6yzeT mokasaHo B I71aBe 6, TAKMMM ‘CyObeKTaMu B JAHHOM C/Tydae BbI-
CTYmaloT “yMHblE KOHTPAKThI', HO He 6yneM 3aberaTb BIepefl. BolaicHMM CHavana,
YeM ABJIAIOTCS TPAH3aKUMK B GUTKONHE, KaK OHM BBIIJIAAAT ¥ KaK aHa/IM3UPYIOTCA
CHHTAKCUYECKHU.

CocTaBnsiowme TpaH3aKLyum

B o6meM, TpaH3aKLIUA 06pa3yeTcx BCETO /IUMIIb U3 YETBHIPpEX COCTABIAAIOIINUX.
9 COCTAB/IAKIINE TAKOBBI.

1. Bepcus.

2. BBoppl.

3. BmiBOABI

4. Bpems 6/110KMpPOBKH.

[TonesHo uMeTh 06lee TpefCcTaBIeHMe 06 ITUX COCTABAAKIMX. B yacTHOCTH,
BepcuA 00603HavaeT, KaKMe JONOTHUTENbHBIE CPEACTBA IPMMEHAIOTCA B TPaH3aK-
111y, BBOAHI ONPeNe/sioT 3aTpaduBaeMble GUTKOMHEI, BBIBOAbI — KyHa OMTKOMHEI
HAaIpaB/IAIOTCA, @ BpeMsA 6/IOKMPOBKM — MOMEHT, C KOTOPOTO laHHasA TPaH3aKLIUA
CTAHOBUTCA IeCTBUTENBHON. Bce aTH cocTaBsom e TpaH3aKLuu 6yAyT IOApo6-
Hee paCCMOTPEHHI B la/IbHEMILEM.

Ha puc. 5.1 npuBeneH wWecTHafLaTePUYHBI AaMII (T.e. BBIBOJ| M3 ONepaTUBHOM
NaMATH) TUIIMYHOM TPAH3AKLMM, ITe PasHBIMM OTTEHKaMM CEpOro 0603HayeHbI
OT/JE/IbHBIE ee COCTAB/IANIIINE.

C Y4€TOM BBIIIECKAa3aHHOT'0, MBI MOXXEM IIOCTPOUTDH K/IACC TpaH3aKLUK Tx, KaK
IIOKa3aHO HMXKeE.



Puc. 5.1. Cocmasnawousue mpan3axkyuu: 6epcus, 6600bi, 6b1600bi, 8peMA OIOKUPOBKY

class Tx:
def _init_ (self, version, tx_ins, tx outs, locktime,
testnet=False):
self.version = version () ]
self.tx ins = tx_ins
self.tx outs = tx_outs
self.locktime = locktime
self.testnet = testnet (-]

def _ repr_ (self):
tx ins = "!
for tx in in self.tx ins:
tx_ins += tx_in._repr () + '\n'
tx_outs = !
for tx_out in self.tx outs:
tx_outs += tx_out.__repr_ () + '\n'

return 'tx: {}\nversion: {}\ntx_ins:\n{}tx_outs:\n{}locktime:

.format (
self.id{(),
self.version,
tx_ins,
tx_outs,
self.locktime,

def id(self): ©
"' Xem TpaH3aKWm B yOoOOYMTAEMOH mecTHanuaTepuyHoyw popme' '’
return self.hash(}.hex()

def hash(self): o
'"'Xem ycrapeBmest cepmann3alpm B IBOMYHOMN PopMe
return hash256 (self.serialize())[::-1]

191

o BBOJ.IbI M BBIBOOBI — C/IMUIKOM o6mne TNIOHATHUA, NIOITOMY 3A€CH ONpeEne/a-
IOTCA KOHKPETHBIC BBOABI TPaH3aKLIUMU. A KOHKPETHbIC TUIIBI 06bEKTOB 6YHYT

OIpefieNieHbl B Aa/IbHEHIEM.

® Yrob6bl mpoBepuTh [AHHYIO TPaH3aKLMIO Ha JOCTOBEPHOCTBb, HEOOXOXMMO

3HaTh, B KAKOJ CeTU OHa BHIMO/IHAETCS.
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® Ins noucka rpansakumit 0603peBaTeny nonpaywTcsa MetopoM id (). OH pe-
anusyer xeul-¢yHkumio hash256 Hap TpaHsakumeit B uecTHagLaTepUIHOM
dopme.

® Merox hash () peanusyer xem-¢yHkuuio hash256, BbimonHseMyo Hag pe-
3y/IbTAaTOM CEpUanM3aluy B IIPAMOM HOpAfRKe clnefoBaHus 6aittos. Cnenyer,
OJIHaKO, MMETb B BUAY, UTO MeTof] serialize () moka emie He ompefeneH, u
1o Tex nmop MeTod hash () He CMOXeT AeiiCTBOBaTb HOPMABbHO.

OcranbHas YacTb 3TOM I7IABbI MOCBAIIEHA CMHTAKCUYECKOMY aHANN3y TPaH3aK-
LML, A TIOKa YTO MBI MOXKEM ONpefeINTDb B Kacce TX CIEAYIOWIMIA METOJ IS CUH-
TAKCUYECKOTO aHa/MN3a TPaH3aKIMI:

class Tx:

@classmethod (1]
def parse(cls, serialization):
version = serialization([0:4] (0]
0 310 OOJDKEH 6bITb MeToa K/acca, HOCKOHbe B peaynb'ra're ceépuannlanumnn 6y-
JieT BO3BpallieH HOBbIit 3K3eMIuIAp 00bekTa Tuna TX.

® 3pecs mpeamonaraercs, YTO NepeMeHHOM serialization mpucBamBaercs
MaccuB 6aiTOB.

3Toro Morno 6l 0ka3aTbCA JOCTATOYHO, HO Bellb TPAH3AKUMUA MOXXET OBITH
OYeHb KPYIHOI. B npeanbHoM cnyyae ee CMHTAKCMYeCKMit aHA/IU3 JKeNaTeIbHO
IIPOM3BECTH U3 nomokd. Beib 3TO MO3BOMUT He 3aTpe6oBaTh CepUaTU3UPOBAHHYIO
TPaH3aKIUIO TIOJTHOCTBIO, IIPeX/ie YeM IIPUCTYIIUTD K €€ CUHTAKCMYeCKOMY aHa/Iu-
3y, 3aBepIIMB €ro Kak MO)XHO paHbllle MPY HEYJaYHOM MCXOJie, A CTIe0BATENbHO,
meitcTBOBaTh Gonee a¢dekTBHO. TakMM 06pa3oM, MUCXONHDIA KO AN CUHTAKCH-
YeCKOro aHa/lu3a TPaH3aKUuK OyzeT BBIIIARETD KaK

class Tx:
@classmethod
def parse(cls, stream):
serialized version = stream.read(4) 0

c e

© Merop read () no3sonut OIEepaTHBHO IIPOU3BOAUTD CUHTAKCUYECKMIA aHA/IHU3
TPaH3aKLMH, He O)KMIAA BBOJA-BbIBOJA.
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C TeXHMYECKOM! TOYKM 3PEHMA TAKOM IOAXO[ OKasbIBaeTcs Gonee MpeamnoyTy-
Te/IbHbIM, TIOCKO/BKY B Ka4ecTBe IIOTOKA MOXET C/TY>)KUTb COKETHOE COefUHEHMUE
B CETM WM AecKpUnTop daitna. CUHTAaKCUYECKHit aHaMU3 CONEPXKMMOTO IIOTOKa
MOJXHO HayaTb Cpa3y, a He X/JaTb 3aBeplIeHMs Nepefayy BCeX NaHHBIX MM Tpef-
BapUTeNbHOro UX yTeHusa. Onpee/leHHbIN BhIIE METOR parse () 6yaeT B cocTo-
sHUM 06pabaTbiBaTh M000I MOTOK M BO3BpallaTh MMEHHO TOT 06BeKT THNa TX,
KOTOPBIJf HaM TpebyeTc.

Bepcua

Ecnu oTo6pakaercss HoMep Bepcuy KaKOro-HUOYAb NporpaMMHOI0 KOMIIOHEH-
Ta (KaK, HalIpuMep, Ha puc. 5.2), 3TOT HOMep NpeAHa3HaYaeTCA ANA NPefoCTaBIe-
HUA NONy4aTeNo CBefeH!H O NPUBA3KE JAHHOrO KOMIIOHEHTa K YKa3aHHOM Bep-
cun. Tak, ecnmu Bbl paboTaete B onepanuoHHoi cucreme Windows 3.1, Homep ee
BEpPCUM CYILECTBEHHO oTnM4aeTcA oT Bepcuu Windows 8 unmu Windows 10. Bur
MO>KeTe, KOHEYHO, 060iTHCh U Ha3BaHMeM “Windows” onepalMOHHO CHUCTEMBI,
HO €C/IM BBl YTIOMAHETE ¥ HOMEP €€ BEPCUM, OH IIOMOXKET BaM BCIIOMHUTDb UM BBI-
ACHUTD ee QYHKLMOHA/IbHbIE BO3MOXHOCTH M uHTepdeiick API, ucnonbayemere
ANA IpOrpaMMUpPOBaHMA.

Puc. 5.2. Bepcus mpansaxyuu

AHaJ/IOTMYHO Y TpaH3aKLUMit OUTKOIHA UMEIOTCA CBOM HoMepa Bepcuit. Kak mpa-
BW/IO, TPaH3aKIUA OMTKOHA MeeT HOMep BEPCUM, paBHbIA 1, HO MHOIA OH MoO-
XeT 6bITb paBHBIM 2. B 4acTHOCTH, A1 TeX TPaH3aKLMA, B KOTOPBIX IPUMEHAETCA
Ko onepauuu OP_CHECKSEQUENCEVERIFY mo npoTtokony BIP0112, Tpe6yerca
HoMep Bepcun 6onbine 1.

ObparuTte Ha puc. 5.2 BHMMaHME Ha TO, YTO HOMEpP BEPCUM TPaH3aKLMM 060-
3Ha4YaeTCA B IIeCTHafLaTepuyHo!i ¢popme kak 01000000, koTopass He OYeHb IIO-
x0>xa Ha HoMep Bepcuu 1. Ho B mecTHaguatepudnoit popme HoMep 1 dpakTudecku
MHTEPIPETUPYETCA KaK L[e/I0e YMC/IO B IPAMOM MOPAZAKE C/IEKOBAHMA 6AMTOB, KaK
obcyxaanocho B IiaBe 4.
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YnpaxHeHue 1

Hanuummure HOBYI0 BepCuIO TOM 4YacTU METOfa parse (), rjae NMpoOU3BOAUTCA
CMHTAaKCUYeCKNIt aHa/mM3 TpaH3akuuu. UTo6bI cenaTh 3TO Haf/IeXalMM o6pasom,
BaM npuperca npeobpas3opaTh 4 6aiiTa B LjelI0e YUCIIO, IPECTaBIEHHOE HaiiTaMu
B IIPAMOM IOPAMIKE UX CTIEOBaHUA.

Bsoabi

Kaxsiit BBOI yka3blBaeT Ha BbIBOJ IpeNbIAyLIel TpaH3akuuu (puc. 5.3). 1o
06CTOATENBCTBO TpebyeT NOMOMHUTEIPHOIO Pa3biACHEHUs, eC/IM OHO He BIIO/HE
O4eBMAHO [TOHAYATTY.

Puc. 5.3. Beodv mpaHsaxyuu

Ha BBOmax TpaH3akiuyu 6UMTKOHA PacXORYIOTCA BBIBOABI IIPEABIAYILLEN TPaH-
3aKIMK. ITO O3HAYAET, YTO OMTKOVHBI JO/DKHBI OBITh MIOTYYEeHBI, IPeXe YeM OHM
6ynyT nmoTpadeHsl. BBOABI TPaH3aKIUMM CCHUTAIOTCA Ha OMTKOMHBI, KOTOpBIE IPH-
HaJi/IeXXaT uX Blafenbuy. s KaXaoro BBOAA TPeOYyIOTCA C/IeNyOLUIMe COCTABIA-
17031197 A

e CchlnKa Ha IONTY4eHHbIe paHee OUTKOMHDIL.

o TloaTBepK/ieHMe, YTO OHM NPUHAI/IEXKAT CBOEMY BJIafie/Iblly, KOTOPBIf MMeeT
IIPaBO UX MOTPATUTh.

Bo Bropoit cocrapnsmwoeit npuMenAeTcsa anroput™ ECDSA (cM. rmasy 3). Bam
KaK Brafienblly 6MTKOMHOB BPAJ MU 3aXOYeTCH, YTOObI MOATBEPXKAEHME UX IIPH-
HaJI/IEXXHOCTH TMYHO BaM ObUIO KeM-TO IOARENaHO, ¥ II0O3TOMY 6O/MBLUIMHCTBO BBO-
OB TpaH3aKLMI COlEP>KAT MOAIMCH, KOTOPbIE MOTYT CReNaTh TOMBKO B/IafI€/IbIIbI
CEKPETHBIX KITI0Yeit.

Ilone BBOMOB TpaH3aKLMM MOXET COMIEPXKAaTh He OMH BBOJ. ITO MOXHO CpaB-
HUTb € ynorpebneHneM OFHOrO CYeTa /A OIIaThl TPamne3sl CTOMMOCTBIO 70 JON-
nmapos CIIIA unu gByx cueros Ha 50 u 20 gonnapos CIIIA. B nepsoM ciydae
TpebyeTca Mub OfMH BBOJ (B JAHHOM C/Iy4ae — CYeT), a BO BTOPOM Cllyyae —
nsa BBofia. Ho unorga BBooB MoxeT 6biTh M 6omnbute. Ilo aHamoruu Tpamnesy
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croumoctsio 70 gonnapos CIIA MoxHO onnatuTh 14 cyeTamu 1o 5 fonnapos
CIIA unu gaxke 7000 cyeTamMy 0 OHOMY LIeHTY. DTO paBHO3Ha4YHO 14 unu 7000
BBOJIaM TpPaH3aKIINK.

KonnyectBo BBOXOB yKa3biBaeTcA NOCIe BepCcuM TpaH3akuum. Tak, Ha puc. 5.4
OHO BBIfIe/IEHO CBETNIO-CEPbIM U paBHO 01.

Puc. 5.4. Konuuecmso 860008 mpaHsaxyuu

Kak BuauTe, Konmu4yecTBO BBOROB 0003HayeHO 6aittoM 01, a CIeROBATENBHO, ¥
JaHHOJ TpaH3aKUMM MUIIb OfMH BBOA. M 3mech MOXXeT BOSHMKHYTb MCKYIIEHME
NOTYCTUTDb, YTO KOMMYECTBO BBOAOB TPaH3aKLMM Bcerfa 0603Ha4aeTCsA ORHUM
6ajiToM, HO Ha CaMOM Jie/ie 3TO He TaK. Bembp oauu 6aitT coctout u3 8 6uTOB, a
CNIefOBATENbHO, ONHUM 6aifTOM Helb3s BHIPA3UTb KOMMYECTBO BBOJOB CBbIIIE 255.

Y 3mech BCTynamT B feitcTBMe sapuarmpt. COKpalleHHO BapMaHT o603Hava-
eT nepemenHoe yenoe (variable integer), T.e. cmoco6 KoaMpOBaHUA LI€/IOTO YMCIA
KONMU4YecTBOM 6aitToB B mpefenax oT 0 Ao 2% — 1. Jlna o6o3HauYeHUA KOMMYECTBA
BBOJOB TPaH3aKUMM MOXHO Obl/10 6bl, KOHEYHO, BCeTda pe3epBUpOBaTh 8 6aiToB,
HO 3T0 6b1/10 6b1 HAapacHOM TPaToit CBOOOKHOrO MeCTa, eC/IM MPEAIIONaraeTcs oT-
HOCHUTENIbHO HebOo/blI0e KOMMYECTBO BBOROB (Hampumep, MeHbiue 20), 4TO, Kak
IIPaBUIO, XapaKTePHO ANA OOBIYHONM TPaH3aKUMM. A BaAPMAHTHI IOMOTAIOT CIKO-
HOMUTb cBoGogHOe MecTo. [IpMHUMI UX RENCTBUA MOACHAETCA B IPUBEAEHHOM
HMOKe pasferne.

BapwaHTbl

BaPMaHTbI KaK IEpEeMEHHDbIE L E€/NbI€ YMCTA J.Iel‘"(CTB}WOT o CIEAYIOINM IIpABU/IaM.

e Ecnu uncno Menblue 253, OHO KORMPYeTCA ogHMM baitToM (Hanpyumep, 100
> 0x64).

e Ecnu 4Mcno HaxORUTCA B IIpefenax oT 253 fo 2% _ 1, To cHa4yana KOaupy-
eTca uncno 253 ogumMm 6aittom (£d), a saTeM 3aganHoe ymMcno — 2 6aitra-
MM B IIPAMOM IIOPASIKE UX C/IENOBaHUA (Hampumep, 255 > 0x£d££00, 555 >
0xfd2b02).
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¢ Ecmu uncno Haxomurca B npegenax ot 2'¢ no 2°2 - 1, To cHavana Kogupyercs
yucno 254 oguum HaittoM (fe), a 3aTeM sagaHHOe 4UMCIO — 4 6aiTaMyu B
IIpAMOM TIOpPAAKeE UX CefoBaHMA (HanpuMep, 70015 > 0xfe7£110100).

e Ecmu umucno Haxogutca B npefenax ot 2% go 2% - 1, To cHavana Kogmpy-
eTcsa uucno 255 oguum GaittoM (££), a 3aTeM 3amaHHOe uucio — 8 6ait-
TaMy B IIPAMOM IOpPANKe UX clefoBanua (Hanpumep, 18005558675309 >
Oxff6dc7ed3e60100000).

[ CMHTaKCM4eCKOTo aHaaM3a M CepuaIus3auMy Mojeit BApMAHTOB MOXXHO BOC-
TI0/Ib30BATHCA CIERYIOIMMM ABYMA QYHKUMAMM U3 UcXoaHoro ¢altna helper.py:

def read varint(s):

"1'97a QyHKUMA UMTAET NEPEMEHHOe LeJIoe YMCI0 u3 moToka"

i = s.read(1l)[0]

if 1 == Oxfd:
# 0xfd osHavaeTr crnegyoume nBa OarTa, oGo03HAavaLUMeE YMUCIIO
return little endian_to_int(s.read(2))

elif i == 0Oxfe:
# Oxfe o3HauaeT crnenyoupe ueTHpe OaiTa, ofO3HavUawUpe UUCIO
return little endian_to_int(s.read(4))

elif i == 0Oxff:
# Oxff os3HavaeT ciedypupme BoceMb BaiTOB, OOO3HAYANUMX YMUCJIO
return little endian_to_int(s.read(8))

else:
# BCe oCTanbHOE fABJISETCS BCETO JMlb LEeJsM YMCIIOM

return i

def encode_varint(i):

'Y KogupyeT npesoe wumucao B BUpe BapuaHra'''’
if 1 < Oxfd:

return bytes([i])
elif 1 < 0x10000:

return b'\xfd' + int_to_little endian(i, 2)
elif i < 0x100000000:

return b'\xfe' + int to little endian(i, 4)
elif 1 < 0x10000000000000000:

return b'\xff' + int to little endian(i, 8)
else:

raise ValueError('integer too large: {}'.format(i))

®ynkuma read_varint () 4MTaeT U3 MOTOKA BapMaHT B 3aKOAMPOBAHHOM BufE
¥ BO3BpallaeT lenoe uucno. A ¢pyHkima encode_varint () pgemaer coBepiieHHO
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obparHoe, T.e. IPMHMMAET LI€NI0€ YMC/I0 ¥ BO3BPAIAaeT BapMAHT B 6aifTOBOM Ipeq-
CTaBNIEHUH.

Kaxxpp1it BBOJ COCTOMT U3 YeThbIpeX Nnosnei. [[Ba epBbIX OIS COepXaT CChIIKU
Ha BBIBOJ IIpeAbIAYIIell TpaH3aKLMM, a B ABYX IOC/TEAHMUX IO/IAX ONpefenseTcs
MOPAMOK pacXoJoBaHMs BBIBOAA NpebIAylLeit TpaH3akuuyu. Huke npusemgeHo co-
Aep>KUMOe ITUX TOJIEN.

o MnentuduxaTop npembIAyLIeil TPaH3AKILIMN.
e MHpekc npenbinyeit TPaH3aKIMN.
e Cuenapui ScriptSig.

s JlocmemoBaTenbHOCTb.

Kax noscHanoce Bblllle, KOXAbIA BBOJ COREPXKMUT CCHIIKY Ha BBIBOJ IpeRbIAY-
weit TpaH3akuuy. VaeHTHPUKaTopoM npensIAyILeif TpaH3aKLMK CIY>KUT pPe3y/ib-
TaT BHITOMHeHMUA Xxell-¢yHkuuyu hash256 Hapg comep>kMMBIM IpepbIAyIIeif TPaH-
3aKuMK. DTUM IpefbIAyINas TPAaH3aKUUA ONpeReNsaeTca OFHO3HaYHO, TOCKONbKY
BEPOATHOCTb KON/MM3MM Xell-QYHKIMI B JAHHOM CTydae HeBeMKa.

Kak craHer sicHO B lanbHel1eM, Y KaXI0i TPaH3aKLMM HO/DKEH 6BITh XOTA 651
OfVH BBIBOM, XOTA UX MOXeT 6bITh M MHOTO. [I0oaToMy Heo6X0mMMO TOYHO ompe-
IeNUTD, KAKOJ MMEHHO BBIBOJI PACXORYeTCS B CAMOL TPaH3aKIMM, YTO 3adUKCHpO-
BaHO B MHAEKCe NpefbIAyIeit TpaHsakuuy. CrenyeT, OZHaKO, UMETb B BUAY, YTO
naeHTUOUKATOp NMpeabIAyIneil TpaH3aKUMM NpencTaBned 32 6aiTamy, a ee MH-
leKc — 4 6aliTamu, mpudeM B IPAMOM NOPAAKE UX C/TIENOBaHUA.

Cuenapmit ScriptSig MmeeT oTHOWIEHNE K A3BIKY SCript AN HANIMCAHMA YMHBIX
KOHTPaKTOB B OMTKOJHe, TOAPOOHO paccMaTpUBaeMoOMy B I7IaBe 6. A O Tex IOp
cueHapuit ScriptSig MOXKHO paccMaTpMBaTh KaK CPeACTBO A/IA OTKPHITUA 3amep-
TOTO Ha K/TIOY J€HEXHOTO SLIMKA, YTO MOXKET CAENaTh TONMbKO B/Iafiefiel] BHIBOAA
TpaHsakuun. [Tone ScriptSig nMeer nepeMeHHy10, a He GUKCMPOBAHHYIO AIMHY,
KaK GONBIIMHCTBO PacCMOTPEHHBIX O CUX Mop noneit. Y mockonbky mnone nepe-
MEHHOI IMHBI TpebyeT TOYHOTO ONpPEeNe/eHNA ero ANMMUHBI, OHO NpelBapseTcs Ba-
PMAHTOM, B KOTOPOM YKa3bIBaeTCA €0 [UIMHA.

[TocnenoBaTenbHOCTD NepBOHAYATBHO 3aAYMbIBA/Iach Kak crnocob obpaleHns ¢
noneM 6710KMpOBKM BpeMEHM MIs coBeplieHus Toro, yro Caromm HakaMoro Ha-
3BaJ/l “BBICOKOYACTOTHBIMY CAeMKaMK™ (cM. IpuBefeHHYIo Aanee Bpe3ky “Ilocneno-
BaTe/lIbHOCTb M BpeMs 6mokupoBkyu” ). Ho B HacTosIee BpeMa NIPMMEHAIOTCA CIIO-
co6 RBF (Replace-By-Fee — 3ameHa TpaH3akuuy ¢ OBBILIEHUEM IITIATH 32 Hee) U
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onepauus OP_CHECKSEQUENCEVERIFY. ITocnenoBarebHOCTD TaKxe npeacTaBie-
Ha B IPAMOM IIOpAZIKe cefoBaHMUsA 6aiiTOB ¥ 3aHMMaeT 4 HaifTa.

Onucannble BbIIIE NONSA BBOAA TPAH3aKLMM BbIfle/leHbl Pa3HBIMM OTTEHKaMM
ceporo Ha puc. 5.5.

Puc. 5.5. ITons 8600a mpansaxyuu: udenmupuxamop u unoexc npeovioyuseti
mpansaxyuu, cuenaputi ScriptSig u nocnedosamensHocms

MocnepoBaTenbHOCTD U Bpems 61’IOKMPOBKM

ITepBonavamsHo Catoryn HakaMoTo Tpe6oBanoch, YTOOBI O/ IOCIEA0BATENbHO-
CTY ¥ BpeMeHM G/IOKMPOBKYM MCIIONIb3OBA/IACD [/I COBEPIIEHMS TaK Ha3bIBA€MbIX
“BBICOKOYACTOTHBIX cAie/IoK . [10 CyIIecTBY, OH IpenycMaTpuBal CIocot B3aUMHOM
OI/IaTBI TOPTYIOLIMMY CTOPOHaMM 6e3 coBepleHNs HOBIIOTO YMC/IA TPAaH3AKLUK
B Llenouke 61okoB. Tak, ecnmu Anuca mnatut Boby 3a uro-HuGyab ofHO X 6UTKOI-
HOB, a Bo6 mnatut Anuce 3a 4To-HUOYAb ApPYTOe y GUTKOMHOB (HalpUMep, ecnu
X > y), To Anuce HOCTAaTOYHO 3aIIaTUTh X — Y GMTKOMHOB BMECTO TOTO, YTOObI
COBepLIaTh /IBe OTAE/NbHbIE TPAH3AKUMYU B LieNOYKe 610K0B. TO Xe caMoe MOXHO
6b1710 6b1 cAieMaTh M B TOM Clydae, ecm 661 Amuca u o6 cosepumau 100 B3aum-
HbIX TPaH3aKLMIA, a CIEOBATENIbHO, TAKOJ CIIOCO6 MO3BOMAET CBECTH Le/IBII AL
TPaH3aKUMIl K eAMHCTBEHHO TpaH3aKUUM,

3ampicen Caromu HakaMOTO COCTOAN B TOM, YTOOBI HENPEPHIBHO OGHOB/IATD MM-
HU-XKYPHAJl yyeTa olepalyit MeXAy TOPTYOMI CTOPOHAMM, YCTaHAaB/IMBAEMbIi
B nenouyke 6mokoB. Caromyu HakaMoTo HaMepeBajicst UCIIO/Ib30BATh IOJIA MOCTIE-
JIOBaTeNIbHOCTU ¥ BpeMeH! OTIOKMPOBKY A/ OOHOB/IEHUs TPaH3aKUMK IIPY BHICO-
KOYaCTOTHOM CJie/Ike BCAKMI pas3, KOIZia MeX/Y TOPTYIOLMMY CTOPOHAMM IPOMC-
XOfiu/1a HOBas OI/IaTa. Y TpaH3aKLMMU TOProBOM CAENKM ZO/DKHO 6bUIO OBITH fBa
BBOJIa (OIMH — OT AyuCHI, a Apyroit — oT bob6a) 1 gBa BbIBOAA (OfMH — K Asnce,
a upyroit — x Bo6y). TpaHsakuusa TOproBoit cleNKy Jo/kHa 6bl/la Ha4MHATHCA C
HY/IeBOJ! TIOC/IEIOBATE/IBHOCTBIO M OTAA/IEHHBIM BpeMeHeM OI0KMpPOBKY (HAIpy-
Mep, 4epe3 500 6710koB, 4TOOBI OHa Obl/a AeCTBUTENbHA B TedeHue 500 6710KOB).
10 Mo/mKHa 6bIma OBITh OCHOBHAA TpaH3aKUMA, rae y Anuckl ¥ Bo6a 6y 651
OJMHAKOBbIe B/IOXKEHHDbIE UMM CYMMBbL.
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Ilocne mepBoy TpaH3aKuuy, rae Anmnca mnatuT boby x 6MTKOIHOB, MOCIENOBa-
TeNIbHOCTb KaXAOTO BBO/la IO/DKHA CTaTh PaBHOIL 1. A 10C/e BTOPOiA TPaH3aKIMHy,
rae bo6 nmatur Anuce y 6UTKOIHOB, OHa JO/KHA CTaTh paBHOMN 2. [Togo6HBIM
Croco60oM MOXXHO 6bI/I0 6bI CBECTH MHOTHE OTUIATHI K efMHCTBEHHO! TPaH3aKLUK
B LlenoYKe 6/I0KOB, NPY YCIOBUM, UTO OHM NPOM3OLUIA IO MCTEUEHUS] BPEMEHM
6/10KMPOBKHY.

Ho, k coxarnenuio, Takoif croco6, kak 651 TOBKO OH HU ObUT NpUAYMaH, TO3BO/LAET
[OGBITYMKY KPUIITOBA/TIOTHI OYEHb JIETKO COBEPILMTD NOMIOT. B paccMaTpuBaemMom
3fiecb pUMepe TaKUM ROOBITYMKOM KPUIITOBAMIOTHI MOT 6b1 6b1Th F06, KOTOpO-
My HMYero He CTOM/IO Gbl IIPOCTO IIPOUTHOPUPOBATh OOGHOBIEHHYIO TPaH3aKILMIO
TOProBOM CHENIKM C HOMEPOM INOC/IENOBATENIBHOCTH 2 Y JOOBITH TPaH3aKUMIO TOP-
TOBOM CHIEIKM C HOMEPOM MOCNENOBATENLHOCTH 1, TeM caMbIM 06MaHyB AJUCY Ha
y 6uTKOiHOB. B manbHertueM 6511 MpuAyMaH 6o/lee COBEPIIEHHBINA COCO6 ¢ TaK
Ha3blBaeMbIMM “IUIaTEXXHBIMM KaHalMaMy B KadeCTBe OCHOBAHMA [/iA NMPOTOKO/A
Lightning Network (MonH1eHOCHas ceTb).

MTaK, 3HasdA, 4YeM AB/IAKTCA IO/ BBOAOB TpaH3aKLU MM, MOXXHO TENEPb NPUCTY-

IMTh K CO3AaHuIo Kacca TxIn Ha s3bike Python cnegyromum o6pasom:

class TxIn:
def _ init_ (self, prev_tx, prev_index, script_sig=None,

sequence=0xffffffff):
self.prev_tx = prev_tx
self.prev_index = prev_index

if script sig is None: (1]
self.script sig = Script()
else:

self.script_sig = script_sig
self.sequence = sequence

def _repr (self):

return '{}:{}'.format(
self.prev_tx.hex(),
self.prev_index,

)
Cranpaptho mone ScriptSig mycroe.

IIpuBeneHHBIN BhIlle K/Iacc TpebyeT HEKOTOPBIX NMOACHeHMI. Bo-mepshix, B

HeM He 3afjlaHa CyMMa JUIA KaX/Oro BBOJIA, TIOCKO/bKY 3aTPaThl HEM3BECTHHI 10
TeX Mop, NMOKa B 6/ok4eitHe (T.e. B Lienoyke 6710k0B) He 6yNyT 06Hapy>KeHBI U3-
pacxofoBaHHble TpaH3aKuuy. VM BO-BTOPHIX, HEM3BECTHO JiaXe, OTIMPAET /M, TAK
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CKa3aTb, TPAH3AKLMA HY>XHbIN JEHEXHBIA ALIMK, €CTTM HUYETO HEU3BECTHO O Ipe-
ABIAYLUEN TpaH3aKLUU. B KaXXa0M y3/ie JOMKHO POBEPATHCA, OTIIMPAET U AaH-
Hasg TPaH3aKUUA HY>XXHBINA JeHEeXHBIA ALIMK M He TPATATCA /U IIPU 3TOM HeCylle-
CTByIOLL[ME 6uTKoitHbI. O TOM, KakK 9TO fe/IaeTcs, peyb MOHeT B ITIaBe 7.

CuHTaKCcUYeCKMN aHanus cueHapues

Bornee nogpo6HO 0 cMHTaKCHMYECKOM aHanu3e CleHapueB Ha A3biKe Script peds
TOJAfieT B I71aBe 7, a IIOKa npeobpasyeM o6beKT Tuna Script U3 mecTHafuaTepuy-
Hoit dopmbl B popmy Python, xak nokasano Hinke.
>>> from io import BytesIO
>>> from script import Script (1]
>>> script_hex = ('6b483045022100ed81££192e75a3£d2304004dcadb\
746fa5e24c5031ccf ¢£2132000277457¢98£02207a986d955¢chelcb35d446a\
89d3£56100£4d7£67801c31967743a9c8\el0615bed01210349fc4eb31e3624a\
545de3£89£5d8684c7b8138bd%4bdd531d2e213bf016b278\a")
>>> stream = BytesIO(bytes.fromhex(script_hex))
>>> script_sig = Script.parse(stream)
>>> print(script_sig)
3045022100ed81££192e75a3£d2304004dcadb746fa5e24c5031ccfcf21320b\
0277457¢c98£02207a986d955c6e0chb35d446a89d3£56100£4d7£67801c\
31967743a9c8e10615bed01 0349fc4e631e3624a545de3£89£5d8684c7b\
8138bd94bdd531d2e213bf016b278a

© Dbonee nogpobHo knacc Script paccMaTpuBaeTcs B I/IaBe 6, a celfyac IpoCTo
y6emutecs, 4To TpeGyeMbIit 06bEKT CO3AaH B MeToAe Script.parse().

YnpaxHeHue 2

Hanumure Ty yacts MeToma parse () u3 Kmacca Tx u MeToAa parse () u3
Knacca TxIn, KOTOpas OTBEYaeT 32 CMHTAKCUYECKUI aHA/IU3 BBOAOB TPaH3aKLUMU.

BuiBoabl

Kak ymommHanoch B IpeAbIAyLIeM pasferie, BLIBOA TPAH3aKIMM ONpeesserT,
Kyla UMEHHO HANpaBIAITCA GUTKOMHBL Y KaXK[oi TPaH3aKLMM AO/DKHO OBITH
OT OfHOTrO M 6onblle BHIBOAOB. A 3adeM BooOlLe MMeTb 60/blIe OFHOTO BhIBOAA?
Benp ans o6MeHa MOXKHO, HarpuMep, 060ifTuch U GpopMMUpoBaHMeM MaKeTa TpaH-
3aK1{Mi1, YTOOBI 3aIUIATUTDH CPa3y MHOTUM JIML}aM BMECTO TOTO, 4ToObl popmupo-
BaTh 110 OAHOM TPaH3aKLUM ANA KaXAOTO /M1, TpeGylolero GUTKOMHBI K OIIaTe.
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Cepuanusauus BHIBOOB, KaK ¥ BBOJIOB, HAUMHAETCA C YKa3aHUA KOIMMYeCTBa
BBIBOZIOB B BMJ€E BapMaHTa. TaK, Ha puC. 5.6 3TO KOMMYECTBO BBIfIE/IEHO CBET/IO-
cepbIM U paBHO 02,

Puc. 5.6. Konuuecmeo 6v180008 mpan3saxyuu

Kaxxasiit BbIBOJ TPAaH3aKUMM COCTOMT M3 ABYX IIO/IeH: CyMMBbI M CLieHapus
ScriptPubKey. Cymma o603HayaeT KOIM4IeCTBO IIPUCBOEHHBIX GUTKOMHOB 1 YKa3bl-
BaeTCcA B eAMHMIAX, Ha3bIBaeMbIX “‘caTowmn” M cocTasasiommx 1/100000000 gomio
6uTKOHA. DTO NO3BOAAET OYeHb TOYHO JEIUTh OUTKOMHBI BIIOTh Ao 1/300-i
pony ueHTa CIHIA (Ha MOMEHT HaIIMCaHMUA HAHHOM KHMUIU). AGCOMIOTHBIN MaKCH-
MYM [AaHHOM CYMMBI COCTaB/IA€T aCMMIITOTUYECKUI ITpefieN, paBHbI 21 MUWUIMOHY
6utkoitHoB Mu 2100 TpummmonaM Catoum. 3Ta cyMMa okasbiBaeTcs Gonbure 2%
(T.e. oKOMO 4,3 MM/IIMApAa), A C/IEAOBATEeNbHO, OHA XpaHUTCA B 64 6uTax wam 8
6aiTax, KOTOpble CEpUATU3YIOTCA B IPAMOM MOPAAKE UX C/IEROBAHMUA.

Cuenapuit ScriptPubKey, kak u cuenapuit ScriptSig, MMeeT oTHOlIeHNe K A3bI-
Ky Script, ucronb3yeMoMy A/ HalMCaHUS YMHBIX KOHTPAaKTOB B 6uTKojiHe. [laH-
HBIiA CLIeHapyUI MOXHO pacCMaTpMBaTh KaK 3allepThiil HAa K/IIOY JIeHeKHbIN ALMK,
KOTOPBIN MOXKET OTKPBITh TO/NBKO B/Iafie/Iel] K/II0Ya OT 3TOTO ALIMKA. ITO MOXKHO
CPaBHMTb C OOHOCTOPOHHMM CelipOM, KOTOPBIif MOXET IMPUHMMATb BK/IAfbl OT
KOr'O YTOJHO, HO OTKPBITh €r0 MOXKET TO/MbKO BJafesel AaHHoro ceitda. Bonee
noppo6Ho cueHapuit ScriptPubKey paccmarpusaercs B rnaBe 6. Ilone cueHapus
ScriptPubKey, kak u none crienapusa ScriptSig, uMeeT mepeMeHHyI0 IIMHY, KOH-
KpeTHOe 3Ha4YeHMe KOTOPOJ YKa3bIBAe€TCA B BapMaHTe Nepe CAMUM IIO/IEM.

OnucanHble BbIlE N0/ BbIBOAA TPAH3aKUMM BbIie/IEHb! Pa3HBIMM OTTEHKaMM
ceporo Ha puc. 5.7.

Puc. 5.7. Ilons 618008 MpaH3aKUUY, 8 KOMOPBIX OMOBPANAIOMCA 0OCMYNHAR
cymma u cuenaputi ScriptPubKey (nocneonuii — no undexcy 0)
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Muoxectso UTXO

Coxpamenne UTXO o603HayaeT 861600 Heu3pacxo0osanHsix mpanaxyuti. Bes co-
BOKYTIHOCTb BHIBOJIOB HEM3PaCXOJOBaHHBIX TPAaH3aKUMM B 060/ JaHHBIA MOMEHT
Ha3biBaeTca mHowecmeom UTXO. Takue MHOXECTBA BaXKHBI IIOTOMY, YTO B /T1060it
MOMEHT BpEMEHM INPENCTAB/IAIT BCe JOCTYIHbIE /1A PacCXOOBaHMUA MM HaXOMsA-
wuecs B obpamennn 6utkoitHbl. MHoxxecTBo UTXO momkHO OTCIeXMUBaThCs B
TIO/IHBIX Y3/1aX CEeTH, a ero MHAEKCHUPOBaHME YCKOPSET NMPOBEPKY AOCTOBEPHOCTH
HOBBIX TPaH3aKUMA.

Hanpumep, cobmocTut mpasuio, 3anpeaiouiee JBOMHOE pacXof0BaHue, HETPYA-
HO, Halis BHIBOJ, Npeabiaylient TpaH3akuuy B MHoxecTBe UTXO. Tak, ecnmu Ha
BBOJIe HOBOM TPaH3aKUMM MCIIOMb3YETCA BBIBOJ TPaH3aKLMM, OTCYTCTBYIOLIMIA B
MuoXxecTBe UTXO, 3T0 03HayaeT MOMNBITKY ABOMHOIO pacXof0BaHUA MM YIIOTpe-
671eHMA HeCYILEeCTBYIOLETO BLIBOAA, @ CTIEHOBATE/NbHO, TaKasA ONEpPALUA CUUTAETCH
HefelicTBUTENbHOM. VIMeTh B cBoeM pacniopsikerun MHoXecTBo UTXO ymobHo u
V1A IPOBEPKM JOCTOBEPHOCTM TpaH3akumit. Kak 6yneT nokasaHo B raBe 6, YToOb
NpOBEPUTDb TPaH3aKUMIO Ha JOCTOBEPHOCTb, HEOOXOAMMO HAMTH CYMMY U CLieHa-
puit ScriptPubKey u3 BeiBofja npenbigylLelt TpaH3akuuu. [103ToMy, MMes B CBO-
eM pacnopspkenuy MHOXecTBO UTXO, MOXHO 3HaYNTe/IbHO YCKOPUTb IIPOBEPKY
TPaH3aKUyii Ha JOCTOBEPHOCTD.

Tenepb MOXKHO IPUCTYNIUTD K ONpefeneHnIo Knacca TxOut, nNpeacTaB/AOIIero
BBIBOJIbI TPaH3aKIMH, KaK TIOKa3aHO HIUXKE.

class TxOut:
def __init (self, amount, script pubkey):
self.amount = amount
self.script pubkey = script pubkey
def _ repr (self):
return '{}:{}'.format (self.amount, self.script pubkey)

YnpaxHeHue 3

Hanmmmre Ty yacTh MeToga parse () u3 knacca TX M MeToAa parse () U3 Kiac-
ca TxOut, KOTOpasA OTBEYaeT 3a CMHTAKCUMYECKUIT aHa/IU3 BbIBOJOB TpaH3aKLIUU.
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Bpems 6nokupoBKu

Bpems 6710KMpPOBKM — 3TO CIIOCO6 OT/IOXKMTH TpaH3akuuio Ha BpeMa. Tak,
TpaH3akUusA cO BpeMeHeM 610KkupoBkM 600000 He MOXeT BOATH B 6/10KYEH RO
Tex Iop, NTOKa He 6yfeT RocTUTHYT 610k 600001. [leppoHavanbHO BpeMsa 610KHM-
POBKM MHTepPIPETMPOBANOCh KAaK CIOCO6 COBEpIIEHMA BBICOKOYACTOTHBIX CHENOK
(cM. pasgen “IlocmenoBaTennbHOCTD M BpeMs GIOKMPOBKYM ', IPMBEAEHHYIO paHee B
3TOJ I7IaBe), YTO OKasanoch HebezomacHo. Ecnmu Bpemsa 6nmokupoBky 60mbiie uin
paBHo 500000000, TO OHO CTY>XMT B Ka4eCTBE OTMETKM BPEMEHM B ONE€PALIMOHHOMN
cucreMe Unix. A ecnu BpeMs 610kupoBKy MeHslize 500000000, To oHO 0603HavYaeT
HoMep 6rmoka. TakuM 06pa3soM, TPaH3aKLMMU MOTYT ObITh HMOANMCAHBI, HO HE U3-
pacxoJoBaHbI 10 TexX NOP, MOKa He HaCTaHET OINpeMle/IEHHbII MOMEHT BpeMeHM B
cucreMe Unix uny He 6yfeT [OCTUTHYTa ONpeNeNleHHas BBICOTA 6/10Ka B lieNOYKe
6moKoB.

>

Korpa Bpema 6NOKMpPOBKM NrHOpUpYyeTca

|
|

BpeMsa 610KMpOBKM UTHOPUPYeTCS, eCIM HOMepa IOC/Ief0BaTebHO-
CTeN AmA Kaxpaoro BBofa paBHbl fEEFEEELE.

Ceprnanusaumusa BpeMeHM GIOKMPOBKM OCYIECTBIAETCA B NPAMOM IIOpPAAKe
cnefoBaHuA 4 6aifTOB, KaK BBIIENIEHO CepbIM Ha puc. 5.8.

Puc. 5.8. Bpems 6noxuposxu

[aBHas TPYAHOCTb B IPUMEHEHUM BPEMEHM GIOKMPOBKM COCTOMT B TOM, 4TO
y nonyvaTens TpaH3aKLMM HET HMKAKOM YBEPEHHOCTH, YTO OHA OKXeTCA NpHu-
TOA{HOJ, KOT/{a IPUAET BpeMa GMOKMPOBKMA. ITO MOXHO CPaBHUTb ¢ 6aHKOBCKMM
9eKOM, KOTOPBIif JaTMPOBAH 3aHMM YMC/IOM U OT OIIATHI KOTOPOTO MOXXHO OTKa-
sarbcs. OTIpaBUTeNb TPAaH3AKUUK CO BpeMeHeM O/IOKMPOBKM MOXET M3PacXofo-
BaTh ee BBOADI €lile A0 TOT0, KaK OHa BOMJeET B 6/IOKYENIH, B Pe3y/IbTaTe Yero TakKas
TPaH3aKUMA CTaHeT HeeCTBUTENbHOI BO BpeMsa 6/I0KMPOBKM.

o nossnenus npotokona BIP0065 BpemsA 6M0KMPOBKM IpUMEHs-
nock orpaHumyeHHo. A B mportokone BIP 0065 6bina BBemeHa omepauus OP
CHECKLOCKTIMEVERIFY, 6marofaps KOTOpo# BpeMs ONOKMPOBKM CTajo
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IPMHOCUTD GOTIBIYIO ONB3Y, ieNasd BHIBOA, HEM3PACXOAOBAHHBIM A0 TeX HOp, Moka

HE€ HACTYIIUT OIIpEAE/IEHHOE BpEMA 6HOKHpOBKM.

YnpaxHeHue 4

Hanumure Ty yacTh MeTofia parse () u3 knacca Tx, KOTOpas OTBEYaeT 3a CUH-

TaKCUYeCKUit aHaMM3 BpeMeHU GTOKMPOBKM.

YnpaxHeHue 5

Yto copepxxut none ScriptSig Ha BTopoM BBogE, none ScriptPubKey — Ha nep-
BOM BBIBOJIE Y I1071€ CyMMbl — Ha BTOPOM BbIBOJiE IPUBEAEHHOM HIDKe TPaH3aKumum?

010000000456919960ac691763688d3d3bcea%adbecafB875df5339%9e148\
alfcblcbed7a069e0100
00006247304402204585bcdefB85e6bblc6af5c2669d4830£f86e42dd205\
c0e089bc2aB821657e951
¢002201024a10366077£87d6bcelf7100ad8cfa8al64b39d4e8fedeal 3\
a7b71aa8180£012102f£0
da57e85eec2934a82a585ea337ce2£4998b50ae699dd79f5880e253daf\
afb7feffffffebB8£51£4
038dcl7e6313cf831d4£02281c2a468bde0fafd37f1bf882729e7£d\
3000000006a473044022078
99531a52d59a6de200179928¢ca%00254a36b8dff8bb75£5£5d71blcd\
€26125022008b422690b84
61cb52c3cc30330b23d574351872b7¢c361e%aae3649071¢c1a7160121035\
d5¢93d%ac96881f19ba
1£f686£15£009ded7cb2efeB85a872e6al9b43c15a2937fefffffF567bf\
40595119d1bb8a3037c35
6efd56170b64cbccl60£fb028£a10704b45d775000000006a47304402204c7\
c7818424c7£7911da
6cddc59655a70aflcbhbSeafl7c69dadbfc74££a0b662£02207599e08bc\
8023693ad4e9527dc42c3
4210£f7a7d1d1ddfc8492b654a11e7620a0012102158b46fbdff65d0172
\b798%aec8850aaldae49
abfbB84c8laebeSb251la58aceScfeffffffde3abebclbes20£86£375925\
b2lcabaf736c779£88£d
04dcad51d26690£7£345010000006a47304402200633ea0d3314beald95\
b3cd8dadb2ef79ea833
1ffele6l£f762c0fb6daecalfabde022029£23b3e9¢c30£080446150b2385202\
8751635dcee2beb69c
2al686a4b5edf304012103£ffd6f4a67e94aba353a00882e563££2722ebdcf\
f0ad6006e86ee20df
e7520d55feff££££0251430£00000000001976a914ab0c0b2e98blabbdbf\
67d475000a56244948
aB87988ac005a6202000000001976a9143¢c82d7df364ebbc75be8c80df2\
b3eda8db57397088ac46430600
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lMporpammuan peanusauua TpaH3aKuuu

WTak, MBI CMHTaKCU4YECKM IIPOAHANM3UPOBANIM TPaH3aKUMIO. A Terepp HYX-
HO CZIe/IaTb IIPOTUBOITONIOKHOE: CepUanyu3upoBarhb ee. [l 3TOro HayHeM ¢ Kacca
TxOut:

class TxQut:

def serialize(self): 0
' ' 'Bo3BpamaeT pe3yAbTaT CepManM3aliss BRBOOA TPAH3aKLVm1
B IIOCNEenoBaTeNBHOCTE OamuroB'''
result = int_to_little endian(self.amount, 8)
result += self.script pubkey.serialize()
return result

© B sToM MeTone NpeATIONaraeTca cepuanu3supoBaTh 06beKT THIa TxOut B mo-
C/1enoBaTeNIbHOCTD 62 TOB.

A tenepb nepeitaeM K Kaaccy TxIn:

class TxIn:

def serialize{self):

'V 'Bo3BpamaeT pes3yAbTaT cepMamMsaliss BBoOa TpaH3aKLos
B IOCNEQOBATENBHOCTE OalToB'''

result = self.prev_tx[::-1]
result += int to_little_endian(self.prev_index, 4)
result += self.script_sig.serialize()
result += int to little endian(self.sequence, 4)
return result

U HakoHen, cepuanm3npyeM TpaH3aKIUIO B K/1acce Tx:

class Tx:

def serialize(self):
' 'Bo3Bpamaer pe3y/bTaT CepMamM3aLpsi TPaH3aKLM
B IOCnenoBaTenbHOoCThL OasntToB'''
result = int tec little endian(self.version, 4)
result += encode varint(len(self.tx_ins))
for tx_in in self.tx ins:
result += tx_in.serialize()
result += encode varint (len(self.tx outs))
for tx out in self.tx outs:
result += tx out.serialize()
result += int_to_little endian(self.locktime, 4)
return result
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onsa cepuanmuaanuu o6bekTa TMma TX B K1accax TxIn u TxOut UCIIO/Nb30BaH
metopi serialize (). Cnenyert, ofHaKo, UMETb B BUAY, HY B OOHOM M3 HMX IIIaTa
3a TPAH3aKIMIO He yKa3aHa ABHoO! [leflo B TOM, YTO CyMMa IUIaTHl 3a TPaH3aKLMIO
nofgpasyMeBaeTcs, Kak MOSACHAETCA B CIEAYIOLIEM pasfene.

llnaTa 3a TPpaH3aKuuio

OpHO U3 cOINacOBaHHBIX B OMTKOJHE IIPaBUII ITIACUT: A/IA MI0O0I HEMOHETU3H-
pytolest TpaHsakuuy (MofpobHee 0 MOHETU3MPYIOLIMUX TPAH3aKUMAX peyb MOMAET
B I7IaBe 9) CyMMa BBOJOB HO/DKHa ObITb 60/IbIlle MM paBHA CyMMe BBIBOROB. A I0-
YeMy Helb3s IIPOCTO IPUPABHATH BBOABI ¥ BBIBOABI TpaH3akLuu? [leno B TOM, 4TO
ecrt 6b1 KaXK/Ias TPaH3aKIMUA HUYETO He CTOM/IA, TO Y AOOBITYMKOB KPUITOBATIOTHI
He 6bUIO 6b1 TOGYAMTENBHBIX IPUYMH BK/IIOYATh CBOM TPaH3aKuuy B 670Ky (cM.
1maBy 9). VIMeHHO IIaTa 3a TpaH3aKIMy ¥ Mo6y>KAaeT JOOBITYMKOB KPUNITOBAIIO-
Thl BK/IIOYATh CBOM TPaH3aKiuy B 6710ku. TpaH3akuuy, He BxogAlMe B 6710Ku (Tak
Ha3blBaeMble MPAH3AKUUU U3 NYyNIa NAMAMY), He ABIAIOTCA YacThio 6/10KYeitHa, a
CNIeROBATENbHO, CYUTAIOTCA He3aBepUIEHHBIMM.

[InaTa 3a TpaH3aKUMI0 — 3TO NPOCTO Pa3HOCTb CYMM ee BBOJIOB 1 BBIBOJIOB.
JIMeHHO 3Ty pa3HOCTb JOOBITYMKM KPUNTOBANIOTHI ¥ CTPEMATCA OCTAaBUTD cebe.
Ecny y BBOLIOB OTCYTCTBYeT IIO/ie CYMMBI, €€ IIPUAETCA HAWTH, a A/IA 9TOro II0-
TpebyeTcs focTyn K 610K4eitHy Boobuie u K MHoxecTBy UTXO B yacTHocTn. Ho
CHieNaTh 3TO HEJIETKO, eC/IY He BECTH CaMOCTOATENbHO IOJIHBIA y3el, Beflb MHaye
NIPUAETCA FOBEPUTHCA APYTOMY CYObEKTY, YTOOBI MOMYYUTD OT HETO TpebyIolLyio-
s MHGpopManmio.

YTo6b1 3BNIEKATh CBEIEHNA O TPaH3aKIUAX, CO3MaUM HOBBIN K1acc TXxFetcher,
KaK I10Ka3aHO HIDKe.

class TxFetcher:
cache = {}

@classmethod
def get url(cls, testnet=False):
if testnet:
return 'http://testnet.programmingbitcoin.com’
else:
return 'http://mainnet.programmingbitcoin.com’

@classmethod
def fetch(cls, tx id, testnet=False, fresh=False):
if fresh or (tx_id not in cls.cache):
url = '{}/tx/{}.hex'.format (cls.get_url(testnet), tx id)
response = requests.get (url)
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try:
raw = bytes.fromhex (response.text.strip(}))
except ValueError:
raise ValueError ('unexpected response: {}
.format (response.text))
if raw([4] ==
raw = raw[:4] + raw(6:]
tx = Tx.parse(BytesIO(raw), testnet=testnet)
tx.locktime = little endian_to_int(raw[-4:])

¥

else:

tx = Tx.parse(BytesIO(raw), testnet=testnet)
if tx.id() != tx_id: (1]

raise ValueError('not the same id: {} vs {(}'

.format (tx.id(), tx_id))
cls.cache[tx id] = tx
cls.cache[tx_id] .testnet = testnet
return cls.cache[tx_id]

© 3gpeco npoBepsercs, ABNAETCA MY UAeHTUOUKATOP TPaH3aKUMY MpeAfNona-
raeMbIM.

A noyeMy 6Bl He TIONTYYNTb KOHKPETHBII BHIBOJ TPaH3aKLMM BMECTO TOTO, YTO-
6bl O/Ty4aTh BCIO TPAH3aKIMIO B LesioM? [lelo B TOM, YTO HaM He ClIeAyeT IOMTHO-
CTbIO JOBEPATD TpeTheit cTopoHe! IToy4nB BCIO TPaH3aKIMIO B LIE/TOM, MBI MOXeEM
NpOBepUTDH ee MAeHTUdUKATOp (pe3ynbTaT BhimonHeHus Xem-¢ynkuuu hash256
HaJl ee CONEPXKMMBIM) U YEOCTOBEPUTHCS, YTO MBI IIONYYN/IM MMEHHO TY TPaH3aK-
L1410, KOTOpast HaM M Tpe6oBanach. A cHenaTb 3TO HeBO3MOXKHO, He NOTy4MB BCIO
TPaH3aKUMIO B LI€7IOM.

Nouemy He cnefyeT 0co6eHHO AOBEPATL TPETbel CTOPOHe

B cBoem opurumHanpHoM odepke “Trusted Third Parties are Security
Holes” (JoBepeHHbIe TpeTbM CTOPOHBL: Opemn B 3amuTe; https://
nakamotoinstitute.org/trusted-third-parties/) Huk Ca6o
(Nick Szabo) kpacHOpeunBO 0OBACHU, YTO HOBEpUE TPETBUM CTO-
pOHaM B TONMyYeHMM OT HMX NMPAaBUIbHBIX HAHHBIX HeNb3A CUUTAThb
Hafl7ieXkalleit HOpMoit o6ecriedenns 6e3omacHocTH. Beas TpeThba cTo-
pOHa MO>KeT BecTH Ce6s XOpOLIO Temepb, HO Bbl He MOXeTe 3HaTh
3apaHee, KOTla OHa IIOZBEPTHETCA B3/IOMY, €€ COTPYAHMKM CTaHYT
CaMOBO/IbHMYATb MM BBOAUTH TNpaBU/Ia, NPOTMBOpeYallye BalluM
nHTepecaM. OTyacTy 6e30macHOCTb OUTKOIHA 06BACHAETCA TEM, UTO
Mo/yyeHHble aHHbIE BCETfa NPOBEPAIOTCA, a He TIPMHMMAKOTCA Ha

Bepy.
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A Tenepb MOXHO CO3/]aTh B Knacce TxIn MeTop [/ U3BNE€YEHNS NpeAbIAYILE
TPaH3aKLMH, a TAK)KE METOABI A1 MOMYYEHMA CYMMBI U clieHapusa ScriptPubKey
(on 6yneT MCIIONBL30BATLCA B I71aBe 6) U3 BBIBOAA MPERBIAYILEN TPaH3aKLMHM, KaK
MIOKa3aHO HMXKe.

class TxIn:

def fetch_tx(self, testnet=False):
return TxFetcher.fetch(self.prev_tx.hex(), testnet=testnet)

def value(self, testnet=False):

"' '[lonyyaeT cyMMy M3 BRBOHRA, NMPOCMATPMBAS Xell TPaH3aKLMMA.
BosBpamaer cymMy B caromr'''

tx = self.fetch_tx(testnet=testnet)

return tx.tx_outs[self.prev_index].amount

def script pubkey(self, testnet=False):
"' '"onyyaer cueHapmyt ScriptPubKey nNpocMaTpmBasi Xem TPaH3akLysi.
BozBpamaeT o6vexT TMna Script''!
tx = self.fetch tx(testnet=testnet)
return tx.tx outs[self.prev_index].script pubkey

PacyeT nnaTb! 3a TpaH3aKuuio

Teneps, xorga B k1acce TxIn uMeerca MeTod value (), MO3BOMAKOLINIA OLIEHUTD
KO/TM4eCTBO 6MTKOHOB Ha KXXAOM BBOJIE, MOXXHO PacCUMTATh IVIATY 32 TPAH3AKLMIO.

YnpaxHeHue 6

Hanmmmre Metop fee () 1A wiacca TX, 4T0O6bI pacCYMTATh IIATY 33 TPAH3AKIMIO.

3aKnioueHune

B 3T0I1 I71aBE I'IOIIPO6H0 OINUCaHO, KAKUM o6pa30M OCYIIECTB/IAOTCA CUHTAKCH -
YeCKuit aHaIM3 U cepnanusaumns Tpausaxunﬁ M KAKOBO Ha3Ha4y€HME OTACNbHBIX €€
onen. IIBa U3 3TUX TIONIeN TPC6YIOT AOITIOTHUTENPHOIO Pa3bACHEHNUA, IIOCKOIbKY
OHM HENMOCPENCTBEHHO CBA3aHbI C A3bIKOM SCI'ipt — A3BIKOM COCTAB/I€HUA YMHBIX
KOHTPAKTOB B 6urkoitHe. ViMeHHO 9TOMY NIPpEAMETY U NOCBAILIEHA I1TaBa 6.
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[NABA 6
fi3bik Script

B03MOXHOCTb 6710KMPOBATh ¥ Pa3bIOKMPOBaTh MOHETHI AB/LAETCA MMEHHO TeM
MeXaHM3MOM, KOTOpbIit IlepefilaeT GUTKOIH. Broxuposxa o3HadaeT CCYRy onpefie-
JIEHHOTO KONM4eCTBa OUTKOIHOB KaKOMY-TO CYOBEKTY, a pa3bnokuposxa — pac-
XOfI0BaHMe HEKOTOPOTro KOMMYECTBA MOMy4YeHHbIX OUTKOMHOB.

B aToif rmaBe paccMaTpUBAIOTCA MeXaHU3Mbl GIOKMPOBKM U pa36IOKMPOBKH,
KOTOpBIE 3a4aCTYI0 Ha3bIBAIOTCA yMHbIM KOHmpaxmom. Kpunrorpadusa no ammmmn-
TUYECKUM KPUBBIM (CM. ITIaBy 3) NpuMeHseTCA B A3biKe Script /1A poBepKy Ipa-
BUIBHOCTM aBTOpM3auum TpaHsakuuy (cM. rnasy 5). ITo cymecTsy, A3bik Script
TI03BO/IAET /IORAM YOEmUThCS, YTO OHM MMEIOT IIPaBO IOTPATUTD ONpeNeIEHHOE
KO/IM4eCTBO BBLIBOIOB HeuspacxomoBaHHbIX TpaH3akuuit (UTXO). U xorsa Ml 3a-
GeraeM HeMHOTO BIlepef], HAYHeM BCe Xe C BHYTPEeHHero MexaHusMa Script.

BHYTpeHHUH MeXxaHu3M Script

Ecnu Bac cMyujaeT MOHATHME YMHOTO KOHTPaKTa, He OTYayBaiTech. “YMHBINA
KOHTPAKT~ — 3TO [IPOCTO M3OLIPEHHBIN CIOCc06 Ha3BaTh IPOTrPaMMMUPYEMBIit KOH-
TPaKT, a “A3BIK COCTaB/IeH!S YMHBIX KOHTPAaKTOB” — OGBIKHOBEHHBIN A3BIK IPO-
rpaMMMpOBaHNA. B OMTKOIHE /1A COCTaB/IeHNS YMHBIX KOHTPaKTOB IIPUMeHSAETCA
A3bIK IIpPOTpaMMMpPOBaHMA Script, Ha KOTOPOM MOXKHO BbIPa3uTb YCTIOBUA [/LA pac-
XOIOBaHUA OUTKOIHOB.

ButkoitH aBnserca nudpoBEIM SIKBMBATIEHTOM KOHTpPaKTa B Script, a Script —
A3BIKOM CO CTeKOBOJ OpraHusanueit mofgo6Ho A3biky Forth. B s3bike Script Hame-
PEHHO Ha/I0XKeHbI ONpefe/IeHHbie OTPAHUYEHUS, YTOOB UCKTIOYUTh U3 Hero He-
KOTOpBIe A3bIKOBBIE CPeACTBA. B yacTHOCTH, Mo6Oble CpeRcTBa /I OPraHMU3aALUU
IUKIOB B Script OTCYTCTBYIOT, ¥ IIOTOMY 3TOT A3bIK He ABNAETCA NOMHBIM IO
ThropuHry.



Mouemy 6UTKONH He ABNAEGTCA NOAHLIM NO TbIOPUHTYy
IonnoTa no ThlopuHTY B A3bIKe MPOTPaMMUPOBaHUA, TIO CYIIECTBY,
O3HayaeT, YTO MPOTPaMMa MOJXKET BBIIIOMHATbCA LMKaumdecku. Llux-
JIbl ABJIAKOTCA TIO/IE3HON KOHCTPYKIMEN B IPOrpaMMUPOBaHUM, U TIO-
3TOMY BaC MOXKET YAMBUTD, ITOYeMY B A3bIKe Script OTCyTCTBYyeT BO3-
MO>XXHOCTb OpTaHM30BaTh LMKIL.

JIns 3TOrO MMeeTCA HEMalo NPUYMH, HO HadyHeM UX OOBACHEHMe C
BLIMO/IHEHUA TPOTpaMMbl. BCAkMit MOXeT co3faTh IMpOrpaMMy Ha
A3sbike Script, koTopas GymeT BBIIOTHEHAa B KaXAOM IIOJTHOM Y3je
cetu. Ecnu 61 s3bik Script 651 mOMHBIM O THIOPMHTY, TO BIIOTHE
BO3MOXXHO, YTO I[MK/ BBIMOMHANCA 6bl 6€CKOHEYHO, a B UTOTe IPO-
BepAIOIIMeE Y3/IbI BOLIMN 6B B 3TOT LMKJI, TaK M HE BBIAAA U3 Hero.
ITono6HBIM CI10OCO6OM MOXXHO JIETKO OPTaHM30BaTh aTaKy THUIIA OT-
Ka3a B o6cmyxuBanuu (DoS) Ha ceTb. EAMHCTBEHHO NpOrpaMMBI €
6eCKOHEYHbIM LIMK/IOM OKa3a/noch Obl IOCTaTOYHO, YTOOBI CIOMATh
6utkoitH! M ato 6bina Gbl KpymHas cUCTeMaTMdecKass YA3BMMOCTD,
3aluTa OT KOTOPOJf CTaja OfHOI M3 ITIaBHBIX IIPUYMH, TI0 KOTOPBIM
B 6uTKOJHe BooOwe ¥ Script B YaCTHOCTM MCKIIOYEHa MOTHOTA II0
Tolopunry. Ha nnatdopme Ethereum, rge mpuMeHsAeTCA NOMHBIN 10
ThIOpUHTY A3BIK COCTaBIeHMA YMHBIX KOHTpakToB Solidity, mpo6me-
Ma 3aLMK/IMBAaHUA PeLIaeTCs OPUTMHABHBIM COCOOOM: KOHTpPaKThI
BBIHY)XHAIOT paclUIayMBaTbCA 32 UCTIOMTHEHNE TIPOTPAMMBI TaK Has3bl-
BaeMbIM “razoM”. BeckoHeuHblit LMK 6ymeT McmyckaTh mo6oit ras,
KOTOpbIif IPUCYTCTBYET B KOHTPAKTe, IIOCKONbKY OH IIO OIpefene-
HMIO 6y[eT BBHIMONHATHCA 6€CKOHEYHOE YUCIIO pas.

Eme opHa npuumHa M36exarb MOMHOTH 1Mo ThIOpMHTY 06BACHAETCA
TeM, YTO IO/IHbIE IO TbIOPMHIY YMHBIE KOHTPAKThl ¢ TPYAOM IIOA-
[AIOTCA aHa/Iu3y. YCIOBUA [UIA BBINOJHEHMA KOHTPAKTa C MOJHO-
Toit 10 THIOPMHIY O4YeHb TPYAHO MEPEYMCIMUTb, a CIIENOBATENbHO,
HETPYAHO HOBECTM AO HEMpPEeHAMEPEHHOTO IOBEAEHMS, BbI3bIBAIO-
wero mporpaMmuble omuOku. Takue omIMOKM B YMHOM KOHTpPaK-
Te 03HAYalOT, YTO MOHETBI YA3BMMBI K HeNpefHaMEPEHHON TpaTe, a
3HAYMT, YYaCTHUKYM TAaKOTO KOHTPAKTa MOTYT IIOTEPATh CBOM A€Hb-
M. Y Takue OWMOKM HOCAT He TONBKO TEOPETUYECKMIA XapaKTep.
OH¥u cTanu Npu4MHOI rMaBHoro 3atpyaHenus B DAO (Decentralized
Autonomous Organization — [lenleHTpanu30BaHHas aBTOHOMHas
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OpraHu3auus), a NOTHOTAa YMHBIX KOHTPAKTOB IO TBIOPMHIY B KO-
HEYHOM CueTe NpMBeNa K PajfyuKalbHOMY M3MEHEHMI (TaK Ha3biBa-
eMol1 “XKeCTKoit BU/Ke”) B IIPOTOKO/E paboTHl 6710KYENHOB Ha I/IaT-
¢opme Ethereum Classic.

TpaH3akuuu NpucBauBalOT GUTKOMHBI CLIEHAPUIO 610KUPOBKU, OTIpENEIEHHOMY
B none ScriptPubKey (cM. rmaBy 5). Takoit clieHapuit MOXXHO CPaBHMUTB C 3arep-
TBHIM Ha KJTI0Y JJEHE)XHBIM SIIUKOM, & OTKPBITb €70 MOXXHO IMIIb OCOOBIM KTIOUOM.
PasymeeTcs, neHbI¥ B 3TOM ALIMKE KOCTYIHBI TOMBbKO BIafeNbly TaKOTO KIIIOYa.
PackprITie IeHeXHOro SIMKA OCYILeCTBAAETCA B Iofe cueHapus ScriptSig (cm.
I7aBy 5). OTUM NOATBEP>KAAETCA MIPAaBO Ha BIafleHMeE 3ATEPTHIM Ha KIIOY [eHeX-
HBIM SAINMKOM, a C/IeJOBATENIbHO, M pa3pellIeHMe Ha PacXOfOBaHMe XpaHAIIMXCA B
HeM JeHeXHBIX CPeICTB.

MpuHuun pedcTBuA A3bika Script

Kak 1 601pIIMHCTBO A3BIKOB IIPOrpaMMIpPOBaHus, A3bIK Script o6pabaTbiBaeT
KOMaH/Ibl IO O4Yepeny, a KOMaH/bl ONEPUPYIOT dTeMeHTaMM cTeka. B s3bike Script
MMEIOTCA BA BO3MOXXHBIX TUIIA KOMaH/: 3/1€MEHTHI ¥ OIlepaLuu.

OneMeHTH! ABNATCA AaHHBIMU. PopManbHO 06paboTKa 3MEMEHTA COCTOUT B
TOM, YTOOBI Pa3MeCTUTD €ro B CTeKe. J/IEMEHTHI IpeCcTaB/IeHbl 6aTOBBIMYU CTPO-
KaM¥ yIMHO# oT 1 o 250. TUIMYHBIM 37TeMEHTOM MOXET ObITh IOAIMUCH U/ OT-
KpBITHI K04 B popmaTte SEC (puc. 6.1).

Puc. 6.1. Snemenmut

Onepanyy BBHINONHAIOT ONpeAeNeHHYI0 06paboTKy faHHbIX (puc. 6.2). OHM u3-
B/IEKAIOT OT HY/IA M 60Mblile 3/1EMEHTOB U3 CTeka 06paboTKM M pa3MelnarT obpar-
HO B HEM CTO/IBKO )K€ 3/IeMEHTOB.

Puc. 6.2. Onepayuu

Tunuynoit apnsercsa onepauus OP_DUP (puc. 6.3), Aybnupyromas 3neMeHT Ha
BeplIMHe cTeKa (oTpebneHue 0) M pa3Melnamias B HeM HOBBIN 3/1eMeHT (pas-
MetieHue 1).
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Puc. 6.3. Onepayus OP_DUP dybrupyem
anemMeHm Ha 8epuiure cmexa

[Tocrne Toro Kak Bce KOMaHAB! OYAYT BBHIYMCIIEHDI, 37IEMEHT Ha BepIINHE CTe-
Ka JO/DKEH CTaTh HEHY/IEBBIM, YTOOBI CLieHapuit Obl pa3pelleH KaK JOCTOBEPHBI.
Ecny aneMeHTBI OTCYTCTBYIOT B CTEKE MM Ha €r0 BepIlIMHE MPUCYTCTBYET HY/EBOM
37MEMEHT, ClieHapuit 6yaeT NpU3HaH HeROCTOBepHbIM. HemocToBepHBIi MCXON O3HA-
YaeT, YTO TPaH3aKLMA, BK/IIOYAOLIasa B ce6s clieHapuit pa3bnokupoBky, He 6yneT
NPUHATA B CETH.

Mpumepbl onepauui

IMomumo omepauuu OP DUP, MMeeTCA HEMANO PYTuX omepaumit. Tak, onepa-
uus OP_HASH160, cXxeMaTH4eCKy NpEACTaB/IEHHAsA HAa PUC. 6.4, BBINIONHAET CHa-
yana xew-¢pyHkunio sha256, a 3areM — xem-$pyskumio ripemd160 (HasbiBaeMyo
TaKkxe hash160) Haj 3meMeHTOM Ha BepllMHe CTeka (moTpebnenue 1) u pasmelaer
B HEM HOBBI aneMeHT (pasMelieHne 1). [ans Ha 610K-cXeMy JaHHOM onepauuu,
NpUBENEHHYIO Ha puc. 6.4, clefyeT MMeTb B BUAY, YTO y = hash160 (x).

) — | L

Puc. 6.4. Onepayus OP_HASH160 svinonnsem
cHauana xew-PyHxyuro sha256, a samem —
xewi-@dynxyuto ripemd160 Haod anemenmom
HA 8epuiUHe cmeKa

Hpyroit o4eHb BakKHOM omepauueint asnsgercs OP_CHECKSIG, cxeMaTU4YeCKHu
npefcTaBleHHas Ha puc. 6.5. ITa onepauus MoTpebnseT, T.e. U3BJIEKAET CHAYAIA U3
CTeKa [IBa 37IEMEHTA, NIEPBbIM M3 KOTOPBIX ABNAETCA OTKPBITBIN K/I0Y, @ BTOPbIM —
TIOAMMCH, A 3aTEM NIPOBEPAET, IPUTOQHA U MOAIUCH /A OTKPHITOro kmo4a. Ecnu
OHa MpUTOAHa, To onepauyua OP _CHECKSIG pasmelaer B cTeke 1, a uHave — 0.

( <nopwes> )
( <orkpoiroit kniow> )

4

—t
—

Puc. 6.5. Onepayus OP CHECKSIG nposepsiem,
Npu2o0Ha U NOONUCH ONISE OMKPBIMOZO K04
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MporpammHan peanv3ayua onepayuii o UX KOpaM

A Tenepb nonpo6yem peanu3oBarb onepauuio OP DUP B 3aJaHHOM CTeKe, KaK
II0Ka3aHO HIDKe. 3Ta oNepauus NpocTo AyOMMPYeT 37IeMEeHT Ha BeplIMHe CTeka.
def op_dup(stack):

if len(stack) < 1: 0
return False

stack.append{stack{-1]) ]
return True

OP_CODE_FUNCTIONS = {
118: op_dup, ®
}

O IIpomy6nupoBats Heo6xonMMO XOTA 6bl OZMH 3/7€EMEHT, MHAYe BBIOTHUTD
ONepaLyIo IO AAHHOMY KOy He YAACTCA.

@ JIMeHHO Tak AyO6NUpYeTCA 37eMEHT Ha BepUIMHE CTeKa.
® 118=0x76 — aTo xOR onepauuyu OP_DUP.

ObparuTte BHMMaHye Ha TO, YTO MO KOAY AAHHOJ Omepanyy BO3BpaIlaeTcs JIo-
TMYeckoe 3HauYeHMe, coobualomee 06 yAaYHOM MM HEYAAYHOM ee 3aBepIUEHMUMU.
Ecnu onepauys 3aBepuIMTCA HEYIAYHO, TO Ta XK€ Y4aCTb ABTOMATUYECKH TOCTUT-
HeT U CUeHapuit.

Hike nokasaHo, kakuM 06pa3oM NmporpaMMuUpyeTcs Apyras onepauus, OP
HASH256. 3Ta onepauus M3B/IeKAeT 3/IeMEHT U3 BEPIUMHbI CTEKA, BHINIOIHAET Haf
HMM XxeUI-pyHKIMI0 hash256 1 noMerjaeT NoyYeHHBI pe3yIbTaT O6PaTHO B CTEK.

def op_hash256 (stack):
if len(stack) < 1:
return False
element = stack.pop()
stack.append (hash256 (element))
return True

OP_CODE_FUNCTIONS = {

170: op_hash256,
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YnpaxHenwve 1

Hamummure ¢>ym<umo op_hashl60().

CMHTaKCMYeCKMIH aHanu3 nonen cleHapues

Cunrakcuyeckuit aHanus moneit ScriptPubKey u ScriptSig ocymectsnserca
oAuHaKoBoO. Tak, ecim 3HaueHue 6aiTa HaxoguTcsa B mpegenax ot 0x01 go 0x4b
(Ha30BeM 3TO 3HaUeHMe 1), TO B Ka4eCTBE 3/1eMEHTa MOXXHO ITPOYMTATD ClIeAyIole
n 6aitToB. B npoTMBHOM CTy4Yae HaHHBIA 6AlIT MpeACTaB/AET ONEPalIo, KOTOPYIO
npupetcs HaitTi. Hioke mepednc/ieHbl HEKOTOpbIE Onepaluu M ux 6aiToBble KOMBI.

0x00 — OP_0
0x51 — OP_1
0x60 — OP_16

0x76 — OP_DUP

0x93 — OP_ADD

0xa9 — OP_HASH160
Oxac — OP_CHECKSIG

06 3nemeHTax gnnHon 6onblue 75 6anToB

B cBsA3M ¢ M3110>)KEHHBIM BBILIE Y BaC MOXKET BOSHUKHYTD BOIIPOC: UTO
IIpOM30IIfeT, eCM JJIMHa 37eMeHTa oKaxercsa 6ompme Ox4b (mmm
75 B pecatuunoit dopme)? Insa o6pabOTKM TaKMX 3/IEMEHTOB MMe-
I0TCA Ccnefylomue Tpu onepauun: OP PUSHDATAL, OP_PUSHDATA2
n OP_PUSHDATA4. B yactHocTH, onepauusa OP_PUSHDATAL o3Hava-
eT, UTO CIeRYIIMit 6T COAEP>KUT KOMUYECTBO 6aiTOB, KOTOpbIe
TpebyeTcs MpouuTaTh ANA obpabarpiBaemoro 3nemeHTa. Onepauus
PUSHDATA2 o3Ha4YaeT, YTo CleAywomue 2 6aifTa copep>xaT KO/Iude-
cTBO 6aitTOB, KOTOpBIE TPebyeTCs MPOYUTATh AN obpabarsiBaeMoro
371eMeHTa. VM HakoHel, olnepauus OP_PUSHDATA4 O3HayYaeT, YTo Cl1e-
Kyrolme 4 6aitTa CoOmep>KaT KOMM4ecTBO 6aitToB, KOTOphIe TpebyeTca
IPOYUTATh ANA 06pabaThIBa€MOro 3/1eMEHTA.

Ha nmpakTuke 3TO 03HavaeT, YTO €C/IM MMEETCA 3/IEMEHT J/IMHOM OT 76
0 255 6aiTOB BK/IIOYUTENBHO, TO A/NA ero 0OpaboTKM IpUMEHAETCA
onepauus OP_PUSHDATAL <gmuHa 3,1eMeHTa 1 6anT> <3/1eMEHT>.

152

|

Inaea 6. A3bik Script



s 06paboTKy 3/MeMeHTOB ANMMHOM OT 256 1o 520 6aifTOB BKIIOYM-
TEIbHO TIPUMEHAETCA Olepanud OP_PUSHDATAZ <OMHa 3JIeMeH-
Ta 2 BanTa> <37eMeHT>. A 3/1eMeHTH IyInHOi Gosnbie 520 He fo-
MIyCKAIOTCA B Ce€TH, U MOTOMY omepauusa OP PUSHDATA4 He HYXHa,
Xors onepaunsa OP_PUSHDATA4 <anmua sjiemeHTa 4 6arsTa B npsa-—
MOM ITOpSAOKe MX CIEeOOBaHMS, HO MEHBImE WM poBHA 520 baiy-
TOB> <3JIEMEHT> BCE Xe [OMyCcTUMa.

Yucno, xkotopoe MeHblle 76, MOXXHO 3aKORAMPOBATh C TOMOIIBIO OIe-
pauuu OP PUSHDATAL, ymucio, MeHbllIee 256, — € IIOMOIIbIO OIepa-
uuu OP_PUSHDATA2, a mo6oe 4ucrIO, MeHblIee 521, — ¢ moMolIbIo
onmepauuu OP PUSHDATA4. Ho Takme TpaH3aKLMM CYMTAIOTCA He-
CTaH[APTHBIMM, A 3TO O3HAYAET, YTO OOMBIUMHCTBO CETEBbIX Y3JIOB
6uTkoitHa (0cO6€HHO TeX, Ha KOTOPBIX BBINTOMHAETCA IPOTPaMMHOe
ob6ecneyenne Bitcoin Core) He 6yRyT UX mepegaBarh.

UMeeTcsa HeMamo [PYTUX KOMOB OIEpPalil, 3aIpOrPaMMUPOBAHHBIX B MCXOA-
HoM ¢aitne op.py. C MOTHBIM MX MepeYHEM MOXHO 03HAaKOMUTBCA MO afpecy
https://en.bitcoin.it/wiki/Script.

MporpaMMHan peanusayna CMHTAKCUYECKOro
aHanusartopa M cepnmanmsaropa cueHapves

A Temepb, KOTIfla U3BeCTEH NIPUHUMII JeACTBUA A3bIKA Script, MOXXHO HamMcaThb
CMHTAKCUYeCKMII AaHA/TM3aTOP ClieHapMeB CIeRyommuM obpasom:

class Script:

def _ init__ (self, cmds=None):
if cmds is None:
self.cmds = []

else:

self.cmds = cmds (1]

@classmethod
def parse{cls, s):
length = read varint(s) (]

cmds

(]

count = 0

while count < length: ©
current = s.read(1) o
count += 1
current byte = current[0] ®
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e © O 0006 oo o

if current byte >= 1 and current byte <= 75: o
n = current byte
cmds. append{s.read(n))
count +=n
elif current byte == 76: o
data_length = little endian_to_int(s.read(1))
cmds.append(s.read(data_length})
count += data length + 1
elif current byte == 77: (]
data length = little endian_to_int{s.read(2))
cmds.append (s.read(data_length})
count += data_length + 2
else: L]
op_code = current byte
cmds . append (op_code)
if count != length: (10}
raise SyntaxError('parsing script failed')
return cls (cmds)

Kax(naﬂ KOMaH[a AB/IAETCA UCIIOTHAEMbBIM KOIOM OINI€palluy UMY INIEMEHTOM,
pa3MelllaeMbIM B CTEKE.

Cepnannsaum CLIEHapus BCerga HAa4YMHAETCA C M/IMHBI BCEro CLi€Hapus.

CHMHTaKCHYeCKMA aHaNU3 IPOM3BOAMUTCA B0 TeX IOp, IIOKa He 6yAeT ymoTpe-
671eHO Hy)XHO€E KONMM4eCcTBO 6aiiTOB.

B aToM 6aitTe onpenenseTcs KOi ONepauyy UM 3IEMEHT.
3pech 6aiT mpeobpasyeTcs B LENOE YUCIIO.

Mns yucna B npegenax ot 1 Ao 75 BK/IIOYNTENBHO U3BECTHO, YTO CNIENYIOLLIME 1
6aiiTOB coflepXKaT 37IEMEHT.

Ecnu yncno pasHo 76, To BhIMonHAeTca onepauusa OP _PUSHDATAL, a B creny-
fo1eM 6aifTe yKa3aHo, CKOJIBKO 6aiiTOB O/DKHO OBITh IIPOYMTAHO.

Ecnu uncno paBHO 77, TO BBINIO/IHAETCA OMEPALNSA OP_PUSHDATAZ, a B Cleny-
fomeM baitre YKa3aHO, CKOJIBKO 6aiTOB JOMKHO OBITDH MPOYMUTAHO.

HOIIY‘!CH Kopg onepanum, KOTOprﬁ COXpaHAETCA.

HOII)KHO 6BITh MCIIONB3OBAHO KOMTMYECTBO 6aﬁTOB, TOYHO paBHO€ I/IMHE CLie-
HapuA, a MHa4u€ MIpOUCXOONUT ommbka.

AHaNoOrMyHBIM 06p330M MO)XHO HaIlMCaTh U CEPUANU3ATOD CLI€HApUEB:

class Script:

def raw_serialize(self):
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result = b'!'
for cmd in self.cmds:

if type{cmd) == int: (] ]

result += int_to_little_endian(cmd, 1)
else:

length = len(cmd)
if length < 75;: o

result += int to little endian{length, 1)
elif length > 75 and length < 0x100: 3

result += int to_little endian(76, 1)
result += int_to_little endian{length, 1)
elif length >= 0x100 and length <= 520: o
result += int to_little endian(77, 1)
result += int to little_endian(length, 2)
else: ®
raise ValueError('too long an cmd')
result += cmd
return result

def serialize(self):
result = self.raw serialize()
total = len(result)
return encode varint(total) + result @

O Ecnu komaHfa 0603Ha4YeHa LIe/IbIM YMCTIOM, 3HAYMT, ITO KOJ, OTEpaLiuH.

® Ecnu p/mHa 3neMeHTa HaXOZUTCA B Mpefenax oT 1 o 75 BKIOYUTENBHO, OHa
KOMpYyeTcs OmHUM 6GaiiToM.

® Ina moboro aneMenTa mIMHON OT 76 70 255 cHava/la 3afaeTcs Kof, onepauuyu
OP_PUSHDATAI, a 3aTeM A/IMHA 37IEMEHTA KOAUPYETCA ONHUM 6aifToM, ocine
KOTOPOTO C/IefyeT CaM 3/IEMEHT.

® [ mo6oro anemenTa piuHOM OT 256 0 520 cHavana 3afjaeTcs KOf OlepaLuu
OP_PUSHDATAZ2, 3aTeM J/NMHA 3/7IeMEHTa KOAUpPYeTCA ABYMA 6aitTaMu B mps-
MOM IIOPANKE UX C/I€ROBAHUSA, a IIOCAE HUX C/IENYET CaM /IEMEHT.

©® o601 aneMeHT mIuHOI 6onbiie 520 6aiATOB He MOAIEKUT cepuanu3aum.
® Cepuamusauns CLieHapysA Ha4MHAETCA C AIMHbI BCEro CLiEHapyA.

CnenyeT 3aMeTUTb, YTO NPUBEACHHBIA BhILIE CHHTAKCUYECKMIA aHANU3ATOP U
CEpMaNTU3aTOp Y>Ke IPUMEHANUCH B I71aBe 5 /1A CMHTaKCUMYECKOTO aHa/In3a U cepy-
am3anyu nonein ScriptSig u ScriptPubKey.
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06bvepuHeHne noneil cueHapues

O6bekT TMIa Script mpencTaBnseT Habop KOMaHA, KOTOpble TpebyeTcs BbI-
YUCUTb, A AN TOTO, YTOOBI BHIYMCINUTD CLEHAPUil, HEOOXOAUMO OOBEAMHUTD
nona ScriptPubKey u ScriptSig. 3anepThiit Ha K/MI0Y FEHEXHBIN ALUIMK (CLeHapuit
ScriptPubKey) u oTnimparommit ero MexauuaMm (cueHapuit ScriptSig) asnsiorca pas-
HbBIMU TPaH3aKUMAMM. B 4aCTHOCTH, JEHEXHBI ALUIMK CTY>KUT MECTOM I/ NpU-
Xofa OGMTKOMHOB, a OTIIMPAIOIIMIA €r0 MEXaHM3M MIM CLEHAapUit — MEeCTOM s
pacxopa 6uTKOHOB. BBOA B pacXOAHOM! TpaH3aKUUM YKA3bi6dem HA NPUXOOHY10
mpansaxyuto. ITo cylecTBy, BO3HMKAeT TaKas >Ke CUTyalus, KaK U IIoKa3aHHaA Ha
puc. 6.6.

Puc. 6.6. O6vedunenue cyenapues ScriptPubKey u ScriptSig

Cuenapuit ScriptSig pas6nokupyer cuenapuit ScriptPubKey, n moatomy Tpe-
fyeTcs KaKOM-TO MeXaHU3M A/ o6benuHeHMsa 060ux creHapueB. UTOOBI BHIYMC-
nuTh 06a ClieHapus BMeCTe, HEOOXOMMO M3B/IeYb KOMAaHABI U3 moneit ScriptSig u
ScriptPubKey 1 06'beAMHUTD X, KaK ITIOKa3aHO Ha puc. 6.6. IIpyu 3TOM KOMaH/BI U3
nonst ScriptSig BO/KHBI pefiIecTBOBAaTh BceM KoMaHAaM 13 nons ScriptPubKey.
Komangap! 06pabaTbiBaloTcs 110 odepeau A0 TeX MOp, MOKa Heo6pabOTaHHBIX KO-
MaHf 6onblile He OCTAaHETCA MM XKe OOBbeNMHEHHBIN ClleHapuit 3aBepIINTCA He-
yAa4Ho.

MporpammHan peanusayua o6beauHEHHOro Habopa KoMaHA

Yro6bl BRIYMCIATD CLIEHApUI, HEOOXOAMMO OOBEAMHUTD COLEPXUMOE TIONEN
ScriptSig u ScriptPubKey B eauusIit Ha60p KOMaHA ¥ 3aTeM BBIIIONHUTD 3TU KO-
MaHpabl. Huke mokasaHo, KakMM 06pa3oM ClieHapuM O0OBeAMHAIOTCA Hemocpen-
CTBEHHO B KOJE.
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class Script:

def _ add (self, other):
return Script(self.cmds + other.cmds) 0

O 3necp xoMaHabl M3 060MX UCXOAHBIX CLIEHAPUEB OOBEAMHAIOTCA B MHBIN Ha-
60p, A/ KOTOPOTO CO3JAETCA HOBBINM 06beKT TMIa Script.

Takoit BO3MOXHOCTBIO oébenmme CU€HApUU NI UX BBIYMC/IEHUA MbIl BOC-
ITO/Ib3YEMCA Najle€ B 3TOM I'/1aBe.

CTaHﬂapTHble CLileHapum
B 6uTKoIHe MMeIOTCA caMble pa3Hble TUIIbI CTAHAAPTHHIX ClieHapyeB, BK/II0Yas
C/IeRyIoLIMe,
p2pk
Omnnara 1o OTKpHITOMY KITIOYY.
p2pkh
Omnara o Xeury OTKpHITOrO KIova.
p2sh
Onnara mo xXeuy cieHapus.
p2wpkh
Omrarta o Xeury OTKPBITOTO K/II04a C Pas3fleNIbHEIM 3aBEPEHUEM.
p2wsh

Omnara mo xemy ClieHapus € pa3feNbHbIM 3aBEpPEHMEM.

AnpecaMu cny>xaT M3BecTHble MA6/IOHBI ClleHapyeB, NOAOOHbIe IepedncIeH-
HBIM BbIIllE, @ B KPUIITOBAMTIOTHBIX KOIIebKaX M3BECTHO, KaK MHTEPIPETUPOBATD
pasnuyHble TMIH agpecoB (p2pkh, p2sh, p2wpkh) u cosgaBarb noaxopAuye cle-
Hapuu tvna ScriptPubKey. Bce paccmarpiuBaembie 3iech IpuMeps! ClieHapHeB MMe-
10T KOHKpeTHBI1 popMaT afpeca (Base58, Bech32), uTo6bI mo HeMy MOXHO 6b110
MPOU3BOANUTH ONJIATY U3 KPUIITOBA/TIOTHBIX KOIIETHKOB.

p2pk

CueHapuit ONIaThl IO OTKPBITOMY K104y (p2pk) MpOKO IIPMMEHANCA € CaMo-
ro 3apoxjeHus 6uTKoitHa. BonbMHCTBO 6UTKOIHOB, KOTOPHIE, KAK CYUTANIOCH,
npuHaanexanym Caromu Hakomoto, npucytctBytor B UTXO ana p2pk, T.e. Ha
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BBIBOJIaX TPaH3aKUuit, rae cueHapum ScriptPubKey nmeror popmy p2pk. ¥V cuena-
pust p2pk MMeeTcs psR OrpaHUYeHMH, oApobHee OO BACHAEMBIX flaflee, B pasferne
“3arpynHeHus, CBA3aHHbIE ¢ p2pK, HO CHaYa/la pacCMOTPUM IIPUMHLMII feACTBUA
3TOrO CLieHapWA.

Y3 rnaBel 3 BaM JOMKHO OBITh M3BECTHO O IOANMCAHMM M BepUPUKALUK TIO
anroputMy ECDSA. [ins Bepuduxanun nogmucu mo anroputmy ECDSA Tpeby-
10TCA coobenue (z), OTKpBITHIA KMoy (P) u cama mopnucs (r u s). B ciienapun
p2pk 6MTKOMHBI OTCHITAIOTCA IO OTKPHITOMY KITIOYY, @ B/Iafiefiel] CEKPETHOTO KJTio-
ya MOXeET pa36JIOKMPOBATh MM OTIPABUTH OMTKONHBI, CO3AaB Noamuch. ClieHa-
puit ScriptPubKey TpaH3akuuyu ycTaHaBIMBaeT KOHTPO/b BAafl€/Iblia CEKPETHOTIO
K/II0Ya HaJ| IPUCBOEHHBIMU OUTKOMHAMIL.

Yka3aTb, Ky#a HaIpaBIAKTCA OUTKOMHBI, — 3afada cueHapus ScriptPubKey,
KOTOPBIN CITYXXUT B Ka4eCTBe AEHEXKHOTO AIIMKA 1A npueMa 6urkoitnos, Cuena-
puit ScriptPubKey mna p2pk BoIrmagut Tak, Kak MOKa3aHO Ha puc. 6.7.

Puc. 6.7. Cuenapuii ScriptPubKey ons onnamut no omxpoimomy xnrwo4y (p2pk)

O6parute BHMMaHue Ha onepanuio OP_CHECKSIG, MOCKONbKY 3TO O4Y€Hb BaXK-
Ho. CueHapuit ScriptSig oTHOCUTCSA K TO# YaCTU PaccCMaTpUBaeMOro 3[eCh ClieHa-
pusi, KOTOpast pa3ONoOKMpyeT IoNnydeHHble OUTKOMHBI OTKPBITBIA K/IIOY MOXET
OBITH B CXKaTOM MM HeCOKaToM QopMare, XOTA Ha Hava/JbHON CTAAUM PasBUTHUA
OUTKOITHa, KOrAa cLeHapuit p2pk urpan 6onee 3aMeTHYIO pO/b, IPUMEHAICA TOMb-
KO HeCKaThi popMar (cM. rnasy 4).

Hns p2pk cuenapuit ScriptSig, Tpebylommitcsa ana pa36IOKMPOBKM COOTBET-
CTBYIOLLETO OTKPBHITOro KIio4Ya u3 cueHapus ScriptPubKey, cocTout u3 mopnucu un
onHoro 6aitTa ¢ XellleM JaHHOM MOAIIMCH, KaK ITI0OKa3aHo Ha puc. 6.8.

Puc. 6.8. Cyenapuii ScriptSig ons onnamvi no omxpusimomy xnrovy (p2pk)
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CosMecTHO cueHapun ScriptPubKey u ScriptSig o6pasytor Habop koMaHf, KO-
TOPBIN BBIITIAAMT TaK, KaK IIOKa3aHO Ha puc. 6.9.

Puc. 6.9. O6wveounennuiii cuenapuii p2pk

B nByx cTonbuax Ha puc. 6.10 cxeMaTU4ecKy ITOKa3aHbl KOMaHABI Script 1 cTek
3meMeHTOB. [0 OkOHYaHMM 06PabOTKM 37IEMEHT Ha BepIINHe CTeKa JO/DKEH CTaTb
HeHY/IeBbIM, 4TOOBI CUMTaTh CLieHapuit ScriptSig mocToBepHbM. Komaranr Script
o6pabarsiBatorcs o ovepenyu. Kak nmokasaro Ha puc. 6.10, cHayana o6pabaTbiBa-
IOTCS1 KOMaHAb!, OO BeAMHEHHbIE Ha pUC. 6.9.

CueHapu Crex

Puc. 6.10. HauanoHoe cocmosiHue
cuenapus p2pk

IlepBoit KOMaH/OM OKa3bIBAETCA MOANMCDH, KOTOPas AB/AETCA 3MEMEHTOM. ITO
AaHHble, KOTOpble pa3MelaloTcs B cTeke (puc. 6.11).

CueHapui Crex

Puc. 6.11. Ilepeas cmaous 8vinonHeHUs
cueHapus p2pk

BTopoit koMaH[0l OKa3bIBaeTCA OTKPBITBIA K04, KOTOPbIA TaKXe SABNAECTCA
aneMeHTOM. V] 3TO CHOBa JaHHbIe, KOTOPbIe pa3MelIaloTCcA B cTeke (puc. 6.12).

fasa 6. Ak Script | 159



CueHapui Crex

Puc. 6.12. Bmopas cmaous evinonHeHus cuenapus p2pk

B onepauun OP_CHECKSIG cHayana M3BIIEKAIOTCA U3 CTeKa ABe KOMaHOHI (OT-
KPBITBI/ K/TI0Y M TIOAINCH), @ 3aTeM IPOBEPAETCA MX AOCTOBEPHOCTD A/IA AAHHOM
TpaH3akuuu. B utore onepannsa OP_CHECKSIG pasMecTHT B CTeKe 1, €C/Tu MOAMMCH
OKa)XeTCA JOCTOBEPHOM, a MHavYe — 0. Tak, ecrtu MOANMCDH JOCTOBEPHA A/I RaHHOTO
OTKPBITOTO K/II0Ya, TO BO3HMKAET CUTYAL[Ms, HAT/IAAHO [TIOKa3aHHaA Ha puc. 6.13.

CueHapuii Crex

C ! )

Puc. 6.13. Tpemvs cmaous evinonHeHus cyeHapus p2pk

Taxum obpasom, 06paboTKa BceX KOMAH[ 3aBepIlIEHa, a B CTEKe OCTANICA OffMH
37eMeHT. [laHHbIA CLieHapUI Teleph CYMTAETCA NOCTOBEPHBIM, IOCKONLKY Ha Bep-
IIMHe CTeKa HaXOMUTCA HeHY/IeBOM 3/eMeHT (Belb 1 — 3To, onpeneneHHo, He 0).

Ecnu 651 mopnmch B JaHHOM TPaH3aKLMM OKa3alach HELOCTOBEPHO, TO B pe-
3ynbTaTe BHINMONHEHMA onepauuu OP CHECKSIG Ha BeplIMHe CTeKa OKa3ancA Obl
HY/eBOJ 37IEMEHT, M Ha 3TOM 06paboTka ClieHapys 3aBepluMIach 6bl, KaK IOKa-
3aHO Ha puc. 6.14. Ecnu e Ha BeplIMHe CTeKa HaXOOUTCA HY/IEBOM d/1eMEHT, TO
HEJIOCTOBEPHBbIM CYMTaeTCA O0ObEMHEHHBI CLIeHApHIt, @ C/IEROBATENbHO, U TPAH-
3aKUMA C TAKMM cLieHapueM ScriptSig Ha BBOfE.

CueHapuii Crex

( 0 )

Puc. 6.14. Koneunoe cocmosnue cuenapus p2pk
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B o6beaMHEeHHOM ClLieHapuyM NPOBEPAETCA AOCTOBEPHOCT NMOAIMUCH, U €CTIN
OHa OKAXETCA HENOCTOBEPHOM, TO CLieHapuit 3aBepmuTcAa HeyAayHo. CueHapui
ScriptSig pa36nokupyeT OTKpBITHIA KoY U3 cueHapusa ScriptPubKey mums B ToM
Cly4ae, €C/IY MOANMCh OKAXKETCA ZOCTOBEPHOM /LA STOTO K/Io4a. VIHBIMM C/loBa-
MM, CHieNaTh NOAMMCD 10 CLIEHApMIO ScriptSig MOXKeT TUIIDb TOT, KOMY U3BECTEH ce-
KPeTHBII K/TI0Y.

BelscuuM momyTHO, oTKyAa cueHapuit ScriptPubKey nmonyumn csoe Ha3BaHMe.
fleno B TOM, 4TO OTKPBITBIA K/MI0Y B HeC)KaToM ¢opmare SEC sAB/seTCA OCHOBHOIM
KoMaHJ0¥t B cueHapuy ScriptPubKey ansa p2pk (apyroit ero xomMaHpgoit aBnAercs
onepauus OP_CHECKSIG). AHa/lOrM4HO CLieHapuit ScriptSig Ha3sIBaeTcsa Tak Io-
TOMY, 4TO 1A p2pk oH copepxuT nmognucek B popmare DER.

NporpammHas peanusauma BblYMCNEHWA ClleHapWueB

Teneps MBI MOXEM 3anporpaMMMpPOBATh BBHIYMCIEHHME CLeHapueB. [/ 3TOro
HaM NpUAETCA NMepebpaTh KaXKAYI0 KOMaHAY ¥ IIPOBEPUTH CLieHApUil Ha ZOCTOBEp-
HOCTb. JITak, TpebyeTcs, YTOOBI BHITIOMHANUCD CIEAYIOLUE AEHCTBUS:

>>> from script import Script

>>> z = 0x7c076££316692a3d7eb3c3bb0£f8b1488cf72elafcd929%e\
29307032997a838a3d

>>> sec = bytes.fromhex('04887387e452b8eacc4acfdelldaaf\
7£6d49a0£975aabb10d006e\4da568744d06c61de6d95231cd89026e286\
df3bbaed4a894a3378e393e93a0£45b666329%a0ae34’)

>>> sig = bytes.fromhex('3045022000eff69ef2blbd93a66ed5219\
add4fb51e11a840£404876325ale8££e0529a2¢c022100¢c7207feel97d27\
c618aeab21406f6bf5ef6fcalB681d82b2f06fddbdcebfeab60l?’)

>>> script_pubkey = Script{[sec, 0xac]) 0

>>> script sig = Script([sig])

>>> combined script = script sig + script pubkey ()

>>> print (combined script.evaluate(z)) ®

True

© Cuenapuit ScriptPubkey ans p2pk cocTOMT U3 OTKpPHITOrO K04a B opMare
SEC n onepannmn OP_CHECKSIG c xomoM Oxac mnu 172,

@ Orta omepauusa AONYCTMMa NOTOMY, YTO paHee ObIn oIlpefeneH METOA
add ().

©® 3nech TpebyeTcs BHIYMCINTD KOMaHAbl ¥ IIPOBEPUTD CLIEHAPUIl Ha JOCTOBep-
HOCTb.
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Hioxe npuBesieH MeTOI, KOTOPBIA MOXHO IPUMEHUTD K 00Be0uHeHHOMy Habopy
KoMaHf (coyeTaHuIo cueHapus ScriptPubKey u3 npenbiayimesit TpaH3aKuuy u clie-
Hapus ScriptSig U3 Tekylleit TpaH3aKLUM).
from op import OP_CODE_FUNCTIONS, OP_CODE_NAMES

class Script:

def evaluate(self, z):
cmds = self.cmds([:] (| ]
stack = []
altstack = []
while len(cmds) > 0: (]
cmd = cmds.pop (0)
if type(cmd) == int:
operation = OP_CODE_FUNCTIONS [cmd] ®
if cmd in (99, 100): o
if not operation{stack, cmds):
LOGGER.info('bad op: {}'.format(OP_CODE_NAMES[cmd]))
return False
elif cmd in (107, 108): (-
if not operation(stack, altstack):
LOGGER.info('bad op: (}'.format (OP_CODE_NAMES[cmd]))
return False
elif emd in (172, 173, 174, 175): o
if not operation(stack, z):
LOGGER.info('bad op: {(}'.format (OP_CODE_NAMES[cmd]))
return False
else:
if not operation(stack):
LOGGER.info('bad op: (}'.format (OP_CODE_NAMES [cmd]))
return False
else:
stack.append (cmd) ]
if len(stack) ==
return False o
if stack.pop() == b'':
return False Q
return True (0]

CnenaTb KOIIUIO CIIMCKA KOMaH[, IIOCKO/IBKY OH U3MEHUTCA.

BeInIOnHATD KOMaH[bI BIIJIOTh A0 UCHEPITAHUA UX CITUCKA.

OyHKIMA, BHINOMHAKLLIAA KOJ, ollepauyy, HaxoauTca B MaccuBe OP _CODE
FUNCTIONS (Hanpmvxep, OP_DUP, OP_CHECKSIG n T.0.).
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Yncna 99 u 100 coOTBETCTBYIOT KofiaM onepauuit OP IF u OP_NOTIF. Onu
TPe6YI0OT MAaHMITY/TMPOBAaHMA MacCUBOM CMAS, MCXOAA U3 TOTO, KAKOM MMEHHO
3/IeMEHT HAaXOAUTCS Ha BepIIMHE CTeKa.

Yncna 107 u 108 cooTBeTCTBYIOT KoaM omepauuit OP_TOALTSTACK u OP_
FROMALTSTACK. OTu onepauyuy pasMelaloT M U3B/IEKAIOT 3/1EMEHThI U3 “a/lb-
TepHAaTMBHOIO  CTeKa, Ha3bIBaeMoro altstack.

Yucna 172, 173, 174 u 175 cooTBeTcTBYIOT onepauusam OP_CHECKSIG, OP_
CHECKSIGVERIFY, OP_CHECKMULTISIG u OP CHECKMULTISIGVERIFY, KOTO-
pbIM TpebyeTcs xewn mopmucy (z; cM. I1aBy 3) A/ ee IpPOBEPKM Ha AOCTOBEp-
HOCTb.

Ecmu KOMaH[Ia He ABIAETCA KOOOM OIl€palluM, TO OHA ABIAETCA IIEMEHTOM, a
CNI€AOBATE/IbHO, 3TOT 3TIEMEHT Pa3MEIIAE€TCA B CTEKE.

Ecnu crex okasbiBaeTcA IyCThIM 110 OKOHYaHUY 06paboTky Bcex KOMaHJ, cle-
Hapuit 3aBeplIAeTCA HEeYJa4yHO, M II03TOMY BO3BpalllaeTCA TOTMYECKOe 3Have-
Hue False.

Ecny Ha BeplumHe cTeka HAXOAUTCA MycTas 6aiToBasg cTpoKa (a MMEHHO B Ta-
KOM BMJe B CTeKe XpaHMTCA 0), TO ¥ B 3TOM C/Iydae CleHapyit 3aBepllaeTcs
HeyJlayHo, a CIelOBaTe/IbHO, BO3BpalllaeTCA 0rMyeckoe 3Hadenne False.

JTo601 Bpyroit pe3ynbTaT O3Ha4aeT, YTO CIieHapMil OKa3asICA JOCTOBEPHBIM.

be3onacHoe BbiuncneHve cueHapunes

[IpuBeneHHsbIit BbIe KOJ HECKONbKO 06MaHYMB, MTOCKONbKY 06beny-
HEHHBIN CLieHapuil MMeHHO TaK He BbINO/NHAeTcA. B yacTHoCcTH, Cle-
Hapuit ScriptSig BeIuMCIAeTCA OTAENbHO OT cueHapusa ScriptPubKey
AN TOro, 4robpl omepauuym u3 cueHapua ScriptSig He oxasmiBamm
HMKAKOIO BIIMAHMUA Ha KOMaHAH U3 cueHapus ScriptPubKey. Kpome
TOrO, CTeK COXPaHAETCA IOC/e BHIYMCIEHUA BCeX KOMaH/ U3 ClieHa-
pus ScriptSig, a 3aTeM koMaHAb! U3 cueHapus ScriptPubKey Bpramc-
NAIOTCA OTAE/NTbHO CO CTEKOM M3 IIEPBOJ CTafMyM BBITOTHEHUA.

BHyTpeHHee npepcTaBNeHune 3/1eMEHTOB B CTeKe

O603HaueHKe 37TEeMEHTOB B CTeKe YMC/IaMy Bpoxge Owmu 1, a mHOrAA U 6aitTOBLI-

MM CTpOKaMy Bpofe noanucu B popmare DER unu orkpeiToro kiawoda B popmare
SEC MoxeT BhI3BaTh HefjOyMeHMe. BHyTpeHHe Bce OHM NpeAcTaB/IeHHl 6aitTaMy,
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XOTS HEKOTOpBIE M3 HUX MHTEPHPETUPYIOTCA KaK 4MC/Ia, 0603HaYaKoIMe onpexe-
NeHHble KoAbI onepauyit. Hanpumep, uncno 1 xpauutca B cTeke B Bupe 6aitra 01,
2 — B Bupe baitra 02, 999 — B BuAe 6aitra €703 u T.4. JIro6as 6aitToBas cTpoka
MHTEPIpPeTUPYEeTCA KaK YMC/I0, NMPeCTaBIEHHOE MOCIENOBATENbHOCTbIO 6aATOB
B [IPSIMOM TOPANKEe MX CIeROBaHMA, U IpeAHa3HaYeHHOe I 0603HaYeHMA KOofa
apudMeTnyeckoit omepauuy. Llenoe yncno 0 XxpaHUTCA B cTeke He B BuAe 6aiira
00, a KkaK mycTas 6aifToBas CTPOKa.

B npuBenerHoM Hike pparMeHTe Kofa M3 MCXORHOro ¢aitna op . py NOACHAET-
s CyTb Aena. B yacTHOCTH, unMCna, pa3MelljaeMble B CTeKe, KOAUPYIOTCA B 6aiThI, a
4MCa, M3B/IeKaeMble U3 CTeKa, NEeKOAMPYIOTCA M3 6aiToB, Kora TpebyeTcst CHOBa
IIO/TYYUTh YMCTIOBOE 3HAYECHHE.,

def encode_num(num):
if num ==
return b''
abs_num = abs (num)
negative = num < 0
result = bytearray()
while abs_num:
result.append(abs_num & Oxff)
abs_num >>= 8
if result[-1] & 0x80:
if negative:
result.append (0x80)
else:
result.append(0)
elif negative:
result[-1] |= 0x80
return bytes (result)

def decode num(element):

if element == Db'":
return 0
big_endian = element[::-1]

if big_endian[0] & 0x80:
negative = True
result = big endian{0] & O0x7f
else:
negative = False
result = big_endian{0]
for ¢ in big_endian[1l:]:
result <<= 8
result += c
if negative:
return -result
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else:
return result

def op_0(stack):
stack.append (encode_num(Q))
return True

YnpaxHenve 2

Hanuwure coro Bepcuio ¢pyHxkumum op_checksig() u3 ucxopsoro daitna
op.py.

3aTpyaHeHua, cBAzaHHbie ¢ p2pk

OmnsaTta 1o OTKPBHITOMY K/IOYY BIIO/IHE OY€BMIHA B TOM CMBIC/IE, 4TO, MMeA B
CBOEM pPacIOpsXKEHMM OTKPBITBIA K04, BCAKMI MOKET OTIIPABUTb GUTKOMHEI 1O
3TOMY K/I04y BMECTe C NOANMCDIO, KOTOPYIO MOXET Cie/IaTh TONBbKO B/IajieNiell Ce-
KpeTHOTO Kiio4a. V1 XOTA TaKoii clieHapuit BIoNHe paboTocnocobeH, OH Bce xe
BbI3bIBaeT HEKOTOPbIE 3aTPYAHEHUA.

Bo-mepBbIX, OTKpHITBIE KIIOYM AMMHHBL Kak ynIoMuHanoch B InaBe 4, OTKpHI-
Thle TOYKM Ha S/UIMIITHYECKOi KpuBoit secp256kl 3aHmmalor 33 6aifTa B CkaToM
¢opmare SEC u 65 6aitToB B HecxxatoM ¢popmare SEC. Ho, k coxanennio, atu 6ait-
Thl HeYR0604YMTaeMbl B UCXOOGHOM BHUJE, 4 6ONBIIMHCTBO KOAMPOBOK He BOCHPO-
M3BOAAT 6aifThl B ONpefe/IeHHbIX NTpefeNax, Ife HaXOAATCA YIpaB/Alolue CUMBO-
/B, 3HAKX HOBOM CTPOKM, Tabynaumu u UM nopobHble. BMecTO 3TOro MaHHbIE B
¢opmare SEC, kak npaBuio, KORMPYIOTCA B lIeCTHAaALIaTepUuHOl dopme, e ux
I/MHa yABauBaeTcs (110 4 6MTa Ha KaXAbIA CMMBON BMecTO 8). B uTore oTkpbIThIE
TOYKM OKa3bIBAIOTCA /IMHOM 66 1 130 CMMBOJIOB B C)KaTOM ¥ HeCXaToM popmarax
SEC COOTBETCTBEHHO, YTO CYLIECTBEHHO 6O/bllle, YeM [ANMHA 6OMbIIMHCTBA UAEH-
TMPUKATOPOB (Hampumep, ATMHA UMEHMU TMOb30BaTeNs1 Ha Be6-caifTe 0OBIYHO He
6ombue 20 cumBonoB). KpoMe Toro, B mepBoHa4a/IbHbIX TPAH3AKUMAX OUTKOMHA
He IIPUMEHAINCDh CKaTble BEpPCUM, U NTO3TOMY JUIMHA KaXKZOro agpeca B IIECTHAN-
LiaTepUYHOM BMAe cocTaBnana 130 cumBonoB! 3anmuchiBaTh TakKue ajipeca MOAAM
6b1710 HeyOOHO ¥ Hellerko, a TeM 6o/ee MepefiaBaTh UX TOIOCOM.

Tem He MeHee clieHapuit p2pk mepBoHava/lTbHO NMPUMEHSANCSA AN OMIATH O
MeXCeTeBbIM afjpecaM M BBIPabOTKM A0OBIBa€MOit KPUIITOBAMOTHL. UTO KacaeTcs
OIUIaTHI IO MeXCEeTEBLIM afipecaM, To IP-afpeca 3anpaimnBanich 0 UX OTKPBITHIM
K/I0YaM, KOTOpbIe IepefaBanuch MeXay KOMIBIOTEPaMH, a 3TO 03HAYaNo, 4To 06-
1eHMe MEeXAY MOAbMU COBCEM He 00s3aTeNIbHO BBI3BIBANIO TPYRHOCTH. A BOT ANA
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BBIPabOTKM 0OBIBaEMOIt KPUIITOBAIOTHI O6IEHIe MEXAY /IIOAbMU BCe Xe Tpebo-
Ba/oCh. BripoueM, cucTeMa OnIaThl IO MeXKCETEBhIM afpecaM Obla ylpasgHeHa,
TIOCKO/IBKY OBl/Ia HeGe30MmacHa 1 MOfBepXKeHa aTaKaM CO CTOPOHBI TIOCPETHMKA.

3ayem Catowwn HakomoTo nonb30Banca HeoKatbiM popmartom SEC

Ha nepBnlit B3rnsag, nonb3aoBaTbcst HecxatsiM popmatoM SEC He umeet ocobo-
rO CMBICNA AN OMTKOIHA, B KOTOPOM CBOOORHOE MeCTO B 6/10Ke Ha Bec 307I0Ta.
3auem xxe Caromuyu HakoMoTo MM nonb3oBanca? Jlenro B TOM, YTO OH IO/Ib30BANCA
6ubnmuotexoit OpenSSL ans npeobpasosannit B popmar SEC, a B To BpeMs, koraa
OH pa3pabaTbIBa/l TEXHONOTMIO 6UTKOIHA (0komo 2008 ropa), cxarbiit popmar SEC
6bI1 He OYEHDb XOPOIIO AOKYMEHTHpOBaH B 6ubmioreke OpenSSL. ITosTomMy Mox-
HO JNIUb JorajbIBaThcs, novemy Carown HakoMoTo BbIOpam MMEHHO HeC)KATbIi
¢opmar SEC. Korpa xe IIutep Bunp (3HaTrox xpunrorpaduyu) o6HapyXmi, 4To
B 6ubmnoteke OpenSSL nopaepxusaeTcsa u cxatblit opmar SEC, Bcren 3a HuM
MHOTMeE CTa/IY IIO/Ib30BAThCA 3TMM QOPMATOM B GUTKOMHe.

Bo-BTOpBIX, i/MHA OTKPHITHIX K/II0YeN BbI3HIBAET MeHee OYEBUHOE 3aTPYyLHe-
Hye: MHOXXecTBO UTXO ykpynHaeTcs, MOCKOMbKY OTKPBIThIE K/TIOYM TIPUXOAUTCA
XPaHMUTh Y MHIEKCUPOBATH, YTOOLI IPOBEPATH, U3PACXOZOBAHbI /I BHIBOABI TPaH-
3aKIUK. A I/ 3TOrO TpeOyIOTCA HOMOMHUTENTbHbIE PECYPChl CO CTOPOHbI TTOMHBIX
Y3710B ceTH 6UTKOMHa.

W B-TpeTbuX, OTKPHITHIE K/II0YM XpaHATcA B mone ScriptPubKey, a cnegoBatens-
HO, OHU 061IeN3BECTHRL JTO 03HAYAET, YTO KOTrAa-HUOYyab anroputM wudpoBaHus
ECDSA 6yner B310MaH, ¥ COOTBETCTBYIOLIME BhIBOAbI TPaH3aKLMit MOTYT ObITh
ykpapmeHsl. HanpuMep, KBaHTOBOe BHIYMC/IEHME ITO3BO/IAET CYLIECTBEHHO COKpa-
TUTh BpeMA BbIYMC/IeHus ana anroput™MoB RSA u ECDSA, u noatomy gns nossi-
meHNs 6GesomacHocTH TpebyeTcs HeuTo Gojibliiee, YeM Mephbl 3alUTHI BHIBOJOB
TpaH3aKImit. BnpoueM, 3To He Takas y>K 1 60/bIIas yrpo3a, HOCKONbKY alTOPUTM
ECDSA HaxoauT npuMeHeHMe BO MHOTMX APYTMX 06/1acTAX, IOMMMO OUTKOIMHA, a
€ro B3/I0M 0Ka3aj Obl OTPHUIATE/NIbHOE B/IMAHMUE BO BCEX MOZOOHBIX 06/MacTAX.

Pa3peluenue 3aTpyaHeHnid cpeacrsamu p2pkh

Omnnara 1o xelry oTKpbiToro kimoya (p2pkh) sBnsercs alIsTepHaTUBHEBIM CLieHa-
pueM, o6mafalolyM CIeRYIOIMMM IpENMYILeCTBaMy Haf p2pk.

1. Bonee kopoTkue agpeca.

2. JlomonHuTeNbHAA 3alMTa C IIOMOLILIO a/ITOPUTMOB XelIMpoBaHuA sha256 u
ripemd160.
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Anpeca oka3piBaloTcA 6o/iee KOPOTKMMM MOTOMY, 4TO ANA UX GOPMUPOBAHUA
NIPUMEHAIOTCA anTOpUTMBI XewnpoBauua sha256 u ripemd160. Ins aToro coot-
BETCTBYMOLIMe Xel-QyHKIMY, sha256 u ripemd160, BEIIOTHAIOTCA MOC/TEROBATENb-
HO, TIOC/le 4ero Bbi3bIBaeTcA xell-GyHKuuA hash160. B pesynbpraTe BhIIOTHEHMA
xeut-yHkumu hash160 monyuaiorcsa 160 6ut mmu 20 6aifToB, B KOTOpbIe X KORH-
pyerca aapec.

B uTore nomyyaerca CefyOLMIt 3aKOAMPOBAHHBIN aipec, KOTOPhIA MOXHO Ha-
6miomaTh B ceT¥ 6UTKOMHA M KOTOPBIif YIIOMUHA/ICA B [/1aBe 4:

1PMycacnJaSqwwJqjawXBErnLsZ7RkXUAs

3rtoT afpec kogupyerca 20 6aiiTaMu, KOTOpbIe BBIIJIANAT B LIECTHAALATEPUY-
HOIt GopMme crnenylomuM o6pasom:

£54a5851e9372b87810a8e60cdd2e7cfd80bbe3l

Sty 20 6aiiTOB MOTYYAIOTCA B pe3ynbTaTe BHIMOMTHeHUA Xell-GyHkuuu hash160
HaJl OTKPBITBIM K/IIOUOM, IIpefiCTaB/IeHHBIM HIDKe B cxatoM ¢opmare SEC.

0250863ad64a87ae8a2fe83clafla8403cb53£53e486d8511dadBa04887e5b2352
B cBA3u ¢ Tem, 4ro cueHapuit p2pkh o6ecneunBaet 6onbiuyIo KpaTKOCTD 1 Ge3-

OITaCHOCTb, €T0 NpUMEHEHME 3HAYUTENBHO COKpaTunock nocne 2010 roga, XoTsa oH
IO CHX IIOP HAXOAMUT IIOTTHYIO TIOAAEPXKKY.

p2pkh

Onnara o Xemy OTKPHITOTO K/II0Ya IPUMEHANACH elle Ha PaHHel CTaguy pas-
BUTUA GUTKOMHA, XOTA U He B TaKoif creneny, Kak p2pk. CueHapuit 610KknpoBKM
ScriptPubKey ana p2pkh BeIrIAgUT Tak, Kak MOKa3aHoO Ha puc. 6.15.

Puc. 6.15. Cyenapuii ScriptPubKey ons onnamus
no xewty omxpuvimozo xmo4a (p2pkh)

Kak u B p2pk, 3mecy BhmonHAerca omepauusa OP CHECKSIG, a omepaumus
OP_HASH160 mpupmaer Bemnuit Bua. Ho B oTmmume oT p2pk OTKpBITBIA KMoy

fnasa 6. fissik Script | 167



npepcTaseH 3pech He B popmare SEC, a B xemmpoBaHHOM 20-6aifTOBOM BUAe.
Kpome Toro, 3gech BBeieHa HoBadA onepauus OP_EQUALVERIFY.

Cuenapuit 6nokupoBky ScriptSig ans p2pkh BEIITARUT Tak, Kak IIOKa3aHO Ha
puc. 6.16.

Puc. 6.16. Cyenaputi ScriptSig ons onnamot no xeusy
omxpuimozo kmova (p2pkh)

Kak u B p2pk, cuenapunit ScriptSig copepxaur noanucek B ¢popmare DER. Ho B
otimume ot p2pk cuenapwmit ScriptSig comepXUT Tak>ke OTKPBITBIN K04 B GopMa-
Te SEC. ImaBHOe pasnuume cueHapues ScriptSig nna p2pk u pnsa p2pkh saxmoya-
eTCsl B TOM, YTO OTKpHbITHIi Kmiod popmara SEC nepenecen us nons ScriptPubKey
B none ScriptSig.

CosmectHo cuenapum ScriptPubKey u ScriptSig o6pasyior Habop KOMaHJ, Kak
IIOKa3aHo Ha puc. 6.17.

Puc. 6.17. O6vedunennuiii cuenaputi p2pkh

Ha panHOM 3Tane KOMaHAbI ¥3 00 BEAMHEHHOTO CLleHapuA 06pabaThIBAIOTCA N0
odepenn. A HaYMHAETCA OH C KOMaH/[|, IPUBEAECHHBIX Ha puc. 6.18.

IlepBble fBE KOMAH/BI B 3TOM ClLI€HAPUM AB/IAIOTCA 31EMEHTAMH, & [IOTOMY pas-
MelanTca B cTeke (puc. 6.19).

B onepanuy OP_DUP BHIIOMHAETCA AyONMMpOBaHME 3MIEMEHTA, HAXONAIETOCA Ha
BeplUMHe cTeKa. B uTore oTKphITHIt KMoy ayb6nupyercs (puc. 6.20).

168 |  nasa 6. Asbik Script



Puc. 6.18. HauanvHoe cocmosHue
cuenapus p2pkh

Cuenapuii Crex

Puc. 6.19. Ilepeas cmadus 8vinonHeHus
cuenapus p2pkh

Cuenapuii Crex

Puc. 6.20. Bmopas cmadus évinonreHus
cyenapus p2pkh

B onepauun OP_HASH160 Haj 371eMEHTOM, KOTOPHI OepeTcs U3 BepIIMHEI
CTeKa, CHaya/la BBINONHAETCA Xell-PyHkuusa hash160, a sarem — xemr-$pyHxunm
sha256 u ripemd160. B utore nony4aercs 20-6airoBblit xew (puc. 6.21).

20-6aifTOBBI XeIll ABNAETCA INMEMEHTOM M IO3ITOMY pa3MeINaeTcA B CTeKe
(puc. 6.22).
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CueHapui Crex

Puc. 6.21. Tpemvs cmaous evinonHeHUs
cuenapus p2pkh

Cuenapuii Crex

Puc. 6.22. YHemsepmas cmadus 6vinonHeHUs
cueHapus p2pkh

Teneps o4yepenb MOXOAUT Ao omepauuy OP _EQUALVERIFY. B sToit onepanuu
MCTIONb3YIOTCA BA BEPXHUX 37€MEHTa B CTEKE M IIPOBEPAETCA UX paBeHCTBO. Ecin
OHM paBHBbI, TO BBINOTHEHME JAHHOTO CLIEHApUS MPOMOIKAETCA. A €ClMM OHM He
PaBHbI, BbINIOTHEHME JaHHOTO CLIEHAPUA CPasy e NpeKpallaeTcs, 3aBepLIAACh He-
yAa4yHo. 3/iech NMpENIONaraeTcs, YTO CpaBHUBAEMbIe 3/IEMEHTDBI PABHBI, YTO IPUBO-
[MT K COCTOSIHMIO JAaHHOTO CLIeHAapus, IOKa3aHHOMY Ha puc. 6.23.

CueHapui Crex

Puc. 6.23. IIamas cmadus 8vinonHesus
cuenapus p2pkh
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WTtak, MbI [oIIIM 1O TAaKO K€ CTafAMM, KAK ¥ IIPY BBITIOJTHEHUY onepauuu OP
CHECKSIG npu o6paboTke ciieHapus p2pk. Y 3agech npepnonaraercs, 4To NOAIUCH
RocToBepHa (puc. 6.24).

CueHapwit Crex

Puc. 6.24. KoneuHoe cocmoaHue
cueHapus p2pkh

MMeroTca fBa yCIOBMA HeyAadHOro 3aBeplueHus cueHapusa p2pkh. Ecnu B
cueHapun ScriptSig nmpenocTaBnsgeTcsA OTKPBITBIN K/II0Y, He XELIMPOBAaHHBINM Xell-
¢ynxumeit hash160 B 20-6aitToBbiit xewr B ciieHapuu ScriptPubKey, To cuexapwmit
p2pkh 3aBepmumuTcA HeyaavyHO NpHM BBHINOMHEHMM omepanuu OP EQUALVERIFY
(puc. 6.22). [Ipyroe ycnosue HeyfayHoOro 3aBepuieHusA cueHapus p2pkh coctout
B TOM, YTO B clieHapuu ScriptSig mMeeTcss HeoOCTOBEPHAs NOANMCH, HECMOTPA Ha
Ha/lM4Me OTKPBITOTO K/TI0Ya, XeIIMpoBaHHOTo xel-¢yHkumeit hash160 B 20-6aitTo-
BBVt Xelll B cueHapun ScriptPubKey. B utore BbluncieHne o6beqMHEHHOTO ClieHa-
pus 3aBepIUNTCA Hy/eM, a Cl1ef0BaTe/IbHO, HEYAAYHO.

VImeHHO M03TOMY TaKoro pojia ClieHapuit Ha3bIBaeTCA OIUIATON IIO Xeuty OT-
KpeITOTO K/mo4a. Benpb B none ScriptPubKey copepxurcs 20-6aiToBbIi Xelw, MO1y-
YeHHBI! M3 OTKPBITOTO K/II0Ya C IIOMOILbI0 Xel-GyHKuuu hash160, a He cam OT-
KPBITBII K104, BUTKOMHBI 6/TOKUPYIOTCA 110 Xeuty OTKPHITOrO K/104a, a TOT, KTO MX
TPAaTUT, OTBEYaeT 32 PACKPBITHME OTKPHITOrO K/I0Ya KAaK 4aCTH NOCTPOEHMUA IOA-
IIMCH N0 CleHapuio ScriptSig.

I'maBHoe npeumymectso p2pkh 3axmoyaeTcsa B TOM, 4TO OTKPBITBINA KIIOY 13
cueHapus ScriptPubKey okasbiBaeTcs 6onee KOPOTKMM (I/IMHOM Bcero nMuiub 25
6aitTOB). A ero BOpy NpuAETCA He TOMBKO PEIUUTDb 3aflayy AMCKPETHOTO norapud-
mupoBaHus B anroputMe ECDSA, Ho 1 HaitTu crioco6 o6Hapyxenus npoo6pasos
o6oux xeueit, cbopMUPOBAHHBIX Xell-pyHKuMAMK ripemd160 u sha256.

HOCTPOEHME NPOU3BO/NbHDbIX CLieHapueB

CnenyeT, onHako, MMeTh B BUAY, YTO B KaueCTBe CIi€HApUA MOXXET CIYXUTb
mobas nporpaMMa. M xak yrmoMmHanock paHee, Script — 3TO A3bIK COCTaBIeHUA
YMHBIX KOHTPAKTOB, MO3BO/IAIOLIMI O70KMPOBATh OMTKOMHBI CaMbIMU PasHbIMU
criocob6amu. Tak, Ha puc. 6.25 npuBeneH npuMep cueHapus ScriptPubKey.
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A Ha puc. 6.26 npuBefieH puMep cleHapus ScriptSig a1 pa36n1oKMpoBKyM OT-
KPBITOrO K/I104a U3 cueHapus ScriptPubKey.

Puc. 6.25. IIpumep cuenapus Puc. 6.26. IIpumep
ScriptPubKey cueHapus ScriptSig

O6benMHEHHDIt B UTOTE CLIeHapUil BBITIARUT TaK, KaK II0Ka3aHo Ha puc. 6.27.

ScriptPubKey ScriptSig CueHapuit
( OP 4 ) OP 4
OP_ADD
( OP 9 OP_ADD
( OPEQUAL ] (2 0ng )

( OPEQUAL )

Puc. 6.27. ITpumep 06ve0unenHo20 CyeHApus

Boluncnenue o6befMHEHHOTO ClieHapMA HAa4YHETCA TaK, KaK NOKa3aHO Ha
puc. 6.28.

Puc. 6.28. HavanvHoe cocmoaHue
06Be0UHEHH020 CUEHAPUSA

Hpu BBIIIOJTHEHMU OIlEpaLlUU OP_4 B CTeke 6yneT pasMelieHo 4ucnao 4
(puc. 6.29).

AHa/I0TMYHO NIpY BHINONTHEHUM onepanyuu OP_5 B cTeke 6yfieT pa3MelieHo dmc-
no 5 (puc. 6.30).

[Ipu BoimonHenuu omnepauuyu OP_ADD M3 cTeKa O6yAyT M3B/IeYEHDBI M CTIOXKEHbI
BMeCTe [Ba 37IeMEHTa, a MIONy4eHHas B MTOTe CyMMa IOMellleHa 06paTHO B CTeK
(puc. 6.31).
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Cuenapnii Crek

Puc. 6.29. Ilepsas cmadus 8vinonHeHUs
00e0UHEHHO20 CUEHAPUS

CueHapuii Crex

Puc. 6.30. Bmopas cmadus ébinonHeHUs
00Be0UHEHH020 CYEHAPUSA

CueHapui Crex

Puc. 6.31. Tpemvs cmadus ebinonHeHUs
06Be0UHEHHO20 CUEHAPUS

[Ipn BrimonHeHuyu omepauuyu OP 9 B cTeke GymeT pasMmelleHO YUCIO 9
(puc. 6.32).

Cuenapmii Crex

Puc. 6.32. Yemeepmas cmadus 8vinonHeHus
00B5e0UHEHHO20 CUEHAPUS
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IIpu BeimonHenuy onepanuu OP EQUAL u3 cTeka 6yAyT M3B/IedeHbI fBA 3/1e-
MeHTa, a 06paTHO B Hero OyfeT IoMelleHa 1, ecu 06a 37eMeHTa paBHbL, wan 0,
ec/IM OHM He paBHBI (puc. 6.33).

Cueﬂapm'i Crex

Puc. 6.33. I[Iamas cmadus 8vinoaHeHus
06Be0UHEHH020 CYEHAPUSA

CnenyeT, ofHaKO, UMETb B BUAY, UTO B JAHHOM IIpUMepeE BbIABUTb COREPKUMOE
cueHapus ScriptSig He COCTaBUT 0cO60TO TPYAA, MOCKONBKY B HeM (aKTU4eCKH OT-
cyTcTByet mmopnuchk. Ho B utore cuenapmit ScriptPubKey okakercs yA3BUMBIM gs
BCAKOTO, KTO CIOCO6eH NMOKo6paTh MO HeMY CeKPeTHbIit Kmoy. Takoit creHapui
ScriptPubKey MoXXHO CPaBHUTD ¢ IeHEXXHDBIM AIIMKOM, 3alIePThIM Ha HeHaeXKHbII
3aMOK, KOTOPBI/ MOXXET B3/IOMaTh KTO YTOAHO. VIMEHHO IO 3TOi NpuYMHe A/
6O/BIIMHCTBA TPAaH3aKIMIT TpebyeTCs Ha/mA4IMe OANIUCH B CLieHapuy ScriptSig.

Kak Tronbko BeIBOA HemapacxopoBaHHbIX TpaHzakumit UTXO 6ynmer uspacxo-
JOBaH, BK/IIOYeH B /10K ¥ 3alUULIeH MOATBEpPXAeHueM paboTsl, OMTKOMHBI 6YAyT
3a6/I0KMpPOBaHBI 0 ApyroMy cieHapuio ScriptPubKey, u morparuts ux B fanpHei-
meM OyaeT HeNerko. A TOMY, KTO IOIBITaeTCA U3PAcXOOBaTh Y>Ke U3PaCXOROBaH-
Hble OUTKOMHBI, IPUAETCS IPEFOCTABUTD IOATBEPKAEHME pabOThI, 4TO 060imeTCA
eMy HeflelIeBO, KaK MOACHAETCS B I71aBe 9.

YnpaxHeHne 3

Cospaitte cueHapuit ScriptSig, cioco6HbII pa3bIOKMpOBaTh OTKPHITHIA K/TIOY
10 clefytoleMy cueHapuio ScriptPubKey:

767695935687

VimeiiTe B BUAY, 4TO B OIlepaliuu OP_MUL yMHOXAIOTCA /IBa BEPXHUX 3/IEMEHTA
B CTeKe, a Koibl B ciieHapuy ScriptPubKey o6o3HavatoT C/IenymoLue onepannm.

e 56=0P 6

e 76=0P DUP

e 87=0P EQUAL
e 93=0P ADD

e 95=0P MUL
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Monb3a cyeHapues

3agaHue B NpeabIAylieM YIpPaXHEHMM ObI/IO HECKONBKO OOMaHYMBBLIM, HO-
CKOTBbKY onepanus OP_MUL 6onbile He paspemaercss B 6utkoitie. B Bepcun 0.3.5
OUTKOIHA 3aNpelLleHO HeMAIo ONepanyuit — faXe Te, KOTOPble ObUIM CIOCOOHBI
CHenaTh ceThb OUTKOMHA YA3BUMMO fjaxke B MUHMMAJIbHOM CTelleHH.

U 3To TONMBKO K /Ny4iIeMy, NOCKONbKY GONMBIIMHCTBO PYHKIMOHAMBHBIX BO3-
MOXKHOCTelt Script He ocobeHHO Mcmonb3yioTcsa. Ho s conpoBoXeHus mpo-
TPaMMHOTO ofecrie4eHMs 3TO He COBCEM XOPOILO, MOCKOIbKY Ma/TOMCIIONb3yeMblit
KOJ BCe paBHO NMPUXOAUTCA CONPOBOXAATh. YNPOLIEHME ¥ OTKa3 OT MCIONb30Ba-
HMA HEKOTOpPBIX (yHKLMOHATBHBIX BO3MOXKHOCTe! MOXXHO PacCMaTpUBaTh Kak
crroco6 MOBBICUTH 6€30MaCHOCTb GUTKOMHA. DTUM AaHHBIA [IPOEKT 3aMeTHO OT-
JIMYAETCA OT APYTUX aHAJIOTMYHBIX IIPOEKTOB, B KOTOPBIX IPEeAIPUHMMAIOTCA 110-
TIBITKY PaclIMpUTh QYHKIMOHAIbHBIE BO3MOXXHOCTH I3bIKOB COCTAB/IEHUA YMHBIX
KOHTPAKTOB, YTO HEPEIKO NPUBOAUT K 60NbLIEMY pa3HOO6pa3uio BUAOB aTak.

YnpaxHeHnue 4

BbiacHuTe Ha3HaveHMe CIegyolero ClieHapus:
6e879169a77ca787

Koap! B 3TOM cljeHapuy 0603HaYaIoOT CIEAYIONIME ONepALMH.

e 69=0P_VERIFY

e 6e=0P _2DUP

e 7c =0P_SWAP

e 87 =0P_EQUAL

e 91 =0P NOT

e a7 =0P_SHAl

Bocnonbayitech meTonoM Script.parse () ¥ BbIACHUTE Ha3HauYeHMe OTHAENb-
HBIX ONepauMif Mo UX KojaM, oOpaTuMBIUMCh MO afpecy https://en.bitcoin.
it/wiki/Script.

MuubaTa ana anroputma SHA-1

B 2013 roay Ilutep Tomp cosman clieHapMit, O4eHb IOXOXMI Ha ClieHapuit
U3 YIpaXHeHUA 4, BIOXMB B HETr0O HeMHOTO OMTKOMHOB, YTOOB MaTepyalbHO

Tnasa 6. Assik Script | 175



3aMHTepeCcOBaTb APYTMX HaXOAUTb KOIU3UM Xell-QyHKUMA. B uTore noxeprao-
BaHUA JOCTUIIH 2,49153717 6UTKOIHA, a KOTIa KOMITAHUA Google B ¢eBpane 2017
rofia GakTU4eCKH OOHAPYXM/IA NEPBYI0 KOIM3MUIO Xell-QYHKLMHA B airOpUTME
SHA-1 (https://security.googleblog.com/2017/02/announcing-first-
shal-collision.html), ator cueHapuit 6bicTpo oxynunca. CyMMa Ha BbIBOJle
TpaH3aKUMM COCTaBU/A 2,48 OMTKOMHA, YTO Ha TOT MOMEHT ObI/IO PaBHO3HAYHO
2848,88 gonmapa CIIIA. [IuTep cosman u ApyTHe ClleHAPUM TMIA TIMHBATH' m7is
xew-yukumit sha256, hash256 u hash160, 4To6bI MOBBICHTL MaTepuanbHYIO 3a-
MHTEPECOBAaHHOCTb B IIOMCKE MX KOTU3UIA.

3aKknoyeHune

B 3T0i% r/1aBe 6bIIM pacCMOTpPEHbI BRYTPEHHMI MEXaHU3M U IPUHLIUI AeHCTBUA
CLieHapueB Ha A3biKe Script, MCIIONIb3yeMOM /1A COCTABNIEHMSI YMHBIX KOHTPAKTOB.
A Ternepb MOXHO NepeiTH K 06CY>KIEHNIO BOIIPOCOB CO3[aHUA U TIPOBEPKM [O-
CTOBEPHOCTY TpaH3aKLUMiA.

! Mexcukanckas monas Urpymka 13 manbe-Mallle, B JaHHOM ClTy4ae — HEYTO BPOfie KO-
munku. — ITpumey. peo.
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TMABA 7

Co3paHue 1 npoBepka
AO0CTOBEPHOCTH TPaH3aKLI

OpHOJ M3 caMBIX TPYRHBIX 3afad NPOTPAMMUPOBAHMA OMTKOMHA ABNAETCA
NpoBepKa AOCTOBEPHOCTM TPaH3aKLMM, a APYTroit — ux cosfanue. B sToit rmase
NOACHAIOTCA KOHKPETHbIe LA A/ Toro u apyroro. [Ipopa6oTaB Marepuan 3Toit
I7IABHI, BBl CMOXETE CAMOCTOATENBHO CO3JaTh ¥ Pa3ocCnaTh TPaH3aKLUUIO 110 Beeit
ceTy testnet.

llpoBepKa focTOBEPHOCTH TPaH3AKLHUA

ITony4yas TpaH3aKLMM, KOXKABIA CETEBOM y3e/ IpOBEPSET €€ Ha COOTBETCTBUE
paBU/IaM, YCTAHOBJIEHHBIM B CeTH OUTKOMHA. DTOT IpoLecC Ha3bIBAETCA Nposep-
xotl docmosepHocmu mpan3axuuii. B Xome aToro npotiecca ceTeBoit y3en nmpoBeps-
€T CTIefyIoIye YCTIOBUA.

1. M3pacxopmoBaHbl 11 paHee BBOAbI TPAH3aKLMM.
2. IlpeBbluiaeT 1 CyMMa BBOJOB CYMMY BBIBOZIOB M He PaBHBI /I OHM.

3. YmayHo 1M pa36bNMOKMpOBaH B CleHapuy ScriptSig OTKpPBITBHINA K04 U3 CLieHa-
pusa ScriptPubKey.

IIpoBepka nepBOro M3 mepevnCIEHHBIX BhIILIE YCIOBMI NO3BOMNAET UCKITIOUUTD
IBOJIHOE pacxofioBaHMe. B wacTHOCTH, MI060i1 M3pacXOfOBAHHBIA BBOJ, T.e. TAKOM
BBOJ, KOTOPBIi BK/IIOYEH B 6/10KYeH, He MOXET OBITh U3PacXOf0BaH CHOBA.

IIpoBepka BTOpOro YC/IOBUA NO3BOJAET YOEAUTBCA, YTO HOBble OMTKOMHBI He
CO3JJaHBl, JTO He KACaeTCA CIELMANbHOM, TaK HAa3shbiBaAEMOM MOHETU3MPYIOLIE,
TpaH3aKLMH, 60nee MOFPOOHO paccMaTpUBaeMolt B I71aBe 9.

U HakoHel], mpoBepKa TPeThero yCloByUsA IO3BOJIIET YOEMUTHCA B JOCTOBEPHO-
CTH 06beMHEHHOTO ClieHapyus. B mopmapnsomeM G6ONbIIMHCTBE TPAH3aAKLMI 3TO



O3HaYaeT, YTO OffHa u/u Gonblue Moanuceit B clieHapuy ScriptSig mecTBUTENbHBI.
A Temepb paccMOTPUM MOPAAOK NPOBEPKYU 3TUX YCTIOBUIA.

NpoBepka pacxof0BaHNA BBOAOB TPaH3aKLNU

YTo6BI UCKTIOUUTD ABOWHOE PAacXOfOBaHME, B CETEBOM Y3J/le IIpOBepseTCH, CY-
IeCTBYeT /I KaXXAbliA BBOX M He M3PACXONOBAH /M OH. Takas NpoBepKa MOXeT
6biTh IpOM3BefleHa B MOOOM IIONIHOM Y3fe B XOfe aHanu3a MHoxecTBa UTXO
(cM. rmaBy 5). VI3 caMoit TpaH3aKUMM HeNb3A BBIACHUTD, PACXORAUTCA /IM OHA BaXK-
MBI, TOAOGHO TOMY, KaK He/b3s IIPOBEPUTD IlepePacXofl CPEACTB, IIANA Ha MMEH-
HOM 4eK. EMMHCTBEHHBIN CcOCO6 BBIABUTH ABOVHOE PacXOfOBaHME — IONMYYUTD
pocryn K MHOXecTBY UTXO, /s yero npuaercs npoM3BecTy pacyeT, MCXOMA U3
BCEr0 MHOXKECTBA TPaH3aKLMA.

B 6uTKOMHE MOXXHO BBHIACHUTD, M3PACXOAOBAH /I BBOJ ABAXKMBI, OTC/IEAUB BHI-
BoAsl HemspacxomoBaHHbIX TpaH3akuuit UTXO. Tak, ecnu BHIBOX TpaH3aKUUy
npuHagnexxut MHoxectBy UTXO, OH cyuIlecTBYeT M He pacXOAYIOTCSA JBaX/BI.
Ecnu ke TpaH3aKLMA MPOXOAUT OCTa/NbHbIE IPOBEPKM Ha JOCTOBEPHOCTH, TO BCe
ee BBOAbI yaanswoTcsa u3 MEoxecTBa UTXO. “ToHkue” K/IMeHTDI, He MMEIOIIME JO-
cTyma K 6710K4eitHy, BBIHYX/IEHBI JOBEPATDh APYTUM Y3/1aM MOTyYeHte MHOTHMX CBe-
JEeHMM, B TOM YUC/le M O TOM, OBII TM BBOX M3PacXOAoOBaH. B momHOM y3ne coBceM
He TPYAHO NPOBEPUTb PacXOAOBAaHME BBOAA, HO [IA 3TOTO “TOHKOMY  K/IMEHTY
NpUAeTcA JO6HITh CBeleHMA Y KOro-HuOyas Apyroro.

Nposepka cyMMbl BBOJ,OB OTHOCUTENIbHO
CYMMbl BbIBOAOB TPaH3aKLuM

B y3nax mpoBepseTcs TakoKe, IPEBbILIAET M CYMMa BBOJOB CyMMY BBIBOJIOB U
He paBHBI /1 OHM. TeM CaMBIM FrapaHTUPYeTCs, YTO TPAH3aKLMUA He CO3/iaeT HOBbIe
6UTKOMHBI. ENMHCTBEHHBIM MCK/TIOUEH)EM 13 3TOTO NIPABUIIA ABMIAETCA MOHETU3H-
pylolas TpaH3akLus, 6onee nogpobHo paccMaTpuBaemas B rinase 9. Ho mockons-
Ky Ha BBOAAX OTCYTCTBYeT IO/le CYMMBI, €T0 IPUAETCA MCKaTb B 61okdeitHe. U B
3TOM C/Ty4ae IOJIHBIM Y3/1aM JOCTYIIHBI CYyMMBI, CBAI3aHHbIE C HEM3PACXOKOBAaHHBIM
BBOJIOM, TOTfla KaK “TOHKMM” K/IMEHTaM NPUAETCA 00palaThCs K MO/MTHBIM y3/IaM,
4TOOBI JOOBITH TaKMe CBeAEeHUA.

O ToM, KaK pacCYMTHIBAETCA IUIATA 3a TPAH3AKIMIO, peYb y)XXe L/Ia B I7IaBe 5.
IIpoBepuTs, NMpeBbiLIaeT 1 CyMMa BBOOB CYMMY BbIBOZIOB M He PaBHbI 1M OHM, —
3TO BCe PaBHO, YTO IMPOBEPUTD, He OTPHIIATe/IbHA /I CYMMa OIUIAThI TPaH3aKIIUK,
T.e. He CO3JAI0TCA /M HOBble OUTKOMHBI. Bo3BpamasAch K NOC/IefHEMY YTIPKHEHHIO
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M3 IJIaBbl 5, HAIOMHUM, KaKUM 00pa3oM onpenenseTcs MeToR fee () s pacyera
MIaThl 338 TPAH3aKIMIO.

class Tx:

def fee(self):
'V 'BosBpamaeTr w1aTy 3a HaHHyN TpaH3axkum B caroms'''
input_sum, output sum = 0, 0
for tx in in self.tx ins:
input_sum += tx in.value(self.testnet)
for tx_out in self.tx outs:
output_sum += tx_out.amount
return input_sum - output_sum

npOBepMTh, NpeanIpyHNMaeTCA in B na}moﬁ TpaH3aKLUMM NOIIBITKA CO3AATh HO-
BBIC 6MTKOI7IHbI, MOXXHO C/1€AYIOIINM O6p830M2

>> from tx import Tx

>>> from io import BytesIO

>>> raw_tx = ('0100000001813£f79011acb80925dfe69b3def355fe914bd\
1d96a3£f5f71b£f8303¢c6a989c7d1000000006b483045022100ed81££192e75a3\
£d2304004dcadb746fa5e24c5031ccfcf21320b0277457c98£02207a986d955\
c6e0cb35d446a89d3£56100£4d7£67801c31967743a9¢c8e10615bed01210349\
fc4e631e3624a545de3£89£5d8684c7b8138bd94bdd531d2e213b£016b278\
afeffffff02a135e£01000000001976a914bc3b654dcaTeS56b04dcal8f2566\
cdaf02e8d9%9ada88ac99c39800000000001976a9141c4bc762dd5423e3321667\
02cb75£40d£f79feal288ac19430600")

>>> stream = BytesIO(bytes.fromhex(raw_tx))

>>> transaction = Tx.parse(stream)

>>> print (transaction.fee{) >= 0) o

True

@ Taxoit crioco6 BnonHe npuropel B Python (cMm. Huxe paspen “Omnbka mpe-
BBbILIEHNSA NIPERETbHOTO 3HAYEHUA).

Ecmu cymma onmatel TpaH3akuMM OTpHUIaTeNbHa, 3HAYMT, CYMMa BLIBOJIOB
(output_sum) 6ombiure cymms! BBOAOB (input_sum). MHbpIMU cTOBaMM, B JaHHOM
TPaH3aKUMM TaK MM MHaYe NPeAIPHUHUMAETCA TIONBITKA CO3RATh GUTKOMHBI.

'; OwunbKa npesbilieHNA NpeaeNbHOro 3Ha4YeHUA

| B 2010 rogy 6bina nmpousBefieHa TPAH3aKLMA, B KOTOPOi 6b110 €O3-
\  maHo 184 MuuMapma 6MTKOMHOB. DTO NMPOM3OLUIO NMOTOMY, YTO B
a3pike C++ mone cyMMbl OTHOCUTCSA K L{e/IOYUCTIEHHOMY TUITY €O 3HA-
KOM, a He 0e3 3Haxd. DTO 0O3HaYaeT, YTO 3HaUeHue B ITOM II0jIe MOITIO
6bITh OTpHULIATENbHBIM!
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Cronp XMTPO COCTaB/IeHHasA TPaH3aKLMUA NpOIL/Ia BCE NMPOBEPKHM, B
TOM YMCIIe U TY, B XOfl¢ KOTOpPOU IIPOBEPAETCA, CO3NAIOTCA /1M HOBbIE
OGMTKOMHBI, HO 3TO NMPOU3OLIZIO TOMBKO IOTOMY, YTO CYMMBI BBIBO-
[IOB NPEBBICU/IN MAaKCUMA/IbHOE YKCTIOBOE 3HavyeHne: 2% ~ 1.84 x 10"
CaTOLIM, YTO COOTBETCTBYeT 184 Mummmapmam 6uTKoitHOB. OTpuia-
TEeNIbHOM CYyMMBI OIUIaThl TaKOM TPAaH3aKLUMM OKa3a/l0Ch NOCTaTOYHO,
4TOOBI TpOrpaMMa Ha sA3bike C++ NpUHANA Ha Bepy, YTO 3Ta CyMMa
Ha CaMoM Jiefle IIOJIOKUTeNbHaA U paBHa 0,1 6uTKOlHa!

JTa yA3BUMOCTD nogpo6Ho ommcaHa B foKymente CVE-2010-5139
M yCTpaHeHa 4epe3 TaK Ha3blBaeMYI0 “MATKYIO BUIKY (T.e. Hepaju-
Ka/JbHOe M3MeHeHMe NMpoToKo/na) B Bepcun Bitcoin Core 0.3.11. Ymo-
MsAHYTas Bblllle TPAH3AKUMA ¥ CO3JaHHBIE B Heit OGMTKOMHDBI ObImy
IIpU3HAHBI HeNeMCTBUTENbHBIMM 3alHUM YMC/IOM B pe3y/IbTaTe peop-
raHusaumy 6710KoB. VIHBIMM cTIOBaMy, 6/10K, BK/TIOYABIINIA TpaH3aK-
IIMIO C TpeBbIIIEHMEM CTOMMOCTH, a TAKOKe BCe OCHOBaHHbIE HA HEM
6moku ObINY 3aMeHeHHBI.

NpoBepka nognucu

Camoi1, BEepOATHO, TPYAHO 4acThIO MPOBEPKM TPAH3aKIMM Ha JOCTOBEPHOCTD
AB/IAETCS MpOLiecC IPOBePKY ee moamucelt. Kak mpasuno, y TpaHsakuuyu uMeeTcs
XOTA 6bl OZHA MOAMMCH HA KOKABIA BBOA. Ec/n >ke MMeEIOTCA BHIBOABI CO MHOTH-
MM TIOAMMUCAMM, KOTOPbIE MOTYT GBITb M3PACXOZOBAHBI, TO TAKMX MOAIINCEA MOXKET
6bITH 60/b1IE OAHOI. Kak MOACHANOCH B I/IaBe 4, aNTOpUTMY UMQPOBLIX MOAIHMCEN
ECDSA Tpe6y0Tcs OTKpBITHII K104 P, Xelll MOAMMCH Z ¥ cama nogmucs (r,s). Ecn
BCe 3TU UCXOAHbIE JaHHbIE U3BECTHBI, TO Npolecc BepuUKAIMK MONIMUCH CYIie-
CTBEHHO YTIPOIIAeTCA, KaK Y)Ke JeMOHCTPUPOBANOCh Ha KOHKPETHBIX IpuMepax
KOfia B I/IaBe 3 ¥ ITOKa3aHO HMKe.

>>> from ecc import S$256Point, Signature

>>> sec = bytes.fromhex ('0349fc4e631e3624a545de3£89£5d8684cTb\
8138bd%4bdd531d2e213b£f016b278a")

>>> der = bytes.fromhex('3045022100ed81£f£f192e75a3£d2304004dcadb\
746fa5e24c5031ccfcf21320b0277457¢c98£02207a986d955c6e0cb35d446a89\
d3£56100£4d7£67801¢c31967743a9c8e10615bed’)

>>> z = 0x27e0c599%4dec7824e56decbb2fcb342eb7cdb0d0957\
c2fce9882£715e85d81a6

>>> point = S256Point.parse{sec)

>>> signature = Signature.parse (der)

>>> print{point.verify(z, signature))

True
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OrkpeiThle Kmoun ¢opmara SEC u nognucu popmara DER HaxonsaTcs B cre-
Ke, KOI/ja BHIIIOJIHAETCA Takas onepaiusa, Kak OP_CHECKSIG, 6narofapsa yeMy 3Ha-
YUTENbHO YIPOLIAETCA MONYy4YeHNe OTKPHITOrO K/I0Ya ¥ MOANUcK (CM. TnaBy 6).
A BOT IOTYYUTD Xelll MOANMMCH TpyAHee. HauBHEIN crioco6 caenarsb 3TO COCTOUT B
TOM, YTOOBI XEIIMPOBATh pe3y/IbTaT CepMaNN3aLMM TPAH3AKIMM, KaK II0OKa3aHO Ha
puc. 7.1. Ho, K coxasneHmio, cienarb 3TO He YAACTCA, TOCKONbKY NOAMUCH AB/IAETCA
YacTbIO clieHapyuA ScriptSig M He MOXeT caMa IOANMUCATbCA.

Puc. 7.1. IToonuce Haxooumcs 6 cuenapuu ScriptSig, evidenerHom
ceemo-cepbim, HAUUHAA ¢ 6atimos 6D48 u 3axanvueas batimamu 278a

BMecTo 3TOro Mo>KHO MOAMOULIMPOBATb TPaH3aKLMIO Nlepef TeM, KakK ee Tof-
IIMCBIBATh. 3TO O3HAYAET, YTO J/IA KA# 0020 BBOJA BBIYMCIIAETCS Pa3HBIi Xell MOf-
mucu. CooTBETCTBYIOIAA IPOLIEfypa OMMCaHa HIDKe.

Lar 1. OnopoxHeHue Bcex nonei ScriptSig

IlepBblit War COCTOUT B TOM, YTOOBI OMOPOXHUTD Bce nonA ScriptSig npu npo-
BepKe noanucy (puc. 7.2). AHalorMyHasA NpoLenypa BbINONHAETCA U AN CO3AaHMUA
IIOAIINCH, 38 UCK/TIOYEHNEM TOTO, YTO Mons ScriptSig, kak npaBuio, y>ke mMycThl.

Puc. 7.2. Ilone xax0ozo 8600a 0onxHo 6bimb onopoxHeHo (8videnentoe
ceemno-cepvim nose menepo codepxum baiim 00)

Cnenyer, ofiHaKo, MM€Tb B BUAY, UTO B JaHHOM IIpUMepe TPaH3aKIUU MMeeTCA
€IMHCTBEHHBIN BBOA, ¥ TIO3TOMY ONOPOXXHAETCA Moje ScriptSig TOMbKO 3TOro BBO-
fia, XOTA y TPaH3aKLMMU MOXeT ObITh He OOMH BBOZ. B TakoM cyyae JO/IXHBI 6BITh
OMOPOXXHEHHI NonsA ScriptSig Ha Bcex BBOAAX.

Lar 2. 3ameHa cueHapua ScriptSig 3 nognucbiBaemoro BBoaa
cueHapuem ScriptPubKey n3 BbiBoga npeabiayuiei TpaH3aKkuum

Kak ymoMuHanoch paHee, Kax/blii BBOJ YKa3bIBaeT Ha BBIBOX M3 NpebINYILeit
TpaH3aKuuu, rae umeerca none ScriptPubKey. Ha puc. 7.3 ewme pa3 npuseneHa ans
HaIlOMMHaHMA 6/10K-CXeMa U3 I71aBbl 6, MIUTIOCTPUPYIOLAS 3TO MOIOKEHHE.
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Puc. 7.3. O6wvedunenue cyenapues ScriptPubKey u ScriptSig

B naHHOM cnyuae 6eperca cueHapmit ScriptPubKey u3 BriBoga, Ha KoTOpBI
yKa3bIBaeT BBOJ M3 TeKylleit TPaH3aKL[MM, M CTABUTCA Ha MECTO IYCTOTO MO
cuenapus ScriptSig (puc. 7.4). Ins aToro, BO3MOXXHO, IPUAETCA COBEPLINTD IIOUCK
B 0670K4YelfHe, HO Ha MTPaKTUKe IIOAMMCHIBAIOLIEMY YXKe U3BECTEH OTKPITHINA K/TI0Y
u3 cueHapusa ScriptPubKey, mockonbky Ha JaHHOM BBOJIE Y HETO MMeETCs CeKpeT-
HBINA K/TI0Y.

Puc. 7.4. 3amena nons ScriptSig, 8videneHHo20 c8emno-cepovim, HA 00HOM U3 860008
mexyuseit mpansaxyuu nonem ScriptPubKey us s60da npedvidyuseti mpansaxyuu

War 3. MpucoeanmHeHme TUNa xewa

W Ha mocnegHeM Liare B KOHL{e IPUCOENMHAETCA 4-6aTOBBIN TUI Xella. 3TO
JienaeTcs Wi TOro, YTOOBI YKas3aThb, YTO MMEHHO pa3peliaeT IOAMMCh. B yacTHOCTH,
IIOAIIMCh MOXKET paspellinTh JaHHOMY BBOAY IIPUCOEAMHUTLCSA KO BCEM OCTaTbHBIM
BBOAaM ¥ BbiBofiaM (SIGHASH ALL), K KOHKpeTHOMY BbIBOAY (SIGHASH SINGLE)
WU Xe K mo6omy BBIBOZLY (SIGHASH_NONE). JIBe nocnefHMe BO3MOXKHOCTH OCY-
UIECTBUMBI TEOPETUYECKH, HO Ha NTPAaKTUKe NOYTH BCE TPAaH3AKLIMM IIOAIIUCHIBAIOT-
ca ¢ Turiom xema SIGHASH ALL. VMiMeeTcsa Takke PeKO MCIIO/Nb3yeMblit THII Xella
SIGHASH ANYONECANPAY, KOTODbIif MOXHO COYETaThb C MIO6BIM U3 TPEX YIIOMSAHY-
TBIX BBILLIE TUIIOB Xellla, HO 3[leCb OH He paccMaTpuBaeTcA. UTo e kacaeTca TUIA
xemra SIGHASH ALL, TO B OKOHYaTe/IbHO CHOPMMUPOBAHHON TPAH3AKLMM JOMKHO
6BbITb CTONbKO BBIBOMOB, CKO/MIBKO OBINIO MOAIMCAHO, a MHaYe IOAIMCh Ha BBOJE
6yaeT HeeCTBUTE/TBHOI.
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Tuny xema SIGHASH ALL COOTBETCTBYET liefloe YMCIO 1, KOTOpOe TO/MKHO
6BITH 3aKOIMPOBAHO 4 6aifTaMu B NIPAMOM IOPSAAKE UX ClefoBaHMA. B uTore Mo-
mubuKanuy TpaH3akuusa 6yaeT BBIILARETD TaK, KaK [TOKa3aHO Ha puc. 7.5.

Puc. 7.5. Ipucoedurenue muna xewa (SIGHASH ALL), 3axoduposanHozo 4
6atimamu 01000000, 8 camom xorHye

Yrobbl MOTYYUTh XEII MOAIINUCHU Z, XEellI-KOZ hash256 sToix MoauGULMpOBaHHOM
TPaH3aKLMMU CIefyeT MHTEPIPETUPOBATh KaK Lie/I0e YUCTIO, peNCTaBIeHHoe bait-
TaMM B 06paTHOM Nopsifike UX crefoBaHus. Hivke mokasaHo, kakuM 06pa3soM xel-
xop hash256 MoguduumpoBaHHOIt TpaH3aKuMK MpeobpasyeTcs B Xelll MOATINCH Z
Ha s3bike Python.

>>> from helper import hash256

>>> modified tx = bytes.fromhex('0100000001813£79011acb80925dfe69\
b3def355£e914bd1d96a3£5f71bf8303c6a989¢c7d1000000001976a914a802£c56\
c704ce87c42d7¢c92eb75e7896bdcdlae88acfefff£££02a135e£01000000001976\
a914bc3b654dcaleS6b04dcalB8f2566cdaf02e8d9ada88ac99¢c39800000000001976\
a9141c4bc762dd5423e332166702cb75£40d£79£eal288ac1943060001000000")
>>> h256 = hash256 (modified tx)

>>> z = int.from bytes(h256, 'big')

>>> print (hex{z))
0x27e0c5994dec7824e56decbb2£fcb342eb7cdb0d0957¢c2£ce9882£715e85d81a6

A Tenepb, KOT/la UMeETCA XEI MOAIMUCH Z, MOXXHO B3ATb OTKPBITHIA K/IIOY B
¢opmare SEC u nopnucey B popmare DER u3 nonsa ScriptSig, yTob6s1 nponssectn
BepU(PUKALMIO TIOANUCH CIIeAYIOLIUM obpasoM:

>>> from ecc import S256Point, Signature

>>> sec = bytes.fromhex ('0349fc4e631e3624a545de3£89£5d8684\
c7b8138bd94bdd531d2e213bf016b278a")

>>> der = bytes.fromhex('3045022100ed81££192e75a3£d2304004dc\
adb746fa5e24c5031ccfcf21320b0277457¢98£022072986d955¢c6e0ch35d\
446a89d3f56100£4d7£67801c31967743a9c8e10615bed’)

>>> z = 0x27e0c5994dec7824e56dectb2fcb342ebTcdbd0957\
c2fce9882£f715e85d81a6

>>> point = S256Point.parse(sec)

>>> signature = Signature.parse (der)

>>> point.verify(z, signature)

True
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OmnucaHHbIA BbILIE NPOLIeCcC IPOBEPKM TPAH3aKIMM Ha AOCTOBEPHOCTbh MOXKHO
6510 6BI 3aIIpOrpaMMMpOBaTh B OTAENbHOM MeTofle M3 Knacca Tx. [IpaBna, uH-
TeprpeTaTop Script yxe o6nafaeT Cloco6HOCTBIO IPOU3BORUTD BepuPHKaIIMIO
noamnuceit (cM. IaBy 6), IO3TOMY HaM OCTaeTCS MTULIb C/IENUTh Bce BMecTe. [lna
3TOTO HEOOXORMMO TepeaTh Xelll IOANMCH Z MeTOfy evaluate () ¥ 06beAUHNUTD
cueHapuy ScriptSig u ScriptPubKey.

KBaApaTH‘IHOE XewuvposaMue

AJTOpUTM XelIMpOBaHMUA TNOANMCeNt HeadPeKTUBEH M HepaLMOHa-
neH. Kak yTBepXiaeT Tak Ha3bIBaeMasA npobrema Keéaopamu4Hozo
xXewuposanus, BpeMs, Tpelyloleecss A/ BBIYMCIEHUS Xellei IOA-
TIMceif, BO3pacTaeT B KBafipaTe OT KOMM4ECTBA BBOJOB, MMEIOIMXCH
B TPaH3aKIMKU. B YaCTHOCTH, YBeMYMBAETCA He TONMBKO KOMUYECTBO
onepauMif XxemMpoBaHus o anroputmy hash256 mia BbruMceHns
Xellla TIOANMCEA Z MO KaKAOMY BBOAY, HO M [/IMHA TPaH3aKLMH.
A 3T0 3aMef/IA€eT BHINIONHEHUE ONIepaliy XeIIMPOBaHUA IO A/ITOPUT-
My hash256, nockonbky Bech Xell IOANMCEHA PUXOAUTCA BBIYMCIIATD
3aHOBO A/Is K&XJOT0 BBOJA.

3To cTano 0co6eHHO 04eBMAHO Ha NpUMepe CaMOit KPYIIHOM! TpaH-
3aKLuM, ROOBITOM KO CUX TIOP:

bb41a757£405890fb0£5856228e23b715702d714d5%b£f2blfeb?
0d8b2b4e3e08

Y 3Toit TpaH3akuuu 6p10 5569 BBOAOB ¥ 1 BHIBOJ, a /1A ee NpoBep-
KM Ha IOCTOBEPHOCTb IPUIIOCH 3aJefiCTBOBaTb MHOTMX ROOBITYM-
KOB KPUIITOBA/IOTHI, ITOCKO/IBKY BBIYMCIIEHME XellleH TOANMCeNn Ans
3TOM TpaH3aKUMM obouutock 66l 0YeHb foporo. B mpoTokone Segwit
(cM. rmaBy 13) naHHas npo6neMa pelaeTcsi MHBIM CIOCO60M BBIYMC-
TIEHUs Xellla MOAIMCH, KaK ONMKChIBAETCA B AOKYMEHTALMM K IIPOTO-
kony BIP0143.

YnpaxHeHue 1

Hanuumre meton sig_hash () mns kmacca Tx, 4ToObI peann3oBaTh B HEM Bbl-
YUCNIeHNe Xellla MOANMCH.
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YnpaxHeHue 2

Hamummre Meton verify input () mma xnacca Tx, YToOBI peaTu3oBaTh B HeM
IIpOBEpKy BBOJia TPaH3aKUUYM Ha JOCTOBEPHOCTb. J[71s1 3TOro BaM NpPUAETCA BOC-
No/Mb30BaThcA MeTofiaMu TxIn.script pubkey(), Tx.sig hash() u Script.
evaluate().

Bepnoukaumna Bceit TpaH3aKLum

A Tenepb, KOIla MOXXHO IIPOBEPUTH BBOJ, TPaH3aKLMM, PELUIUTb 3aflady Bepu-
¢uKauMy Bceif TpaH3aKLMM B LIe/IOM He COCTaBUT GO/IBILIOrO TPyAa, Kak MOKa3aHO
HIKe.

class Tx:

def verify(self):

'V ' [IponsBecTy BepupmkaLmMmw OAHHOM TpaH3akKwm'''
if self.fee() < 0: ©

return False
for i in range(len(self.tx ins)):

if not self.verify input(i): (]

return False

return True

© 3zecb npoBepseTcs, He CO3AAIOTCA M OUTKOMHDL B JAHHOM TPaH3aKLMM.
@ 3gech npoBepsieTcs, UMEETCA JIU Y KOKAOTO BBOIA IPaBU/IbHOE Ito/ie ScriptSig.

Cnenyet, ORHaKO, MMeTb B BUAY, YTO B IIOJIHOM y3Jie IIOBEPAETCSA He TONBKO
IIOTBITKA CO3/{aTh OMTKOMHBI B TPAH3aKILMM, HO M MHOroe Apyroe. B wacTHocTH,
ABOJTHOe pacXofj0BaHMe U COO/IOleHNe APYTUX COINIACOBAaHHBIX MPaBWI, He pac-
CMaTpMBaeMbIX B 3TOJ1 [71aBe (MakCMMa/bHOE KOMMYECTBO OIepPaLyit MOAMNCH Ha
6110k, pa3Mep nons ScriptSig u T.4.). BpodeM, 3T0 coBCeM HemIoXo A/l paccMa-
TPUBaEMOM 3aech 6ubmmoTexn.

Co3panmne TpaH3aKUuu

[IpuBeReHHBII BhIllle KOA A1 BepuPMKALMYU TPaH3aKLUMIA OKAKET HaM HeMa-
Y0 YCIYTy B CO3faHuM TpaH3akumit. TakuM o6pa3oM, MBI CMOXKEM CO3JaBaTh
TpaH3aKLMK, BOMCHIBAKOIIMecs B Ipollecc Bepudukauuu. B Tex TpaHsakumsx,
KOTOPBIE HaM MPEACTOUT 37eCh CO3/jaTh, TpebyeTcs, 4TO6B CyMMa BBOZOB OblTa
6onbllle MM paBHa CyMMe BHIBOZIOB M YTOOBI ClLieHapHit, 0ObeIMHEHHbIA U3 HUC-
XOfHBIX cuieHapueB ScriptSig u ScriptPubKey, 6511 focToBepHBIM.
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YT06BI CO3AATH TPAH3aKLUMIO, HAM IOTpebyeTcs XOTs Obl OMH U3 IOMy4eHHBIX
HaMy BBIBOJIOB. ITO 03Ha4aeT, YTO HaM NoTpebyeTcs BHIBOR M3 MHOXKecTBa UTXO,
Iie MOXKHO pa36/IoKMpOBaTh OTKPBITHIN KMoy U3 clieHapus ScriptPubKey. 1 Ham B
OCHOBHOM IIOTpebyeTCsA OFUH MU HECKOMBKO CEKPETHBIX K/0Yel, COOTBETCTBYIO-
IIMX OTKPBITBIM K/I0YaM, XeIIMpOBaHHbIM B clieHapuy ScriptPubKey. Ocranpnan
YacTb 3TOJ I/1aBbl NIOCBAIIEHA CO3[aHMIO TPaH3aKLMM, BBOXbI KOTOPOJ 3a6/10KH-
POBaHBI OTKPHITHIMM KITI0YaMy u3 cLeHapus ScriptPubKey mna p2pkh.

MocTpoeHme TpaH3aKUUM

,HIIH IIOCTpOEHUS TPaH3aKUUM NIPURETCA OTBETUTH Ha CAERYIOL[ME OCHOBHBIE
BOITPOCHI.

1. Kyaa go/mkHbI 6bITh HalpaB/IeHbl OUTKOMHBI?
2. Kaxue HenspacxogoBaHHbIe BBIBO/IbI MOXKHO M3PacXOfloBaTh?

3. Hackonbko 6bICTpO TpebyeTcs ROCTaBUTh JaHHYIO TPAH3aKLMIO B 67IOKYeH?

[l1s paccMaTpuBaeMoro 3fiech IpyMepa Mbl BOCIIONb3yeMCsl CEThIO testnet, XOTA
€ro HEeTPYLHO PaclIpOCTPaHUTh U Ha ceTb mainnet. [lepBblit M3 mepeYnCIEHHBIX
BbIllIe BOIIPOCOB KacaeTcs CyMMBI OIUIATHI ¥ MeCTa e€ HasHaueHMA. OIIaTy MOXHO
IIPOM3BECTH I10 OXHOMY MM HECKONIbKMM afpecaM. B gaHHOM npuMepe 6yzeT npo-
usBefieHa omara Ha cymmy 0,1 tBTC (T.e. 6uTkoitHaMu B ceTH testnet) mo agpecy
mnrVtF8DWiMuB39VW3rBfgYaAfKk8983XE.

BTopoit Bonpoc KacaeTcs COREP>XXMMOI0O HAlIero KOIllIe/lbKa, T.€. YeM MBI pac-
Tnos1araeM, 4ToObl I/IATUTh. B JTaHHOM npuMepe y Hac MMeeTCs BbIBOA TPaH3aKLMK,
0603Ha4YeHHBIN UAEHTUPUKATOPOM Y MHAEKCOM, KaK ITOKa3aHO HMKe.

0d6£e5213c0b3291£208cba8bfb59b7476dffacc4eSch66£f6eb20a080843a299:13

[IpocMaTpuBas 3TOT BHIBOA B 0603peBaTene 670koB B ceT testnet (puc. 7.6),
MBI OGHApY>KMM, 4TO ero CTOMMOCTb paBHa 0,44 tBTC.

3Srta crouMocTs npesnimaet 0,1 tBTC, a moToMy ocraTok HaM npugercs oTnpa-
BUTb caMuM cebe. VI XOTA MOBTOPHOE UCIIO/Ib30BaHMe afPecoB, B 06I1eM, CYNTaeT-
CA HeHaj/IeXallelt HopMoy cobmopeHns KOHOUAEHUMATBHOCTH U 6e301acHOCTH,
MBI BCe )Xe OTIIPaBMM OCTaBIUMecss OMTKOMHBI 06paTHO Mo agpecy mzx5YhAHSkNH
tcN481lubWkjeHjYtVeKVh2, 4TO6B YIPOCTUTD NIOCTPOEHME TPaH3AKLMN.
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Puc. 7.6. Heuspacxodosarutii 8v1600 UTXO, xomopoiti mvi cobupaemcs
uspacxodosams

Moyemy NOBTOPHO NONb30BATLCA afpecammn

He peKoMeHayeTCA

B rnaBe 6 moscHANOCH, YTO cLUeHapuit p2pk ycTymaeT cLeHapuio
p2pkh oryacTi notomy, 4To OH OBIT 3alUMILEH TOMBKO aTOPUTMOM
ECDSA. A c npyroit cTopoHHl, cueHapuit p2pkh gononHuTenbHo 3a-
muiteH anroputMamu sha256 u ripemd160. Ho nockonsky 6nmok4eitn
061IefOCTyTIEH, M3PACXONOBAB ORHAXABI OMTKOMHBI M3 CLEeHapus
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ScriptPubKey, cooTBeTCTByIOIIErO HallleMy afpecy, MBI OOHAapyXuM,
YTO Halll OTKPHITHIA K04 ABIAETCA 4YacTblo cueHapua ScriptSig.
A pas TaK, To anroputmu sha256 u ripemd160 He cmoryT Hac 6onb-
e 3alUTUTD, IIOCKONMBbKY aTaKyIOLIEMY 3/I0YMBILIEHHUKY U3BECTEH
OTKPBITBIA K04, He TpeOyIoLmit pasrajkiu.

Ha MOMeHT HamMcaHus 3TOM KHUIM 3afiaya AUCKPETHOTO norapud-
MUpOBaHUA Bce elle obecrieunBana Heo6XOAUMYIO 3aIUTY, XOTA OHA
MoXeT OBITb paHO MM Mo3fHO peweHa. Ho u3 coobpaxennit Ges-
OIacCHOCTH OYeHb BaKHO [IOHUMATh, YTO MMEHHO HAC 3alMIaeT.

Emre ogHa npuMuMHa He MO/Mb30BATbCA afipecaMy MOBTOPHO CBA3aHa
¢ KOHQMAEHIMANTbHOCTbI0. Hamnune ogHoro ajpeca A/s BCexX co-
BepIIaeMbIX HaAMM TPaH3aKLU/A O3HAYaeT, YTO JpyrMe MOTYT CBA-
3aTh uX BMecTe. Tak, ecnu Mpl mpuo6peny Heuto nMuyHOe (Hampyu-
Mep, 1eKapCTBa OT KaKoi-HMOYAb 60/e3HH, 0 KOTOpOIt He ClIexyeT
3HaTh MOCTOPOHHUM) U U3PaCXONOBAIN APYTOit BBHIBOJ IO TOMY XK€
caMOMy OTKPBITOMY KoYy M3 crieHapua ScriptPubKey Ha 6naro-
TBOPUTENIBHOCTD, TO 6/1arOTBOPUTENIbHAA OPTaHM3ALMA MOXET BbI-
SIBUTD, UTO Mbl MMENYU [eN0 C MOCTABIIMKOM JI€KapCTB, @ TOT — C
Helt. YTedkyu KOHPUAEHUMATbHOCTH CO BpeMeHeM CTaHOBATCA 6pe-
IIaMK B 3alOUTE.

/M HakoHel, TpeTui BONPOC CBA3aH C IUIATOM 3a TpaH3akuuM. TaK, €CIu HaM
TpebyeTcs GbIcTpee ROCTABUTh TPAH3aKUMIO B 6/IOKUEIH, 32 3TO HaM NIPUAETCA 3a-
NIaTUTh 60/blue. A eI MBI TOTOBBI IIOJIOXKAATD, TO MOXKEM 3aIl/IaATUTh MeHbIUe.
B paccmarpuBaemoM 3fiech mpyMepe MiaTa 3a TpaH3akuuio cocrasnfer 0,01 tBTC.

OueHKa NnaTbl 3a TPaH3aKLUIo

OneHKa I/1aThl 32 TPAaH3aKL}IO, MHAYE Ha3bIBa€MOM KOMUCCHUEN, ITPO-
u3BoAuTCA mobaittHo. Tak, ecnu TpaH3akuusA cocTouT u3 600 6Gait-
TOB, I/IaTa 3a Hee OKaXeTcsA B iBa pa3a 6o/ble, YeM 332 TPaH3aKI[UIO
pnmHoit 300 6aitToB. [leno B TOM, YTO MeCTO B 6/10Ke OrpaHMYEHO, U
4eM KpYIHee TPaH3aKUuM, TeM 6onbiue uM Tpebyerca mecta. C mo-
ABNIEHMEM NpoTOKOoNa Segwit (cM. r1aBy 13) Takoit NOpAROK pacyeTa
IUIaThl 32 TPAH3AKLMIO HEMHOTO M3MEHWICA, XOTA OOLIMII IIPUHIIMI
octaetca npexxHuM. Ham npupercs 3amnaTuTh Mo6aiTHO B TaKoM
Mepe, 4YTOOBI ROOBITYMKM KPUNTOBAMIOTHI ObUIM 3aMHTepecOBaHbI
BK/IIOYMTH HAIlY TPAaH3aKLMIO B L{ENOYKY 67I0KOB KaK MOXXHO CKOpee.
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Ecnu 6moky ele He 3aIONHEHBI, TO NOYTH M060 CYyMMBI CBbILIE
CTaHJapTHOrO Ipefena nepecbnku (1 caromn/6aiT) okasbIBaeT-
CA MOCTAaTOYHO, YTOGBI BK/IIOUMTb TPaH3aKLMIO B LIENOYKY 6TOKOB.
A ecnyt 6710KM yxKe 3aIIONTHEHBI, TO OLEEHUTb IIATY 33 TPaH3AKIMIO
HenpocTo. VIMeIoTCA pa3Hble CIOCOGBI OLIEHKM IUIaThl 33 TPaH3ak-
MY, B TOM YMCTIE CIERYIOLINE.

e AHanu3 pasnMYHBIX YPOBHeE OMNIATHI M OLiEHKa BEPOATHOCTH
BK/IIOYEHUA TPaH3aKLMYU B LIETIOYKY 6/I0KOB Ha OCHOBaHMM IpO-
IIbIX 67T0KOB 1 IY/ZIOB IAMATHM Ha NaHHBII MOMEHT.

e AHa/nM3 TeKyLIero nmysa NaMATH M IpubaBneHKe IIaThl, mpubmm-
3UTETBHO COOTBETCTBYIOLIEH JOCTaTOYHOM MAaTepUaNTbHO 3aMH-
TepPEeCOBaHHOCTH.

o JloBONMbCTBOBaHMeE (PUKCHMPOBAHHOIM I/IATO.

Bo mMHorux IIpOrpaMMHBIX KOLIE/IbKaX NMPUMEHAKTCA pa3HbIE CTpa-
TETrUM IIJIATHhI 32 TPaH3aKL UM, B s10it 06macTu IIPpOBOIATCA aKTUBHBIE
MUCCNICAOBAHNA.

CocraBnenme TPaH3aKLUnN

WUTtak, MbI co61paeMca co3/jaTh HOBYIO TPaH3aKIMIO C ONHUM BBOJIOM U ABYMA
BbIBOlaMU. Ho mpexie paccMOTpUM pAN APYTUX CPENCTB, KOTOPblEe MOTYT HaM B
3TOM NPUTOAMUTHCA.

B 4acTHOCTH, HaM Heo6X0aMMO KakUM-To o6pa3om mpeobpa3oBaTh afpec B
20-6ai1TOBbII Xeu-Kof. ITO ONepalys, IPOTUBOIONOKHASA KOGUPOBAaHMIO afipeca,
¥ IO3TOMY NPUCBOMM BBINONHALIEH ee PyHKunm uma decode base58. Humxke
TI0Ka3aHO, KaKuM 06pa3oM OHa OIpefenseTcss HEIIOCPEACTBEHHO B KOZIE.

def decode_

num = 0
for c in
num *=
num +=
combined
checksum

baseb8 (s):

s: (1]

58

BASE5S8 ALPHABET.index(c)

= num.to_bytes(25, byteorder='big') o
= combined[-4:]

if hash256(combined[:-4]) [:4] != checksum:
raise ValueError('bad address: {} {}'

format (checksum, hash256(combined[:-4])[:4]))

return combined[1:-4] ®
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© 3pech BhIsICHAETCS, B KaKOe MMEHHO YMCTIO KOAMPYETCA AaHHBIA afipec B KOOAMU-
poBke Base58.

® Ilonyumus ymucno, MOXKHO Npeob6pa3oBaTh €ro B 6aifThI, CleAylolue B 0Opar-
HOM TOpAZKe.

® Ilepsniit 6aitT 0603HaYaeT ceTeBOM mpedUKC, MOC/efHME YeThipe bajiTa —
KOHTPO/IBHYIO CYMMY, a HaxopAumecs Mexay Humu 20 6aitrop — 20-6aiiro-
BbIN xem-kop hash160.

Kpome Toro, Ham TpebyeTcs kakuM-To 06pa3oM npeobpasoBatb 20-6aif TOBbIN
xeul-Kof B cueHapuii ScriptPubKey. Ota onepauus peanusyerca B QyHKuuM, Ha-
3sIBaeMolt p2pkh_script, mockonbKy B Heit xem-kon hash160 npeo6pasyercs B
cueHapuit ScriptPubKey mma p2pkh, kak nokasaHo Huke.

def p2pkh_script (hl160):
"1 ' [IpuryadaeT xem-kon hashl60 » Bo3BpamaeT cueHapwit
ScriptPubKey mns p2pkh'''
return Script ([0x76, 0xa%, hl60, 0x88, Oxac])

Cnepyer uMeTbh B BUAY, 4TO 6aitT 0x76 obo3HayaeT Ko onepauuu OP_DUP,
6aitT 0xa9 — kop omepauuu OP_HASH160, 6aifT h160 — 20-6a/TOBbIi 37eMeHT,
6aitt 0x88 — Kopj omnepauuu OP_EQUALVERIFY, a 6aiT 0xac — KOA onepauuu
OP_CHECKSIG. ITo cymiecTBy, 3T0 Habop KoMaHA U3 cueHapua ScriptPubKey mnsa
p2pkh, ynomuHasierocsa B rnase 6.

VIMen B cBOeM pacnopsXeHMM YIIOMAHYTbIE BbIllle CPEICTBA, Mbl MOXKEM Iepe-
ATHM HEMOCPEACTBEHHO K CO3MaHMIO TPAH3aKUMHU CIERYIOIMM 00pa3oM:

>>> from helper import decode base58, SIGHASH ALL
>>> from script import p2pkh_script, Script
>>> from tx import TxIn, TxOut, Tx
>>> prev_tx = bytes.fromhex('0d6fe5213c0b3291£208cba8bfb53b7476\
dffacc4eS5cb66£6eb20a080843a299")
>>> prev_index = 13
>>> tx in = TxIn(prev_tx, prev_index)
>>> tx _outs = []
>>> change_amount = int (0.33*100000000) 0
>>> change hl60 = decode base58 ('mzx5YhAHOkNHtcN48lubWkjeHjYtVeKVh2')
>>> change_script = p2pkh script(change hl60)
>>> change_output = TxOut (amount=change_amount,
script pubkey=change_script)
>>> target_amount = int(0.1*100000000) o
>>> target hl60 = decode base58 ('mnrVtF8DWjMu839VW3rBfgYaAfKk8983Xf')
>>> target script = p2pkh _script(target hl60)
>>> target output = TxOut (amount=target_amount,
script pubkey=target script)
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>>> tx obj = Tx(l, [tx_in], [change output, target output],

0, True) (2]
>>> print (tx_obj)
tx: cd30a8da777d28efleblefe68a9f7c559¢c1d3eS5bcd7b265¢c850cchb4068598d11
c850cch4068598d11
version: 1
tx ins:
0d6£fe5213¢c0b3291£208cba8bfb59b7476dffaccdeS5chb66£6eb20a080843a299:13
tx_outs:
33000000:0P_DUP OP_HASH160 d52ad7ca%b3d096a38e752c2018e6fbc40cdf26f \
OP_EQUALVERIFY OP_CHECKSIG
10000000:0p DUP OP_HASH160 507b27411ccf7£16£10297debcef3£291623eddf \
OP_EQUALVERIFY OP_CHECKSIG
locktime: 0

O Cymma fomkHa 6bITh yKa3aHa B caTowuu. [IpuHMMas Bo BHMMaHMe, 4TO Ha 1
6uTkoitH paBHsieTca 100000000 caTou, 3Ty CyMMY HeOOXOAMMO YMHOXUTb
Ha 100000000 1 npuBeCcTH K UETOYUCTIEHHOMY 3HaYEHUIO.

® 3pecs ¢ moMowpo aprymeHTa testnet=True ykasblBaeTcs, B KaKoil MMEHHO
CeTH C/IefiyeT NMPOU3BOAUTH ITOMUCK.

WUTtak, MbI cO3fanmM KOHKPETHYIO TPaH3aKLMIO, HO Kazoe none ScriptSig B 310
TPaH3aKLMM B HACTOALMA MOMEHT IycTo. Ero samonHeHuio u 6yfer mocssiueH
CTIeRYIOLIUI pa3fien.

Mopnncanne TpaHsakuum

W XoTa nopnucanue TpaH3aKUMM MOXET OKa3aThCA COBCEM HENIETKUM JIE/IOM,
paHee B 3TOJ I7IaBe MBI YXe BBIACHM/IM, KaK ITONYy4YUTh Xell moAmucy 2. Tak, ecnu
Y Hac MMeeTcs CEeKPETHBIN K04, OTKPHITHIA K04 KOTOPOro nmpeobpasyercs mo
anroputmy hash160 B 20-6aitToBbIit xew mo cieHapuio ScriptPubKey, Mbi MoxxeM
TIOATIMACATh Xelll Z X TIOMYYUTh Noamuch B popmare DER, Kak IToKa3aHO HIDKe.

>>> from ecc import PrivateKey

>>> from helper import SIGHASH ALL

>>> z = transaction.sig_hash(0) (1]

>>> private key = PrivateKey(secret=86753009)
>>> der = private_key.sign(z).der()

>>> sig = der + SIGHASH ALL.to bytes(l, 'big') o
>>> sec = private_key.point.sec()

>>> script sig = Script([sig, sec]) ®

>>> transaction.tx_ins[0].script sig = script_sig o

>>> print (transaction.serialize().hex())
0100000001813£79011acb80925dfe69b3def355fe914bd1ld96a3f5£71\
bf8303c6a989¢c7d1000000006a47304402207db2402a3311a3b845b038885\
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e3dd889c08126a8570f26a844e3e4049c482a11022010178cdcadl29eache\
ab7c44648bf5aclf9cac217cd609d216ec2ebc8d242¢0a012103935581e52\
cd2f484feBed83af7a3097005b2£9c60bff71d35bd795£54b67fef£EE££02\
al35c354ef01000000001976a914bc3b654dcaTle56b04dcal8f2566cdaf02
\e8d9ada88ac99c39800000000001976a9141c4bc762dd5423e332166702\
cb75£40df79feal288ac19430600

© 3pech Tpebyercs noanyMcaTh MAUIb NEPBBIA ¥ EAUHCTBEHHBIN BBOA. A [U1A NOA-
MUCAHUA HECKONbKUX BBOMOB KaK/bIN U3 HUX NPUAETCA MOANUCHIBATDH MOA-
XOMALINM CEKPETHBIM KITIOYOM.

® Ilopnmucy dpakTuyecku coctouT U3 camoit nognucu B popmare DER u tMma
Xenra (B JaHHOM cmy4ae — SIGHASH ALL).

® Cuenapuit ScriptSig mna p2pkh coctour poBHO M3 IBYX 9/1€MEHTOB, KaK IO-
SICHATIOCH B [IaBe 6: IOAIMCU ¥ OTKpPHITOro Kmova B popmare SEC.

@ B pganHOM cnyyae TpebyeTcs NOAMMCATD MALIb OXUH BBOJ, HO eC/iu 6bI BBOLOB
651710 6O/blIIE, TIPOLIECC CO3AAHUA clieHapus ScriptSig mpuuock 6b1 BbINON-
HUTDb WL KOKAOTO BBOJA.

YnpaxHeHue 3

Hanuumre MeTon sign input () ans Kmacca TX, YTOObI peanu3oBaTh B HeM
NoAnKUcaHue BBOOB TPaH3aKLIMK.

Co3paHue co6CTBEHHDbIX TPaH3aKLMUi B ceTH testnet

Y1061 CO3AATb CBOXO TPAH3AKIINIO, HEOOXOANMMO NPNO6PECTH HEMHOTO MOHET,
a A aroro morpebyercs aapec. Ecmu BbI BHIMOMHUIM MOC/IEAHEE YIPOKHEHUE U3
I/IaBBI 4, Y BaC O/DKHBI GBITh CBOJf afipec B ceTH testnet 1 cekpeTHbIit Kmo4. Ecin

JK€ Bbl HE NIOMHUTE, HM)KE ITOKAa3aHO, KaK 3TO A€/MA€TCA.

>>> from ecc import PrivateKey

>>> from helper import hash256, little endian to_int

>>> secret = little endian_to_int (hash256(b'Jimmy Song secret'}) 0
>>> private key = PrivateKey(secret)

>>> print(private_key.point.address (testnet=True))
mn81594PzKZa9K3JyylushpuEzrnTnxhVg

© HenpemerHo UcnoNb3yiiTe APYTYI0 CTPOKY BMecTo 'Jimmy Song secret'.

Kak TO/bKO y Bac MOABUTCA CBOM ajpec, Bbl CMOXKETE NMPUOOPECTH HEMHO-
ro MOHET M3 OTHOTO M3 TeX GMTKOMHOBBIX KPaHOB B CeTM testnet, rae Gecrar-
HO NIPeJOCTAB/AITCA MOHETHI A/IA TeCTUpOBaHMA. UTOObI HAalfTU TaKoli KpaH B
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cetu testnet, BBefuTe KpUTepuit testnet bitcoin faucet unu 6umxoiiHosbili kpaH 8
testnet B mouckoBoM MexaHu3aMe Google mmyu BbibepuTe OBMH M3 HUX M3 CIIMCKA
B paspene Faucets (KpaHbl) Ha BUKM-CTpaHMuIle, JOCTYIIHOM MO afgpecy https://
en.bitcoin.it/wiki/Testnet#Faucets. BBegure cBOt HOBBII agpec B ceTu
testnet B Mmo60M 13 BbIOpaHHBIX BaMM GUTKOITHOBBIX KPaHOB, YTOGBI NpuobpecTn
HeMHOTo 6eCI/IaTHBIX 6MTKOMHOB [/Isl TeCTUPOBAHMS.

[Tony4uuB HEMHOTO MOHeT, IONMpPOOYiiTe M3PAaCXONOBATh MX, UCTIONBb3YA paccMa-
TPUBAEMYIO 3/1ecb 6M6MM0TeKy. TO XOpolIas KO/ A/IA HaYMHAIOIMX pa3pabor-
YMKOB OUTKOIHA, MIOITOMY YAETUTE HEMHOTO BPeMeHM BBINIOTHEHUIO NPUBENEH-
HBIX HIDKE YTIpaXKHEHUIA.

YnpaxHeHue 4

CospaitTe TpaH3aKUMIO RS OTHpaBKy 60% CYMMBI M3 OHOTO HeM3PacXopo-
BanHoro BriBoga UTXO no agpecy mwJnlYPMq7y5F8J3LkC5HXg9PHYZ5K4cFv
B cety testnet. OcTaBiIasAcsa cyMMa 3a BBIYETOM IUIAThl 32 TPAH3aKUMIO JO/DKHA
BEPHYTbCS OOpPAaTHO IO BallleMy M3MEeHEHHOMY afpecy. ITO BO/DKHa ObITh TpaH-
3aKUMA C OMHMM BBOZOM M ABYMA BbIBOfaMu. CBOIO TPaH3aKIMIO Bbl MOXKETe Ile-
pecnatsb 1o agpecy https://live.blockcypher.com/btc/pushtx.

YnpaxHeHue 5

910 ympaxkHeHue nocnoxxHee. [IpuobpeTTE HEMHOrO MOHET M3 GUTKOMHOBOTO
KpaHa B ceTH testnet u co3gaire TPAH3aKUMUIO C ABYMA BBOJJaMM M OJJHUM BbIBOIOM.
OnvH 13 BBOOB O/DKEH ObITh 13 OMTKOMHOBOTO KpaHa, [PYToil — M3 MPenbIAY-
lIero YIpaKHEH!s, a BHIBOJOM MOJXKET CIY>KMUTb Balll cOOCTBeHHbIN afipec. CBoIO
TPaH3aKLMIO Bbl MOXKeTe IepeciaTh 10 agpecy https://live.blockcypher.
com/btc/pushtx.

3aKkniouexue

[Ipopa6oraB MaTepyarn aToi I71aBbl, Bbl HAYYMINCH YCIEIUTHO CO3/JaBaTh U NpO-
BEPATDb TPaH3aKLMM Ha ZOCTOBEPHOCTb B 6/10K4eifHe, Opo60BaB MX B ceTH testnet.
M aT0 HeManoe JOCTIKeHMe, KOTOPBIM CTOMT rOpAUThCA!

HamnycaHHbIif HaMM O CUX TIOp KOJ TO3BOJISET BBIOMHATD cueHapuu p2pkh u
p2pk. A B creqyrouteit r1aBe Mbl 06paTiMcs K 60/lee pasBUTOMY YMHOMY KOHTpPak-
Ty 1O clieHapuio p2sh.
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FMABA 8
Onnata no xewwy cueHapus

Jo cux mop B 3TOit KHUTE pacCMaTPUBANUCh TPAH3AKUUM C €AMHCTBEHHBIM
K/TIOYOM MY TPaH3aKLIMM C OMHUM CEKPETHBIM K/ITI0YOM Ha KaXAbli BBOA. A 4TO
RenaThb, ectu TpebyeTcs Heuro 6onee cmoxHoe? Hanmpumep, KOMIIaHMY, BIIOXKMUB-
weit 100 MunnmoHoB gonnapos CIIIA B 6MTKOIH, BpAL /1 MORONAET eAMHCTBEH-
HBIl CeKPeTHBI KoY ANA GIOKMPOBKM ee NEHEXHBIX cpeficTB. Beab ecnu atoT
Kmio4 OyfieT NOTepAH MM YKpajieH, BCe ee eHeXHbIe CPeACTBa OYAyT yTpadeHsl.
YTo >Xe TOTAA NPEANPUHATD, YTOOBI CHUSUTL PUCK OT HaMUIMUA ITON eAMHCTBEH-
HOJ YA3BMMOJ TOYKM OTKa3sa?

Peutenne coctout B npuMeHeHUM mynpmunoonuceil. Takas BO3MOXHOCTb ObIna
BCTPOeHa B GUTKOIH C caMOro Hauasa, Ho TTOHaYaTy OHa OblIa CTMIIKOM TPOMO3J-
KOt M IoToMy He npuMeHsanach. Kak nosacHaerca panee B 310l rinase, Caroumn
HakoMoTo He IpOBepAN MY/IbTUIIOATMCD, TOCKONBKY eif 6blIa NMpUCYIIa ommbKa
CMellieHNs Ha eguHuLy (cM. ganee paspen “Owmnbka cMelleHUA Ha eOMHULTY B OIle-
pauuu OP_CHECKMULTISIG”). STa ommbka Tak M 0CTanach B IPOTOKOIE IIOTO-
MY, 4YTO A/IA ee UCTIpABIeHNA OTpe6OBaach Obl XKecTKasA BU/IKA, T.e. PafUKaIbHOE
M3MEHEHMe B CaMOM IIPOTOKOJIE.

HeckonbKo ceKpeTHbIX K/loUei K OHOMY COCTaBHOMY
OTKPbITOMY Knlovy

OnuH ceKpeTHBIN K04 MOXXHO “pasbuTh” Ha HECKONBKO CEKPeTHBIX
KI/TI0Yeil ¥ BOCIIONb30BAThCA MHTEPAKTUBHBIM CIIOCOOOM 1A COCTAB-
JNIeHUs TIOATIMCE}, He BOCCTAHAB/IMBAs CaM CEKPETHBIA K04, XOTA
TaKas HOpMa He ABNseTcsa obwenpuHaToit. [logmcy llnoppa ynpo-
LIAOT IIPOLIECC COCTABIEHUA TOATIMCE M TIO3TOMY, BEPOATHEE BCETO,
HalAyT 60nee WHPOKOE pacnpocTpaHeHKe B OyRyIeM.




I'Ipocraa MynbTUnOANUCL

IIpocras MynbTMIOANMCH GbIIa MEpBOJ MOMBITKOM CO3[aTh BHIBOABI TPaH-
3aKIMK, Tpebyolmue MOANNMCe HeCKONMBKUX CTOPOoH. Ee 3ambicen cocrosn B ToM,
4TOOBI IIepeiTH OT eAMHCTBEHHOM TOYKM OTKa3a K 4eMy-TO 6oJiee B3IOMOYCTOM-
4uBOMY. YTOOBI NOHATH CYTb MPOCTON MYIBTUIIOAIMCH, HEOOXOAMMO CHadasla
yAcHUTDb onepanuioo OP CHECKMULTISIG. Kak mosAcHAMOCh B I1aBe 6, B sA3bIKe
Script uMeroTcA camble pasHble KOABI ONepaumii, B ToM 4ucie Kox Oxae omepa-
uuyu OP CHECKMULTISIG. STa onepanusa U3BJEKaeT HEMAJIO 37IEMEHTOB U3 CTeKa
" BO3BpallaeT Tpebyloleecs KOMMYECTBO MOAMMCEN, AeCTBUTENIBHBIX /1A BBOJA
TPaH3aKLUMU.

BrIBOJ TpaH3aKLMM Ha3bIBAeTCA IIPOCTON MYIBTUIOANMCHIO” M3-3a CBO-
ero gnuuaHOrO nons ScriptPubKey. Ha puc. 8.1 mokasaHo, Kak BBIIAAUT IIOJIE
ScriptPubKey ana mynetunopnucyu tuna “1 us 2%,

Puc. 8.1. Ilone ScriptPubKey ons npocmoti mynemunoonucu

W XoTa 3TO OAHO U3 CaMbIX KOPOTKMX cpeAn Bcex noneit ScriptPubKey mpo-
CTBIX MY/IBTUIIOAIMCEl, yXKe BUJHO, YTO OHO JOBOJNBHO MIMHHOe. Ecnu mone
ScriptPubKey ana p2pkh coctaBrser muwb 25 6aitToB, To mone ScriptPubKey mis
CTO/b IIPOCTO MYAbTUIIOANNCH — 101 63T, XOTA ero JIMHY MOXKHO HEMHOTO CO-
KPaTUTh, UCTIONB3YA CXKaThiit popmar SEC. A Belb 3TO BCero /MIIb MYIBTUIION-
muchk Tvma “1 u3 27! Ha puc. 8.2 nokasaHo, KaK BBIIJLARUT Tonie ScriptSig s npo-
CTOM MYNBTUIOAIIUCH.

JIns faHHOM MYNMBTUIOAIMCK THMHA “1 U3 2” TpebyeTcs NMILB OfHA MOANMUCH, U
IIO3TOMY OHa OKa3bIBA€TCsA OTHOCUTENBHO KOPOTKO. A BOT A/ MY/IBTUIIOATIMCU
™A “5 M3 7” norpebyetca 5 noanuceit popmara DER, 1 mostomy oHa okaxeTcs
HaMHoro 6onee amuHHOM (0konmo 360 6aitToB). Ha puc. 8.3 mokasaHo, kakum 06-
pasoM o6beauHsAOTCA clieHapuy ScriptSig u ScriptPubKey ans Mynstunognucu.
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Puc. 8.2. Ione ScriptSig ons npocmoti mynsmunoonucu

Puc. 8.3. O6vedunennbiii cuenapuii Ons Mynromunoonucu

Haunblit npuMep 06061eH AN KeMOHCTPALMM TOro, KaK OymeT BBIINAMETH
NpOCTas MYIBTUIIOATMCH TUIIA “m U3 1, T[ie M U 1 MOTYT OBIT MOOBIMYU YMCTAMU
B npefienax oT 1 o 20 BKmounTENbHO. Y XOTA YMC/IOBBIE KOMBI ONlEpALINit JOXOAAT
muib go OP_16, A YMCIOBBIX 3HaYeHuit oT 17 fo 20 NOTpebyeTcs KOA onepanuu
0112, yTo6BI pa3MecTUTDh B CTeKe, Hanpumep, uucno 18. HavanbHoe cocrosnue
MPOCTO MYTbTUIIOAIIMCH BHIITIAAUT TaK, KaK [I0OKa3aHO Ha puc. 8.4.

Onepaunusa OP_0 pa3memaer B cTeke yucno 0 (puc. 8.5).

[Moanucy ABNAKTCA 37MeMEHTaMM, M TIO3TOMY OHM OYAYT pasMelaThCs HEIo-
CpencTBEeHHO B cTeke (puc. 8.6).

Onepauua OP_m pa3MeljaeT B CTEKe YMC/IO M, & TAKXKE OTKPBITbIE KIIOYM.
A onepanus OP_n pasMelaeT B cTeke uucio 7 (puc. 8.7).
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Puc. 8.4. Hauanvnoe cocmosnue Puc. 8.5. Ilepeas cmaous 8vinonHeHus
npocmoii Mynbmunoonucu npoCcMoi Mynbmunoonucu

CueHapwii Crex

Puc. 8.6. Bmopas cmaous ébinonHeHUs npocmol Mynsmunoonucu

Puc. 8.7. Tpemvst cmaous 6binONHEHUR NPOCMOLl MyTbMUNOONUCYU
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Ha pannoi cragum onepauma OP CHECKMULTISIG u3B/leKaeT m + n + 3 ane-
MeHTOB (cM. Ranee pasfen “Ommnbka cMelleHUs Ha eguHuuy B onepaunu OP_
CHECKMULTISIG”) u# pasmewaeT 1 B cTeke, eCu m MOANMCEN IeACTBUTENbHBI
RIS M OTAENbHBIX OTKPBITHIX K/TI0YeN M3 CIMCKA 1 OTKPHITHIX K/IIOYeH, a MHa-
ye B cTeKe pasmeuraercsa 0. Ecu AonycTUTD, YTO MOAMMUCH AEHCTBUTENbHDI, B
CTeKe OCTaHeTCA TOMbKO 1, MOATBepXXalollas JOCTOBEPHOCTh 06 beNUHEHHOTO
cueHapus (puc. 8.8).

Puc. 8.8. Koreuroe cocmosnue
npoCMoti Mympmunoonucy

Owmnbka cmeweHNA Ha eaUHNLY

B onepauyumn OP_CHECKMULTISIG

OneMeHThI, U3B/IEKaeMble U3 CTeKa B onepauuu OP CHECKMULTISIG,
IIPEAIIONOXUTETbHO COCTOAT U3 YUC/IA t, m pasHBIX MOAMNUCEN, YuC-
71a 1 ¥ 1 pasHbIX OTKPBITHIX Ko4eit. KomuyecTBO M3BIEKaeMbIX 31e-
MEHTOB IO/DKHO OBITb PaBHO 2 (CaMMX 4Mcen m u n) + m (nopnucest)
+ n (oTKpbITHIX Kmioyeit). Ho, Kk coxaneHuto, JaHHas omepauus us-
B/IEKAeT M3 CTeKa Ha OJIVH 3/1eMeHT Oonblite, YeM m + 1 + 2 Npeanona-
raeMbix 3neMeHToB. Ha camoM fiene omepanyusa OP_CHECKMULTISIG
U3BJIeKaeT U3 CT€KAa M + 1 + 3 37IEMEHTOB, U, TAKUM 06pa3oM, npu-
6aBAeTCA MUIIHMI 37MeMEHT (B JaHHOM cry4ae — OP 0), 4To He
IPUBOAUT K HEYJaYHOMY 3aBeplLIeHUIO NAHHOM ONepaluM.

JaHHadA omepauya HUYETO He AelaeT C TMUIHUM 3/IEMEHTOM, KOTO-
pblit MOXXeT ObITh KakuM yrofHo. Ho B xauecTBe Mepbl 60pb6bI ¢ 1O-
[ATIMBOCTbIO B GONBIIMHCTBE Y3/I0B CETH OMTKOIMHA TpaH3aKUMA He
6ynmeT mepechlaTbCs, €C/IM TOMbKO NTULIHMM OKaXKeTcA 3/ieMeHT OP 0.
Cnenyert, onHaKo, MMeTb B BURY, YTO ec/u Obl MMENOCh M + 1 + 2 37Te-
MeHTOB, onepauua OP_CHECKMULTISIG 3aBepumiack 6bl HeyAaqHo,
IIOCKO/IbKY M3BJIEKa€MBIX 3/1EMEHTOB OKa3a/oChb Obl HEZOCTATOYHO.
9T1o mpuBeno 6b K HeyAaYHOMY 3aBepIUEHUIO OOBeAMHEHHOTO Clie-
Hapyd, a BCA TPaH3aKLMA B 1IeJIOM OKa3anach 6bl HEROCTOBEPHOM.
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MporpammHan peanusauus
onepauuun OP_CHECKMULTISIG

B mpocToit MyNBTHIIOAIIMCH THIIA “m U3 1 Ha BEPUIMHE CTEKa HAXOAMUTCA Jle-
MEHT 1, a fanee CNIeRYIOT 1 OTKPBITBIX KIIOYe, YUCIO M, m IOAINCEN U, HAKO-
Hell, TMIUHETO 37eMEHTA U3-3a OIIMOKM CMellieHUs Ha efuHuuy. VMcXopHblit Kof,
peanuayrowuit onepauuio OP CHECKMULTISIG B ucxopHoM (aite op.py, MOYTH
HaIlMCaH Y IIpUBEREH HUXKE.

def op_checkmultisig(stack, z}:
if len(stack) < 1:
return False
n = decode_num(stack.pop())
if len{stack) < n + 1:
return False
sec_pubkeys = []
for _ in range(n):
sec_pubkeys.append (stack.pop(})
m = decode_num(stack.pop())
if len(stack) < m + 1:
return False
der_signatures = []
for _ in range(m):

der_signatures.append(stack.pop{() [:-1]) 0
stack.pop{) o
try:

raise NotImplementedError ©

except (ValueError, SyntaxError):
return False
return True

© IIpepnonaraetcs, 4To Kaxpaas nopmuck popmara DER pemaerca ¢ Tumom xema
SIGHASH ALL.

e 3].1er YYUTBIBACTCA ommnbKa CMeLEHNA Ha €AMHULY, O/IA Mero M3 BEPUIMHBI
CTEKA M3BJ/ICKAETCA 3JIEMEHT, HO C HUM HUYETO, N0 CYIUECTBY, HE NEMTAETCA.

0 3Ty 4acTh UCXOQHOTO KOMIA MPUAETCA NONUCATD B CIERYIOLEM YIIDAXKXHEHUN.

YnpaxHeHne 1

Hamuwure okoHyaTenpHblit BapuaHT GyHKuumu op_checkmultisig () u3 uc-
xopHoro ¢aitna op.py.
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HepocTtaTku npocToit MynbTUNOANKUCH

[IpocTas MyIBTUIIOATIUCH HEKA3JCTa, XOTA M BIOMHe paboTocnocobHa. OHa
MCKII0YaeT eQMHCTBEHHYIO TOYKY OTKa3sa, Tpebysa m u3 n MOAIMCeit Ansa pa3bmo-
KMpOBKM Hem3pacxofoBaHHoro BbiBofila UTXO. VimeeTcs HeMano Bo3MOXHOCTeN
CRenaTb BBIBOXBI C MY/IbTUIIOANMCHIO, 0cO6eHHO B menoBoit cdepe. Ho mpocras
MY/IBTUIIORTIMCh CTPAJAET CIEAYIOLIMMI HEOCTAaTKaMu.

1. B none ScriptPubKey a1 mpocToit MyZbTUIIOAIMCH HAXOAATCA CaMble pasHble
OTKPBITbIE KIIOYM, U TIOITOMY OHO TaKoe J/IMHHOe. B oTMume oT noneit pna
p2pkh u paxce p2pk, mepenars cogep>xumoe TaKoro Ioss, UCTIONb3YA TONOCO-
BbI€ M/IM TEKCTOBbIE COOOLIEHNS, He TaK-TO TIPOCTO.

2. B cBA3M ¢ TeM, YTO BBHIBOJ, OKAa3bIBaeTCA NOBO/IBHO A/IMHHBIM, B 5-20 pa3 mpe-
BBIlIAA 110 [/IMHe 06bI4HbIN BhIBOA At p2pkh, ero o6paborka TpebyeT 60mb-
Ille pecypcoB OT NMPOTPaMMHOTO obecnedeHus y3na. B ysnmax oTcnexmusaercs
mHoxectBo UTXO, a oTcnexusanue aanmuHoro nons ScriptPubKey o6xoput-
¢S fOopoXe, KaK, BIIpo4eM, ¥ XpaHeH)e KPYITHOTO BHIBOAA B 3aIIOMMHAKOIEM
yCTpOJCTBe ¢ OBICTPOIE BHIOOPKOIL (HaNpuMep, B OIEPaTUBHOIM MaMATH KOM-
nbIoTepa).

3. IIpocToit MyIBTUIIOAIMCHIO MOXKHO 3/I0YIIOTPe6UTH, YTO U NPOMCXOANIO Ha
NpaKTHKe U3-3a Toro, 4yro none ScriptPubKey cnmmkoM mrumunOe. Bes Tex-
HuYecKas AOKyMEHTal[usA, epBOHa4anbHO cocTaBneHHada Caromn Hakamoro
B ¢popmare PDF, 3akoaupoBaHa B cllefyoleit TpaH3akumy u3 6moka 230009:

54e48e5f5c656b26c3bcaldalc85aa583d07ebe84dde3b7dd4a78f4e4186e713

Co3parenb 3TOi TPaH3aKU[MM Pa3geM/ TEXHUYECKYI0 AOKYMeHTauumo B Gop-
Mate PDF Ha dparMeHTsI 110 64 6aifTa, KOTOpBIE 3aTeM NPEBPATU/INCh B HEOCTO-
BepHble OTKPBITbIE K/II0YM. DTa TeXHUYeCKad HOKyMeHTauus OblIa 3aKOAMpOBaHa
B 947 BBIBOROB [/IA MYIbTUNOATMCH THNa “1 U3 3”. M XOTA 3TM BLIBOAHI He pac-
XOJYIOTCSI, OHM BCe XK€ JO/DKHBI ObITh MPOMHAEKCHPOBaHE Bo MHOKecTBax UTXO
TIOJIHBIX Y3/10B. 33 3TO ¢ KOX/OTO TIO/THOTO Y3/1a B3UMAETCs II/IaTa, YTO M CYUTAETCH
3noynotpebneHueM. /11 NpeogoNneHNs YIOMAHYTHIX Bblllle HEROCTATKOB U Gblna
NpMAYMaHa OI/IaTa Mo Xeury cueHapus (p2sh).

Onnara no xewwy cueHapua

Omnnara no xery cuerapus (p2sh) cnyxur o6umm pererueM npo6eMsl fAINH-
HBbIX afpecoB u monein ScriptPubKey. M1 xoTsa mopo6HbIM cioco6oM MOTYT 6BITH
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JIETKO CO37aHbl 6onee crioxHble clieHapuy ScriptPubKey, uem B npocroit MynsTi-
NOANMUCH, UM, TeM He MeHee, IPUCYIUM TaKue XK€ HeNOCTATKM, KaK M Y IpOCToit
MYIBTUIIOATINCH.

Pemrenne, peanusyemoe B p2sh, cocTouT B TOM, YTOGBI B3ATh Xelll HEKOTOPBIX
KOMaHp Script ¥ BBHIABUTH B Ja/bHelllIeM KOMaHAbl Script HaXoXaeHUsA npoob-
pa3a. Onytata no xemry clieHapusaA 6bi1a BHefpeHa B 2011 rogy u BbI3Bama HeMamo
npotuBopeunii. HecMoTps Ha MHoOIMe mpeaoXXeHus, MeXxaHu3M p2sh crpapaer
HeOCTaTKaMJy, HO BCe XKe BIIONHe paboTocrocobeH.

B p2sh BrmonHsercs ocoboe mpaBuIo MUUIb B TOM CIy4Yae, eC/I BCTpevaeTcsa
II0C/Iel0BAaTENbHOCTh KOMAH[, IPUBEAEHHAA Ha puc. 8.9.

Puc. 8.9. ocnedosamenvHocms KOMAHO
ons onnamsi no xewsy cuenapus (p2sh),
8bINONHAOWAA 0cO60e NPABUNO

Ecnu aTa nocnenoBaTeTbHOCTh KOMAHJ 3aBepluaeTcA 1 B CTeKe, TO CLieHapuit
noramenus (Bepxuuit anemeHT RedeemScript Ha puc. 8.9) nogBepraeTca cMHTAK-
CUYeCKOMY aHa/M3y M 3aTeM BBOAMTCA B Habop koMaHR Script. ra ocobas mo-
CIeROBaTeNbHOCTh KOMaHR Oblla BHeRpeHa B mpoTokon BIPO016, koTopsit peanu-
3yeTCs IMpOrpaMMHBIM obecriedeHneM GUTKOHA, IPOBEPAIOIMM AAHHYIO IOCTIe-
noBaTenbHOCTh KoMaHA. CuieHapuit moraumenns RedeemScript He BBORMT HOBbIe
KOMaHABI Script pnsa 06paboTky, ecnu TONbKO He BCTPETUTCA UMEHHO MAKAR TI0-
CTIef0BaTeNIbHOCTb KOMaHA, 3aBepuiaromjasca 1.

Ecnu ato 3ByYuT Heck/IafiHO, TO TaK OHO M ecTb. Ho npexpe yem moittu 1o cyTy,
PaccMOTpUM MOTOYHEE, KaK 3TO NMpoABIAeTCA. JJomycTM, YTO MMeeTCA CLieHapuit
ScriptPubKey pna mynbtumopnmcy tima “2 u3 27, kak nmokasaHo Ha puc. 8.10.

1o cuenapuit ScriptPubKey ana npocroit mynerumopmucn. Ham tpebyerca
npeo6pa3oBaTh €ro B ClieHapuit p2sh, 4To6bI B3ATh Xelll 3TOTO CLieHapUA M COXpa-
HUTb JaHHBIA ClleHapuil RO TOTO MOMEHT4, KOTJia MoTpe6yeTcs ero moracuTs. JTOT
clieHapuit HasbiBaeTcs RedeemScript moToMy, 4TO OH OGHAapY>KMBaeTCs TOMBKO BO
BpeMs noramenus. Xem cueHapus RedeemScript paamemaercs B mone cueHapus
ScriptPubKey (puc. 8.11).
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Puc. 8.10. Cyenaputi nozawerus RedeemScript ons onnamo:
no xeuwty cuerapus (p2sh)

Puc. 8.11. Cyenapuii ScriptPubKey ons onnamot
no xeuty cuenapus (p2sh)

3pecy cBepTKa xewa sABnseTcs Xem-KogoM hash160 cuexnapus RedeemScript
WK TeM, 4To npexpe 6buto cueHapueM ScriptPubKey. Mbi 6mokupyeM feHexHbIe
cpencTBa B xewle clieHapus RedeemScript, KOTOpbIt fOMKeH OBITH BHIABIEH BO
BpeMs pa3bIOKMpPOBKH.

Co3spaHue cueHapus ScriptSig nna p2sh Bkmodaer B ce6s He TONBKO BBIABIIE-
HMe, HO ¥ pa3bmoxupoBKy cueHapus RedeemScript. M 3gech Mo>keT BOSHMKHYTb
BOIpOC: a Ifie XpaHuTcs cueHapuit RedeemScript? OH He mosABuTCA B 6/10KYeifHe
RO TeX MOp, MOKa He HaCTaHET MOMEHT ITOTAlIeHNsA, ¥ TIO3TOMY OH HO/DKeH ObITb
HelpeMeHHO coXpaHeH co3narenemM agpeca p2sh. Ec sxe cienapuit RedeemScript
TIOTEPAETCA M €ro Henb3A 6yAeT BOCCTAaHOBUTD, TO OYAYT yTpaueHbl U JeHeXXHbIe
CPeAcTBa, IO3TOMY O4Y€Hb BXXHO C/IeAUTH 32 HUM!

XpaHutb cueHapuin RedeemScript oueHb BaxHo!

Ecnu BbI monyuure agpec p2sh, HempeMeHHO COXpaHMTe M ChenaiiTe
pe3epBHyI0 Kommio cleHapus RedeemScript! A eme nydmre nocra-
paliTech YIpPOCTUTDb €ro BOCCTaHOB/IeHNe!

Cuenapuit ScriptSig mns Mynstunonnucyu TMna “2 us 2” BBHIVIAAUT TaK, KaK I10-
Ka3aHo Ha puc. 8.12.
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Puc. 8.12. Cyenapuii ScriptSig ons onnamet no xeuwty cuenapus (p2sh)

B urore nony4yaercs o6beAMHEHHBIN ClleHapUIA, KaK II0OKa3aHO Ha puc. 8.13.

ScriptPubKey ScriptSig CueHapwii
(  OP HASH160 ] ( OP_0 ) ( OP0 )
( <xew> [ <noanuch 1> ( <noanuch 1>
(  OPEQUAL ( <noanucs 2> ( <nopnucs 2>

( <RedeemScript> } ( <RedeemScript>
( OP_HASH160
( <xew>
( OPEQUAL

Puc. 8.13. O6wedunenHviii cuenaputi ons p2sh

Kax u npexsie, B 3TOM CLieHapuy NpUCYTCTBYeT onepauus OP 0 us-3a omnbxa
CMellleHUA Ha eAuHuULy B onepauuyn OP CHECKMULTISIG. KnouyoMm x nmoHMMaHMI0
IpMHLMIA AeACTBIA p2sh CIY)XUT TOYHOE BBHIITONHEHME [I0CTIeOBATENLHOCTH KO-
MaH/l, IpUBEeAEHHON Ha puc. 8.14.

( <RedeemScript> }
( OP HASH160

( <xew>

(  OPEQUAL

Puc. 8.14. ITocnedosamenvHocmy KoMaHO
ons p2sh, 8vinonHAOUWAR 0cob60e NPAsUno

Ecnu mocne BBHIMONMHEHUA 3TOM NMOCNEROBATENBHOCTY KOMAaH/[ B CTEKE OCTa-
Hercs 1, cuyeHapuit RedeemScript 6ymeT BBeneH B Habop komaHA Script. MHbIMH
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CnoBaMy, eciu o6HapyxuTca cueHapuit RedeemScript ¢ Takum ke caMbIM Xell-
xogom hash160, xak u B cueHapun ScriptPubKey, on 6yner peitcTBoBaTb BMecTO
cueHapus ScriptPubKey. Takum 06pa3oM, clieHapuif, 6/IOKMPYIOIIMI AeHEeXHbIE
CpelCTBa, XeLIMPYeTCs ¥ TOTyYeHHbIN Xelll BBORUTCA B 6/10KYeiH BMECTO caMo-
ro cueHapus. VIMeHHO I03TOMY TaKOM ClieHapyui Ha3bIBaeTCA OIIATOM IO Xeudy
CLieHapu.

A Tenepb paccMOTpMM NpMHLMI ero AeitcTeua. Haumnaerca cuenapuit p2sh
C ITOCNIefOBaTe/IBHOCTYM KOMaHA Script, IpMBeeHHbIX Ha puc. 8.15.

Puc. 8.15. HauanvHoe cocmosnue cyeHapus p2sh

Omnepaunsa OP_0 pasmemaer B cTeke 4ucIo 0, IOC/Ie Y€ro B HEM HeMoOCpen-
CTBEHHO Pa3MeILAIOTCA ABe MOAIMCH U CLieHapmit noramennsa RedeemScript, kak
[IOKa3aHo Ha puc. 8.16.

Puc. 8.16. ITepsas cmaous 8vinonHeHus cyeHapus p2sh

Onepaunus OP_HASH160 xemmpyet cuenapuit RedeemScript, B pesynbrare 4ero
COfiep>XMMOe CTeKa CTAHOBMTCA TaKMM, KakK ITOKa3aHO Ha puc. 8.17.

Manee 20-6aiTOBBIN Xe1-KOA pa3MelljaeTca B cTeke (puc. 8.18).

W nakoner, onepaumusa OP_EQUAL cpaBHMBaeT [Ba BEPXHMX 3/IEMEHTA B CTe-
ke. Ecnu nporpaMmmHoe obecnedenne, npoBepsioliee TaKylo TPaH3aKIuIo, ObIIO
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paspaboraHo o mossneHua nportokona BIP0016, To B koHeyHOM cyeTe OymeT
TIONTY4eH Pe3yNnbTaT, MpUBefeHHbIN Ha puc. 8.19. Ha aToM BBIYMC/IEHME JaHHOTO
CLieHapus B y3/1aX, AeMCTBYIOLIMX 110 IIPOTOKONY, npeamecTsyomemy BIP0016, 3a-
BEPIUAETCS, a PE3YNIbTAT OKa3bIBAETCA AOCTOBEPHBIM, €C/IM CPABHMBaeMble Xellu
PaBHbI.

Puc. 8.17. Bmopas cmaous 8vinonHeHus cueHapus p2sh

Puc. 8.18. Tpemvs cmadus svinonHenus cueHapus p2sh

Puc. 8.19. Koneunoe cocmosnue cuenapus p2sh,
€CTIU OH BYIMUCTIATICA NPOZPAMMHBIM 0becriederHuem,
paspabomannvim 0o nosenenus npomoxona BIP0016
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Ecnu ke y3nsl peitctByroT no nporoxony BIP0016, a Ha MOMEHT HanMcaHuUA
3TOM KHUIYM TAKMX Y3/I0B B CETH OUTKONMHA 6bIIO ToAaB/solee H0NbIIMHCTBO, TO
cueHapuit morauenus RedeemScript 6ymeT CMHTaKCMYeCKM MPOAHAMU3MPOBAH KaK
NIOCNIE0BATENBHOCTD KOMaHA Script (puc. 8.20).

Puc. 8.20. Cyenapuii RedeemScript ons p2sh

Ity koMaHzab! Script yka3aHsl B ctonbue CueHapuit Ha puc. 8.21.

CueHapwii Crek

( OP_2 )

( <orkpbiTit Kiioy 1> |

( <orkpbiTbil Kl04 2> ( <nonnues 2>
( OP_2 ( <nommmco 1>
( OP_CHECKMULTISIG ( 0

Puc. 8.21. Yemaepmas cmadus 8vinonHeHUs cueHapus p2sh

Onepauus OP_2 pasMeIlaeT B CTEKE YMCTIO 2 M OTKPBIThIE K/TIOYM, @ B 3aBepILe-
Hue — ele ogHO yucno 2 (puc. 8.22).

CueHapwuii Crex
Eioad ]
( <orkpbimsiit Koy 2>

( <otkpbimbiii Knioy 1>

§ 2

( <nomnwcs 2>

( <nonuc 1>
((OP_CHECKMULTISIG ) E 0

Puc. 8.22. [Tamas cmadus 8vinonHeHus cueHapus p2sh
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Onepauusa OP_CHECKMULTISIG M3B/IEKaeT U3 CTeKa M + n + 3 3/IEMEHTOB, T.€.
BCE COTIEPXKMMOE CTeKa. A pe3y/IbTaT 0OKa3bIBaeTCA TaKMM e, KaK M IIpY BINIO/THE-
HUM NPOCTOM MynbTUnoanucu (puc. 8.23).

Puc. 8.23. Koneuroe cocmosanue cuenapus p2sh,
€CTIU OH BbIYUCTIANICA NPOZPAMMHBIM 06ecneyeHueM,
paspabomannvim no npomoxony BIP0016

ITopcranosxka cueHapus RedeemScript BHIIIAAMT He COBCEM M3SILIHO, IO3TOMY
B IPOrPaMMHOM obecredeHuy OUTKOMHA Ha 3TOT 0COOBIA C/TydYail MMeeTcs CIie-
IManbHbIA KOMI. A TIoueMy He 6bIlO BHIOpaHO 6ojlee M3AIIHOE M NMOHATHOE pelle-
Hue? Ha TOoT MOMEHT, KOT/la NpuMeHsAnach onepauus OP_EVAL, npotokon BIP0012
OBII KOHKYPUPYIOIIMM TIpPeAIoOKeHNEM, CYMTABIIMMCA Honee u3AmHbIM. W Takoi
cuenapuit ScriptPubKey, xak npuBeneHHBIN Ha puc. 8.24, KO/MXKeH GBI HOPMaNTBHO
BBINONHATHCA 110 TpoTokony BIP0012. Onepauusa OP EVAL fo/mkHa 6bl1a 3BIeYb
37IEMEHT M3 BEPIIMHbI CT€KA ¥ MHTEPNPETUPOBATh €0 KaK KOMaHAM Script, yka-
3aHHBIe B CTONOLE Ha puc. 8.24.

Puc. 8.24. Onepayus OP EVAL donxHa
6vina CysHUms Komanoot Ons 86004
00NOnHUMENbHBIX KOMAHO, UCXO00S U3 1020, KAKOT
UMEHHO INIEMEHM HAXOOUNICA HA BepUIUHE CTeKa

Ho, x coxanenmo, 60/1ee M3AUTHOMY PeLIEHMIO COMYTCTBYET HeXeNaTe/IbHBbI
no6o4Hblit a¢dekT: monHoTa no ThlopyuHTy. A MOMHOTa 10 ThIOPUHTY HexXeNaTeNb-
Ha IIOTOMY, YTO OHa CYLIECTBEHHO 3aTPyRHsAET obecreveHne 6€30MacCHOCTH YMHO-
ro KOHTpakTa (cM. rmaBy 6). IloaToMy B npoTokone BIP0016 6110 BhIGpaHO MeHee
U3SIIHOE, HO 6071ee Ge30macHoe pelteHne st 0co60ro cnyyvas. ITporoxon BIP0016
(nm1 p2sh) 6b11 peanusosaH B 2011 rofly ¥ IpORO/MIXKaET HbIHE OCTABATHCA YACThIO
ceTt GUTKOIHA.
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Nporpammuan peanusauus p2sh

CrnenuanbHas NOC/IEROBAaTeNIBHOCTh KOMaHA B cueHapuu RedeemScript (OP
HASH160, hash160 u OP_EQUAL) Tpebyet obpaboTku. Ee 06paboTky MoXHO opra-
HM30BaTb B MeTofle evaluate () u3 ucxomHoro ¢aitna script.py, Kak ITOKasaHO
HIUKe.

class Script:
def evaluate{self, z):

while len(commands) > 0:
command = commands.pop (0)

if type{command) == int:
else:
stack.append (cmd)
if len(cmds) == 3 and cmds[0] == Oxa9 and type(cmds[1])
== bytes and len(cmds[1l])
== 20 and cmds[2] == 0x87: 0
cmds . pop () o
hl60 = cmds.pop()
cmds . pop ()
if not op_hashl60 (stack): o

return False
stack.append (h160)

if not op_equal (stack):
return False

if not op_verify(stack): (1]
LOGGER.info('bad p2sh hl60')
return False

redeem_script = encode varint(len(cmd)) + cmd ®
stream = BytesIO(redeem_script)
cmds.extend(Script.parse (stream) .cmds) 0

O Kox 0xa9 o6osHavaeT onepauyio OP_HASH160, a kox 0x87 — onepauuio OP_
EQUAL. 3ech ITpoBepsAeTcs, OTHOCATCS /U NOCTIEAYIOIIME TPU KOMaHAHI K CIle-
LMa/IbHOM MOCTIEAOBATEIbHOCTY KOMaH 1o mporokorny BIP0016.

@ M3BecTHO, 4TO 310 Omepauus OP HASH160, MO3TOMY OHa NMPOCTO M3BJIEKa-
eTcs U3 cTeka. Kpome Toro, n3BecTHO, YTO Cleqywolieil KOMaHOM! ABNAETCA
20-6aitTOBDII XeIl-KOM, a TPeTbell KOMaHAON — onepauusa OP_EQUAL, Kak U
6B1/10 IPOBEPEHO B NIPMBELEHHOM BbIIIE YCIOBHOM oneparope 1f.

® 3pecy BrinonHsAeTca onepauus OP_HASH160, 3arem 20-6aifTOBBIN XelI-KOK
pasMeniaeTcs B CTeKe M, Kak 0ObIYHO, BBINONHAETCA onepanus OP_EQUAL.
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® B creke HomKHa OCTaThCA 1, YTO U NPOBEPAETCSA B METOJE op_verify() (ore-
pauysa OP_VERIFY M3B/IeKaeT U3 CTE€KA OfAMH 3NIEMEHT, HO HIYETO He pa3Mella-
eT B HeM 06paTHO).

® [Ina cunTakcuyeckoro aHanu3a cueHapusa RedeemScript neo6xoaumo npenpa-
PUTD €TO YCTAHOB/IEHHOM JITTMHOM.

® 3pecy Habop KOMaHA OMOMHAETCA CMHTAKCUYECKM NTPOAHANM3IUPOBAaHHBIMU
KOMaHAaMu U3 cueHapua RedeemScript.

bonee cnoXxHble cueHapuu

Cuenapuit p2sh mpumeyateneH TeM, 4To cueHapuit RedeemScript MoxxeT 6bITh
TaKMM )Xe JJIMHHBIM, KaK ¥ CaMblil KPYIIHbIN 37IEMEHT U3 onepauuyu OP PUSHDATA2
mnHoi 520 6aitToB. My/IBTUIIONIIMCD AB/IAETCA NMILb OFHONM BO3MOXHOCTBIO. Benb
BO3MOXXHBI CLIeHapyuH ¢ 6orlee C/I0XHOJ JIOTHKOI Bpofie “2 U3 3 OfHMX KiIoYelt MIn
5 u3 7 gpyrux kmodeir’. [NaBHoOM 0cO6eHHOCTDIO ClieHapuA p2sh ABnseTcA ru6KOCTD
U B TO e BpeMs HeGonbluoit pasMmep MHoxecTBa UTXO, 4T0o HakmafbiBaeT 6peMs
COXpaHeHMs 4acCTM CLeHapua Ha nonb3oBarens. CueHapuit p2sh 6yner ucnons3o-
BaH ¥ B I/1aBe 13 ansa obecrneyeHns o6paTHOM COBMECTMMOCTH IIPOTOKO/NA Segwit.

Appeca

Yr1o6b1 BBIYMCINTb aApeca p2sh, Bocronb3yeMcsa MpOLECcCOM, aHaZTOTMYHBIM
Beruncnennio aapecos p2pkh. Ina storo xem-xop hash160 npensapsercs mpe-
¢UKCHBIM 6aITOM Y NONONMHAETCA KOHTPONbHON CyMMO.

B cetu mainnet npumeHserca 6ait 0x05, BCleAcTBUe Yero afpeca p2sh Ha-
YMHAIOTCA C 3 B KOAMPOBKE Base58, Torma kak B ceTy testnet — 6aitt Oxc4, us-3a
4ero ajpeca p2sh HauMHaWTCA ¢ 2. Apec MOXHO BBIYMCIUTD C IIOMOMLIBIO QYHK-
umu encode_base58_checksum() u3 ucxonsoro aitna script.py, kak mnoxa-
3aHO HMXKeE.

>>> from helper import encode_base58_checksum

>>> hl60 = bytes.fromhex ('74d691dal574e6b3cl92ecfb52cc8984ee7b6c56")
>>> print (encode_base58_checksum(b'\x05' + h160))
3CLoMMyuoDQTPRD3XYZtCvgvkadrAdvdXh

YnpaxHeHue 2

Hamuumre ynkuuio h160 to p2pkh address (), mpeo6pasyromutyio 20-6ait-
TOBBIN Xewu-koA hash160 B agpec p2pkh.
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YnpaxHeHue 3

Hamumure ¢ynxumio h160 to p2sh address (), mpeo6pasyromywo 20-6ait-
TOBBIi Xeu-kog hash160 B agpec p2sh.

Bepnéukauma nognucen B p2sh

Kax u B p2pkh, onna u3 TpygHocTeit p2sh cocTout B Bepuukaumm mogmmcei.
Bepuduxanusa nopmuceit B p2sh oTmmyaeTcs oT aHamornyHoro npouecca B p2pkh,
onMcaHHoro B r1ase 7. Ho B oTmmune ot p2pkh, roe MMeoTcs muiipb OgHA MOAINCD
Y OMH OTKPBITBHINA KoY, B p2sh MMeeTca Le/mblil psf OTKPHITHIX Kitodeit (Gopma-
Ta SEC B cuenapun RedeemScript) u paBHOe MMM MeHbliee KOMMYECTBO MOAIM-
ceit (popmara DER B cuenapun ScriptSig). [IpaBpa, nognmcy GOMKHBI ClegOBaTh
B TOM Xe CaMOM IIOpAJKe, YTO ¥ OTKPhIThle K/I0YM, a MHaYe MOAIMCH Hellb3s CYM-
TaTb AeCTBUTE/NTbHBIMMU.

Ecnu y Hac ecTb KOHKpeTHas MOANMCH ¥ OTKPBITBIA K04, HaM MoTpebyeT-
CA MUIIb Xell MoAmmcH (z), 4TO6BI MPOBEPUTD 3TY MOAMUCH HAa JOCTOBEPHOCTD
(puc. 8.25).

Puc. 8.25. IIposepxa docmoseprocmu 880008 p2sh

Kax u B p2pkh, BBIAB/IEHME Xellla IIONIMUCH OKa3bIBAETCA CaMoil TPYAHOI Ya-
CTbIO mporecca Bepuduxauuu mopmucest B p2sh. IToatoMy paccMOTpUM faHHBIA
npouecc 6onee moxpo6Ho.

War 1. OnopoxHeHnue Bcex nonew ScriptSig

ITepBbIii IIar COCTOMT B TOM, YTOOBI OTIOPOXKHNUTD BCe nons ScriptSig, npoeepss
TIOANMCh Ha JOCTOBEPHOCTD (pyc. 8.26). AHAIOIMYHAS IIPOLEAYPa IPUMEHAETCS U
IS CO3MaHMS NOMIIUCH.
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Puc. 8.26. Onoposxnenue nons ScriptSig xasxoozo 6600a

War 2. 3ameHa cyeHapma ScriptSig u3 nognucbiBaemoro
BBofa p2sh cyeHapuem RedeemScript

Y kaxpgoro BBoaa p2sh umeercs cuenapuit RedeemScript. ViMenHO 3TOT clieHa-
pHi1 M 3aMeHseT ycToe nojte cueHapusa ScriptSig (puc. 8.27). I aTuM maHHbIA mar
OT/IMYAETCA OT aHANIOTMYHOrO Iara B p2pkh, rae 3aMeHAIOIMM AB/IAETCA ClieHa-
puit ScriptPubKey.

Puc. 8.27. 3amena cuenapus ScriptSig u3 nposepaemoz0 6600a cueHapuem
RedeemScript

War 3. MpucoegnHeHne TUNa xewwa

Ha nocnegHeM mare B KOHIle NpucoeauHseTcs 4-6aifTOBBI THII Xellla, Kak
aTo fenaetcs M B p2pkh. B yacTHOCTH, 11e/10€ 4MCIO 1, COOTBETCTBYIOILEE TUITY
xema SIGHASH ALL, ROMKHO OBITh 3aKOMPOBAHO 4 6ajiTaMy B IIPAMOM IIOPAJIKE
MX C/IeAOBaHusA, M 61arofilaps 3TOMY TPaH3aKUMs BBITVIARUT TaK, KaK IMOKa3aHO Ha
puc. 8.28.

Puc. 8.28. ITpucoedunenue muna xewia (SIGHASH ALL), 3aKk00uposanHozo
4 6atimamu 01000000, 8 camom KoHye

Y106l MONYYUTD Xell MOANMUCH Z, Xew-Kop hash256 sToit Moguuumposan-
HOJ TpaH3aKUMY C/efyeT MHTEPIPETUPOBATh KAK 1[€I0€ YMC/I0, IIPEICTaB/IeHHOe
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6aitramu B 06paTHOM IOpsfKe MxX clneRoBaHuA. Huke mokasaHo, kakuM ob6pasom
xeur-kox hash256 mMoguduumpoBaHHOM! TpaH3aKLMy Npeobpa3yeTcsa B Xell MOf-
nucu z Ha sA3eike Python.

>>> from helper import hash256

>>> modified tx = bytes.fromhex('0100000001868278ed6ddfbécled3ad5f\
818leb0c7a3852a0836£01d5¢4789¢6bd304d87221a000000475221022626e955ea\
6ea6d98850c994£9107b036b1334f18ca8830bff£1295d21cfdb702103b287eafl\
22eea69030a0e9feed096bed8045c8b98becd53elffacTfbdbddbb7152aefffEEE£\
04d3b11400000000001976a914904a49878cl0adfc3aal5deT7afad2cc15£483a56a88\
ac7£400900000000001976a914418327e3£3ddad4cf5b93089325a4b95abdfa0334088\
ac722¢0c00000000001976a914ba35042cfedfc66fd35ac2224eebdafd1028ad2788\
acdc4a ce020000000017a91474d691dal574e6b3cl92ectb52cc8984eeTbbc5687\
0000000001000000")

>>> 5256 = hash256 (modified tx)

>>> z = int.from bytes(s256, 'big')

>>> print (hex(z))
0xe71bfall5715d6£d33796948126£40a8cdd39f187e4afb03896795189feld23c

A Temeps, KOIfla MMeeTCA Xell MOATMNCH Z, MOXKHO B3ATb OTKDBITHIM KIIOY
B ¢popmare SEC u mopmucy B Ppopmare DER u3 moneit cuenapues ScriptSig u
RedeemScript (puc. 8.29).

Puc. 8.29. Iloonucv popmama DER u omxpoimpiii ko popmama SEC
6 nonsax cuerapues ScriptSig u RedeemScript ons p2sh

BrinonunM BepudmKauMIo MOANNCH CERYIOLIMUM 06pasoM:

>>> from ecc import S256Point, Signature

>>> from helper import hash256

>>> modified tx = bytes.fromhex('0100000001868278ed6éddfbécled3ad5f\
8181eb0c7a385aa0836£01d5e4789e6bd304d87221a000000475221022626€955\
ea6ea6d98850c994£9107b036b1334£18ca8830bfff1295d21cfdb702103b287ea\
f122eea69030a0e%feed096bed8045c8b38bec453elffacTfbdbd4bb7152aef N
f£££04d3b11400000000001976a914904a49878c0adfc3aal5de7afad2ccl5£483\
a56a88ac7£400900000000001976a914418327e3£f3ddadcf509089325a4b95abdf\
a0334088ac722c0c00000000001976a914ba35042cfed9fc66£d35ac2224eebdafd\
1028ad2788acdc4ace020000000017a91474d691dal574e6b3cl92ecfb52cc8984\
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ee7b6c56870000000001000000")

>>> h256 = hash256 (modified tx)

>>> z = int.from bytes(h256, 'big")

>>> sec = bytes.fromhex('022626e955ea6ea6d98850c994£9107b036b1334£18\
caB8830bfff1295d21cfdb70")

>>> der = bytes.fromhex('3045022100dc92655fe37036£47756db8102e0d7d5e\
28b3beb83a8fef4£f5dc0559bddfb94e02205a36d4edebc7fcdl6658c50783e00c3416\
09977aed3ad00937bf4ee%42a89937")

>>> point = S256Point.parse(sec)

>>> sig = Signature.parse(der)

>>> print(point.verify(z, sig))

True

TakuM 06pa3oM, MbI IpOM3BeNyN BepUOUKAIUIO JBYX IOAMMCENA, KOTOPbIE Tpe-
6y10TCA 15 pa3GIOKMPOBKY JAHHOM MYIBTUIIOAIMCH B p2sh.
YnpaxHenwve 4

IIpoBepbTe Ha JOCTOBEPHOCTb BTOPYIO OAIMCD U3 MPEABIAYILEA TPAHIAKLMM.

YnpaxHeHve 5

Bupmousmenute mMeTonbl sig hash() u verify input() Takum obpasom,
4TO6BI IPOU3BOAUTD BepUUKALMIO TPAH3aKIMIt B p2sh.

3a|m|oqeuu_e

W3 3Toit rnaBbl Bbl y3HAMHM, KaK co3AaBath cueHapum ScriptPubKey mna p2sh
¥ TorauiaTh UX. B 3T0it r1aBe 6BITM ONMCAHbI TPAH3AKIMY, YTIOMMHABIIMECS B I10-
C/IEIHUX YeThIpeX I71aBaX. A B CIEAYIOLIeit I71aBe IIOACHAETCA, KaKiuM 06pa3oM OHM
TPYNIIMPYIOTCA B 6/10KM.
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TMABA9
bnoku

TpaH3sakuuy nepeaoT OUTKOMHBI OT OZHOM CTOPOHBI K APYTOi, M A/I 3TOTO
OHM Ppa3GIOKUPYIOTCA MM Pa3pellaloTcA MOBIMUCAMU. ITUM TapaHTUPYETCH, YTO
OTIPaBUTENb TPaH3aKUMM paspeltun ee. Ho 4To eCnyu oTIpaBUTEND OTCHIMAET
OfIHM M Te >K€ MOHEThI II0 HeCKONbKMM afpecaTam? Brajenel JEHEXHOro ALMKa
MOXET IOMNbITaTbCA OTOC/IATh OAWH M TOT Xe BHIBOA ABaXABI. VI B 3TOM COCTOUT
TaK HasblBaeMas npobnema 080tiHoz0 pacxodosanus (double-spending problem).
[Topo6HO BbIgauye 6aHKOBCKOTO YeKa, OT OIUIAThl MOXKHO OTKAa3aTbCs, NOMY4aTe/Io
TPaH3aKLUM HEOOXOAMMO YAOCTOBEPUTBCA B €€ JOCTOBEPHOCTH.

VIMeHHO 3/ech ¥ NPOABNAETCA AEHCTBUE 610K08 — ITTaBHOTO HOBOBBEMICHMUS B
6UTKOIHe. BTIOKM MOXKHO paccMaTpMBaTh KaK CPeCTBO YNOPAAOYEHUS TPaH3aK-
umit. Tak, ectu ynopagouuTh TPaH3aKLMM, MOXHO TEM CaMbIM NPEJOTBPaTUTh
ABOJIHOE PacXOfOBaHue, MPU3HaB M06YI0 MOCIEAYIOYI0 KOHPIMKTYIOLIYIO TPaH-
3aKUUIO HEJOCTOBEPHOIL. DTO BCE PAaBHO YTO NMPU3HATDh NPEAbIAYIIYIO TPAH3AKLMIO
AROCTOBEPHO.

PeanusoBaTb Takoe npaBuio (AOCTOBEPHOCTb NMEPBOJ TPaH3aKIMU U HEZOCTO-
BEPHOCTH MOCTEAYIOIIMX TPaH3aKUMI, BCTYTAIOIMX C Heil KOHQMUKT) OyneT He-
TPYAHO, €CIM NONbITATbCA YIOPAROYUTD TPaH3aKuuu no ovepenu. Ho, k coxane-
HMIO, [I/IA 3TOTO Heo6XOAMMO, YTOOBI Y3/Ibl B CETH NPUILIN K 06lLleMy COINacuIo,
KaKyl0 MMEHHO TPaH3aKLMIO CTIeAyeT CYUTATD CIeRyIOLIelt, /LA 4ero NoTpebyoTcs
HeMarble 3aTpaThl Ha Nepefayvy JaHHbIX. MOXXHO TakoKe MOMbITaThCA YIIOPAKOYUTD
KpPYTIHBIE TapTUM TPAaH3aKUMI (BO3MOXHO, OMH pa3 B CYTKM), HO U 3TOT CIOCO6
BPAN M OKAXETCA MPAKTUYHBIM, ITOCKO/IbKY TPAH3aKUUM YCTPAUBAKOTCA OOUH pas
B CYTKH, a IEpE TEM HE MMEIOT 3aBEPLUIEHHOCTH.

B 6uTkoitHe HaiffileHa 30/10TasA cepeAyHa MEXAY STUMM KPaifHUMU MepaMi, KO-
TOpas COCTOUT B OpTaHM3aLMM TPaH3aKLMit B MapTuM Kaxable 10 MuHyT. Vimen-
HO 3T NAPTMM TPAH3AKLMIt M Ha3bIBAIOTCA 6mokamu. B aToit rnaBe nmoscHaeTcs,
KaK1M 06pa3oM OCYIIECTB/IAETCA CMHTAKCUYECKMIt aHa/mM3 67I0KOB A IPOBEPKHU



TIOATBEP>KAECHNA PaboThl. J HauHeM MBI CO CIleLMaNbHON TPaH3aKLUMM, KOTOpas
Ha3bIBaeTCA MOHETU3UPYIOLIEH U AB/IAETCA NePBOI B KOXKAOM O/I0Ke.

MoHeTH3MpyloLMe TPaH3aKLUM

Monetusupytomue (coinbase) TpaH3akuuyu He MMEIOT HUYEro obulero ¢ ame-
puKaHcKolt kommanueit Coinbase. MoHeTH3upyomas TpaH3aKIua JODKHA 6bITh
HeIpeMeHHO IIepBOii B KKAOM 610Ke M efMHCTBEHHOM [/ IIPOM3BOACTBA OUT-
KOHOB Ha CBeT. BEIBOIBI MOHETH3MPYIOLIeil TPaH3aKLMM XPAHATCA TEMM, KTO [IA
3TOro Ha3HaveH Cy6'beKTOM AOOBIYM KPUIITOBAIIOTHI, ¥ OOBIYHO BKIIOYAKT B cebs
BCIO OIIIATY 3a ApyTHe TPaH3aKLMy B 6/10Ke M TaK Ha3biBaeMoOe 803HAzpaxderue 3a
6710x.

MoHeTu3Mpylomas TpaH3aKUMs CIY)XUT UMEHHO TeM CTUMYJ/IOM, KOTOPbIii I1o-
6yxpaeT k gobbrue KpunropamoTsl. Ha puc. 9.1 nokasaHo, KakuM o6pa3oM BbI-
I/AAUT MOHETH3UPYIOLAS TPaH3aKLMA.

Puc. 9.1. Monemu3upyouas mpan3axyus

CrpykTypa MOHETM3MpYIOLIE! TPAH3aKLMM OTIMYAETCA OT OCTA/IbHBIX TPaH-
3aKIMil B CeTH OUTKOIMHA IMIIb CTEAYIOMUMIU YCTIOBUAMM.

1. Y MoHeTH3upyIoLlel TpaH3aKIMK KO/DKEH OBITh POBHO OVH BBOA.

2. Ha eguMHCTBEHHOM BBOJe MOHETM3MpYIOLleNl TpPaH3aKUMM ROKEH ObITb
32-6aifToBbIi xelw-Kox 00 NpeabIAYILIeif TPaH3aKIUMN.

3. Ha eauHCTBEHHOM BBOJe MOHETU3MPYIOLIEH TPaH3AKUMKN JO/DKEH OBITH MH-
nexc fEE££EFf npenbinymeit Tpan3akumm.

216 | Tnasa 9. Bnoku



VIMeHHO 3TH TpM YCNIOBUA U ONPERENAIOT, AB/IAETCA M TPAH3AKLMUSA MOHETU3H-
pyonen.

YnpaxHenue 1

Hanmumure meton is_coinbase () mns xnacca TX, B KOTOPOM ONpeReENseTcs,
ABNIAETCSA TU TPAH3AKINA MOHETU3UPYIOLLEH.

Cuenapuit ScriptSig

Y MoHeTH3MpYIOLIel TPaH3aKLMM OTCYTCTBYET CChIZIKA HA PacXOfiyeMblil BbIBOJ,
13 NpebIAYILeN TPAH3aKUMY, ¥ IOITOMY Ha ee BBOJE HUYTO He pasbIoKupyeTcs.
Kaxoit xe Torga y Hee cueHapuit ScriptSig?

Cuenapuit ScriptSig MoHeTH3MpYIOLIe TPAH3AKLMM YCTaHABIMBAETCA TEM, KTO
ROO6BIN 3Ty TpaH3akuuio. [JTaBHOe OrpaHMYEeHNe COCTOUT B TOM, YTO J/IMHA Clle-
Hapusa ScriptSig fo/mkHa 6bITh He MeHbllle 2 6aiiToOB, HO He 6onbiue 100 6aifToB.
[ToMuMo 3TOrO OrpaHMyYeHus U noagepxku nporokona BIP0034, onucsiBaeMoro B
clenyoleM pasfene, AOGBITYMK KPUIITOBAMIOThI MOXKET 3aJaTh CLieHapuit ScriptSig
KaKMM YTOZHO IIpM YCTIOBMM, YTO €ro BHIYMCIEHMe 6e3 COOTBETCTBYIONIETO Clie-
Hapus ScriptPubKey nogTBepauT ero socToBepHOCTh. B KadecTBe mpumepa Hike
npuBeneH cueHapuit ScriptPubKey ans MoHeTH3upylowleit TpaH3aKIMy NEPBUIHO-
ro 6moka.
4d04££££001d0104455468652054696d65732030332f4a616e2£323030392043\

68616e63656c6c6£72206£6€206272696e6b206£66207365636£6e64206261696\
c6£757420666£722062616e6b73

Stot cuenapmit ScriptSig 6b1n coctabren Catomm HakamoTo u comepXut co-
ob11ieHMe, KOTOpPOE MOXXHO BOCIIPOM3BECTH CIERYIOLIMM 00pasoM:

>>> from io import BytesIO

>>> from script import Script

>>> stream = BytesIO(bytes.fromhex{'4d04ffff001d0104455468652054696d\
65732030332£4a61622£32303039204368616e63656c6c6£72206£62206272696e6\
b206£66207365636£6e64206261696c6£757420666£722062616e6b73"))

>>> s = Script.parse(stream)

>>> print(s.cmds[2])

b'The Times 03/Jan/2009 Chancellor on brink of second bailout for banks'!

3To cooblieHMe B3ATO 13 3aro/IoBKa Ha MepBoit cTpaHuie rasersl “Taitmc” ot 3

aHBapsaA 2009 roga. OHO MOATBEPXKAAET, YTO MEPBUYHBIN 6nox 6bUT CO3aH MMEHHO

! Tasera "Taitmc" ot 3.01.2009: "Kaniytep Ha mopore BTOpOit FoCyAapCTBEHHOI TOMOIM Ha
caHauuio 6aHKOB",
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B 3Mom JieHb MIK HEKOTOPOe BpeMs cnycms, Ho He npexcoe. ClieHapuu APYTMX MO-
HETU3UPYIOWMX TPaH3aKIUiA aHaIOTMYHO COAEPXAT MPOU3BO/IbHbIE JAHHbIE,

Mpotokon BIP0034

ITOT NPOTOKON YCTaHABNIMBAET NEPBBIA INEMEHT ClieHapua ScriptSig MoHeTH-
3upyroleit TpaH3akuyuu. OH NOABUICA /A PellleHNs BOHUKIIEH B ceTy mpobie-
Mbl, KOIZIa ROOBITYMKY KPUIITOBAMIOTHI NIO/Ib30BANIUCh OOHOL U MOt e MOHETU3N-
pylolLelt TpaH3aK1yel B pasHbIX 6/10Kax.

OnMHaKoBbI MOOANTOBMINA XapaKTep MOHETU3MPYIOLIMX TPAaH3aKIMI O3Hava-
€T, YTO OAMHAKOBBIMM CTAHOBATCA M UX UAECHTU(PUKATOPHI, IIOCKONMbKY XeIl-KOJ
hash256 TpaH3akuuu geTepMuHMpOBaH. HUTOObI NMPeROTBPATUTD RyOMUpOBaHME
naeHTuduKaTopoB TpaH3akuui, ['aBuH AHaepceH paspaboran nporokon BIP0034,
T.e. TIPaBU/I0 HEPAIMKA/bHOTO M3MeHEeHMA (MM TaK Ha3bIBAE€MOJ MATKOJ BU/IKM),
BBOZsILUEE BBICOTY JOOBIBaeMOTro 6/10Ka B IIEpBbIi 97IeMEHT CLieHapusa ScriptSig Mo-
HETU3UPYIOLIEN TPAH3aAKLINM.

BricoTa 6710Ka MHTEPIIPETUPYETCA KaK 1ielloe YUCIO0 B NMPAMOM IIOPAMKe Crie-
[OBaHMsA COCTaBAANLIMX ero 6aiiToB. OHa JO/DKHA 6BITh paBHA Konu4ecTBY 610-
KOB, NOABUBLINXCA TOC/E TepBUYHOro 6moka. CeoBaTebHO, MOHETU3MPYIOIas
TPaH3aKLMA He MOXeT ObITh MO6ATHO OAMHAKOBON B pasHbIX 6/10KaX, MOCKOMb-
KY Y HMX pasHas BbIcOTa. Hipke IoKa3saHO, KaKMM 06pa3soM MOXXHO OCYILECTBUTb
CUHTAKCUYEeCKMIl aHa/U3 BBICOTHI 6710Ka M3 MOHETU3UPYIOLIEil TPaH3aKIMH, IIPU-
BEIEHHOM Ha puc. 9.1.

>>> from io import BytesIO

>>> from script import Script

>>> from helper import little endian to int

>>> stream = BytesIO(bytes.fromhex('5e03d71b07254d696e656420627920416\
e74506f6f6c20626a31312£4542312£4144362£43205914293101fabebd6d678e2c8c\
34afc36896e7d9402824ed38e856676ee34bfdb0cbcdbcdB8b2e5666a04000000000000\
00c7270000a5e00e00") )

>>> script_sig = Script.parse(stream)

>>> print(little endian to_int(script_sig.cmds[0]))

465879

MoHeTu3upyolas TpaH3aKLUusa 06HapyXUBaeT TOT 670K, B KOTOPOM OHa IpH-
cyTcTBoBana! Y MOHETH3MPYIOIMX TPaH3aKUMil B pasHBIX 60KaX JO/DKHBI GBITH
pasHble cueHapuu ScriptSig, a cnegoBarensHo, u pasHble uaenTnduxaropsl. Ilo-
TpeOHOCTb B 3TOM IIpaBit/ie IPOJO/KAET OCTABAThCA Y NIOHbIHE, BElb MHAYe U/IEH-
TUKATOPBl MOHETU3MPYIOIMX TpaH3aKumit 6yayT Hy6nmmpoBaTbcs B pasHBIX
6/moKax.
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YnpaxHeHwe 2

Hanumure meron coinbase height () mns knacca Tx, B KOTOpOM OIpefiens-
eTcs1 BhICOTa 6710ka MOHETU3UPYIOLLEl TPaH3aKLUM.

3aronoBku 6nokos

Ecnyu 670ky ABNAKOTCA MApTUAMYM TPAH3aKUMIA, TO 3aTONOBOK 6/10Ka — MeTa-
AaHHBIMM O TPaH3aKLMAX, BKIOYaeMbIX B 6710Kk. 3aronoBok 6/10ka npuBeeH Ha
puc. 9.2 ¥ COCTOUT U3 C/IEAYIOLMUX 37IEMEHTOB.

e Bepcus

o Ilpenbiaymmit 6mok

e Kopens gepepa Mepka
e OrMeTka BpeMeHM

e DBUTHI JaHHBIX

¢ OpHopa3oBbIit HOMEP

Puc. 9.2. Cunmaxcuuecku npoasanusuposarHuiii 6710k u €20 3az071060K

B 3aronoBke 6710ka comepxarcsa MeTafaHHble Ans 6noka. B oTinune oT TpaH-
3aKLMif, K&KAOE II07Ie B 3ar0O/I0BKe 6710Ka uMeeT GUKCMPOBAHHYIO ANMHY, KaK NO-
Ka3aHo Ha puc. 9.2, a B 11€/I0M 3aronoBoK 6/10ka 3aHumMaet 800 6astroB. Ha MoMeHT
HaMMUCaHNA 3TOM KHUTH B ceTU OUTKOIHA UMeNnoch oKono 550000 610koB, a uX 3a-
TO/IOBKM 3aHMMany okonmo 45 M6aitos. Bech xe 6n0kyeitH 3aHuMaeT okono 200
I'6aitToB, a 3aronoskyu 610k0B — okomo 0,023% Bcero sToro o6bema. To obcros-
Te/ILCTBO, YTO 3aTOJIOBKM HaMHOTO MeHblle caMux O6/10KOB, MMeeT 6o/blloe 3Ha-
YeHMe, KaK CTaHeT ICHO Npy o6CyXaeHU BONPOCOB BepuuKaLyuy YIPOUeHHbIX
naTeXxei B rnase 11.
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IMopo6Ho uaeHTHOMUKATOPY TPaH3aKUMH, MAEHTUHUKATOP 6IOKA TpeAicTaBlIeH
xe-kofoM hash256 saronoBka B IpAMoM NOpAAKe ClefoBaHuA 6aitToB. VixeHTH-
¢uxaTop 6710Ka BBHII/IAUT BeCbMa TIOGOMBITHO, KaK ITIOKA3aHO HMXKe.

>>> from helper import hash256
>>> block_hash = hash256 (bytes.fromhex('020000208ec39428b17323fa\
0ddec8e887b4a7¢c53b8c0a0a220c£d0000000000000000005b0750£ce0a88950\
2d40508d39576821155e9¢9e3£5¢3157£961db38£fd8b25bele77a759e93c0118\
adffd71d')) [::-1]
>>> block_id = block hash.hex()
>>> print (block_id)
0000000000000000007e9e4c586439b0cdbel3bl1370bdd9435d76a644d047523

MMeHHO 3TOT MAEHTM(UKATOP yKa3bIBaeTCA IpU BbI3OBE METOAA Prev
block () m1sa NOCTpOEHUA HOBOTO 6/10Ka Ha OCHOBAaHUM AaHHOro 670Ka, KaK I10-
ACHAETCA fla/iee, a 10 TeX MOP IUUIb 3aMETUM, YTO MAEeHTUPUKATOp 6/IOKa Haum-
HaeTCA CO MHOTHMX Hy/eit. MBI ellle BepHeMCA K 3TOMy Bompocy B pasgene “Tlox-
TBepX/ieHue paboThl’, KaK TONMbKO PacCMOTPUM TONA B 3aroyoBke 6710ka 6onee

noapo6Ho.
YnpaxHenve 3

Hanumnre Meton parse () ans xacca Block, 4To6bl peann3oBaTh B HeM CHH-
TaKCU4YeCKuMit aHanu3 67oka.
YnpaxHeHne 4

Hanuunre MeTop serialize () ansa kiacca Block, 4To6bl peanu3oBaTb B HEM
cepyanusanuio 671o0kKa.
YnpaxHeHune 5

Hanuunte Meton hash () ans knacca Block, 4ToObl peanu3oBaTh B HEM XelIHU-
poBaHye 610Ka.
Bepcnsa

B 06b14HOM IpOrpaMMHOM O6ecredeHny sepcus 0603Ha4aeT KOHKPETHBIA Psf
GYHKUMOHANBHBIX CPEACTB. AHAIOTMYHO COMEP>KMMOeE TIONA BEPCUM OTpPaXxkaeT
$YHKIMOHAaNbHBIE BO3SMOXHOCTH NPOrpaMMHOrO 06ecreyeHns, IPOU3BONALLETO
6n1ok. B npouutom none Bepcuu CIyXuIO AnA 0603HadeHUA OMHOTO QYHKIMO-
HaJIbHOIO CPEACTBa, TOTOBOTO [IA Pa3BePThIBAHUA ROObITYMKOM 610Ka. B yacT-
HOCTH, BEPCUA 2 03HaYajIa, YTO IporpaMMHoe obecrieyeHye rOTOBO NOANEPKMUBATD
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nporokon BIP0034, B koTopoM 6b1710 BHE[PEHO YTIOMMHABILIEECA PaHee B 9TOM I71a-
Be CBOJCTBO BBICOTHI 6/10Ka MOHETM3MPYIOIlel TpaH3aKuuu. Bepcua 3 osHayana,
YTO IIpOrpaMMHOe obecleyeHe roToBO NoAAEpPXuBaTh nporokon BIP0066, B ko-
TopoM cobmoganock crporoe kopupobanue B popmare DER. A Bepcus 4 osua-
Yasa, 4YTO MPOrpaMMHOe obecledeHne roTOBO NoAaepXuBaTh npotokon BIP0065,
B KOTOpoM 6bita onpenenera onepauus OP_CHECKLOCKTIMEVERIFY.

Ho, kx coxaneHuIo, IOCTeNeHHOE yBeMMYeHMEe HOMEPA BEPCUM O3HAYANIO TAKXKe,
YTO OJHOBPEMEHHO B CETU MOIJIO ObITb 3a/Ie/ICTBOBAHO IUILUb OAHO QYHKIMOHAIb-
Hoe cpefcTBO. UTo6b! 0cnabuTh faHHOE OrpaHMYeHMe, Pa3pabOTUMKMU IPUAYMAH
nporokon BIP0009, nossonamomuit ofHOBPEMEHHO 3a/leICTBOBATb B CETU RO 29
Pa3nuMYHbIX QYHKLMOHAMBHBIX CPEACTB.

[Ipotokon BIPO009 peitcTBYeT TakuM 06pa3oM, YTOObI 3apuKCHMPOBATD Nep-
Bble 3 6uTa 4-6aitToBoro (32-paspsgHoro) 3aronoBka 61moka paBHbiMu 001 u
TeM CaMbIM YKa3aTb Ha TO, YTO ROOBITYMK KPUIITOBAMIOTH MPUMEHAET IIPOTOKON
BIP0009. Bnarogaps ToMy, 4To nepble 3 6MTa 3aronoBKa paBHbl 001, MpeXXHUM
KIMEeHTaM NPUXOIUTCA MHTEPIPETUPOBATb COMEPXKMMOE IO/ BEPCUM KAK HOMeEp
Bepcuy, 6ONbIUNIA UMK paBHBIiA 4 (T.e. HOMePY NOC/ENHE! BEPCUU, UCTIONb30BaB-
weitcs A0 nosBIeHus npotokona BIP0009).

3To 03HayaeT, UTO B IeCTHAALATEpPUYHON! (OpMe IEePBBIM CUMBOIOM BCeErfia
6yneT 2 way 3, a ocTanbHble 29 6MTOB MOTYT GBITh MIpUCBOEHBI APYTUM GyHKIMO-
Ha/IbHbIM CPeICTBAM MSATKOJ BU/IKYM, O TOTOBHOCTH 3aJie/ICTBOBATb KOTOPbIE MOTY T
ONOBECTUTb AOOBITYMKY KpunToBamoThl. Hanpumep, 6ut 0 (T.e. KpaitHuit cipasa
MIafMit 6MT) MOXeT 6BITh YCTAHOB/IEH B 1, YTOOBI ONOBECTUTE O TOTOBHOCTH K
OJHOJ MATKON Bu/IKe, 6uT 1 (T.e. BTOpOJ cripaBa 6MT) MOXeT OBITh YCTaHOBJEH
B 1, 4TO6BI ONOBECTUTH O TOTOBHOCTH K APYTO# MArKoit Buike. A 6ut 2 (T.e. Tpe-
TUIt cTIpaBa 6UT) MOXET GBITb YCTAHOB/IEH B 1, YTOOBI OIMOBECTUTH O FTOTOBHOCTH
K CTIEAYIOLIEN MATKOM BUJIKE U T.J.

[Ipotokon BIPO009 TpebyeT, 4To6b1 95% BCcex 6710KOB ONOBEIaNN O FOTOBHO-
CTY B 3afaHHOJ anoxe u3 2016 6710KOB (T.e. MepMoOa KOPPEKTUPOBKYM CTIOXKHOCTH;
nogpobHee 06 aToM — Hanee B r1aBe). Ha MOMEHT HanucaHuA 3TOM KHUIU B IIPO-
tokon BIP0009 6b11 BHeceHb! Cleqyiolye MATKue BUIKY (T.e. HepafuKanbHbIe
nsMeHenus): BIP0068/BIP0112/BIP0113 (omepauus OP CHECKSEQUENCEVERIFY
¥ CBSI3aHHBIe C Hejt uaMeHenus) u BIP0141 (Segwit). B atux nporokonax BIP 6utst
0 # 1 ¥CIONB3OBAMUCH /I ONOBEILEHUA O COOTBETCTBYIOUIMX MATKMX BUJIKaX.
[Ipotokon BIP0091 mpuMeHserca ananoruyHo nporokony BIP0009, Ho ¢ 80%-
HBIM TIOPOTOM Y MEHBUINM NEPMOAOM A/ 67I0KOB, a CIEOBATENbHO, OH He ObIT
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B CTPOTOM CMBIC/IE TAKUM >Ke, KaK 1 npotokon BIP0009. [Ina onosemenus mnpo-
Tokona BIP0091 cnyxun 6ut 4.
ITpoBepuTh BCe YIOMAHYTHIE BhILIE CPEICTBA HETPYAHO, KaK II0Ka3aHO HMKe.

>>> from io import BytesIO

>>> from block import Block

>>> b = Block.parse {BytesIO(bytes.fromhex('020000208ec39428bl\
7323fal0ddec8e887b4a7¢c53b8c0a0a220c£d0000000000000000005p0750\

fce0aB889502d40508d39576821155e9¢9e3£5c3157£961db38fd8b25bele\

77a75%e93c0118a4££fd71d")))

>>> print ('BIPY: {}'.format (b.version >> 29 == 0b001)) 0
BIPY9: True

>>> print ('BIP91: {}'.format(b.version >> 4 & 1 == 1)) o
BIPY91: False

>>> print ('BIP141: {}'.format(b.version >> 1 & 1 == 1)} ®

BIP141: True

O Ornepauns >> cnyXHuT 411 NOPaspAKHOTO CABUIa BIIPAaBO, B Pe3y/IbTaTe KO-
TOpOro oTO6pachiBalOTCA KpaltHue cripaBa 29 6UT, a B UTOre OCTAIOTCA IULIb 3
crapmmux 6uta. 3geck 0b001 o603Ha4aeT HOMep Bepcuy B BOUYHOI opMe,
npusHaAToit B Python.

@® Omnepauns & cryXuT A nopaspagHoro norudeckoro “VI”. B raHHOM crmydae
CHayYa/a CIBUIAIOTCS BIPaBO IepBhle 4 6UTa, a 3aTeM NpoBepsAeTCcs, YCTAHOB-
MeHa M1 1 B KpajtHeM CrpaBa MIajleM 6uTe.

® 3pecy 1 caBuraeTca BmpaBo, MOCKONBKY MIA 6MTa 1 HasHaueH MPOTOKON
BIPO141.

YnpaxHeHue 6

Hanmumute MetTon bip9 () mnsa kmacca Block, 4To6bi peanu3oBaTbh NpOBEPKY
HOMepa BepCUY, COOTBETCTBYIOIero nmporokony BIP0009.

YnpaxHeHnue 7

Hanynumre meton bip91 () mna kimacca Block, 4To6b1 peanus3oBaTh MpOBEPKY
HOMepa BepCuy, COOTBETCTBYIoIero nporokony BIP00091.

YnpaxHeHue 8

Hanumute Meton bipl41l () mns xmacca Block, 4To6b1 peanmu3oBaTh IpOBEPKY
HOMepa BEepPCHH, COOTBETCTBYIOIero nmporoxkony BIP0141.
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Mpeabiaywmnn 6nok

Bce 6/10k1 [O/KHBI YKa3bIBaTh Ha NpeRBIAYIIMit 610K, MIMeHHO moaroMy pac-
CMaTpyMBaeMas 3[lecb CTPYKTypa JaHHBIX Ha3bIBaeTcA 6710k4eliHom (T.e. LIeTIOYKO
6710k0B). Bce 6/10kM CBA3aHBI IO LieNOYKe, BeAyliel 0OpaTHO K cCaMOMY IepBOMY
610Ky, MHaye HasbIBaeMoMy nepsuyHbim. [lone npenpiayiero 6110ka 3aBepllaeTcsa
IIOC/Iel0BaTeNbHOCTBIO Hy/eBbix (00) 6aiTOB, 0 YyeM IOMAeT peyb Aajnee B 3TOM
I71aBe.

KopeHb gepeBa Mepkna

B xopHe fiepeBa Mepkiia Bce yropsAno4eHHbIe TPaH3aKLMM KOAUPYIOTCA B Bufie
32-6aitToBoro xeu-koga. O TOM, HACKO/IBKO 3TO BaXKHO /I K/IMEHTOB C YTIPOLIEeH-
HoJ1 npoBepkoit onathl (SPV) M Kak OHM IO/B3YIOTCA KOpHeM AepeBa Mepkrna ¢
AAHHBIMU U3 cepBepa /1 NMOTYyYeHUS MOATBEPXAEeHMUA BKIIOYEHUA JaHHBIX TPaH-
3aKLIMM B KOpEHb 3TOTO fiepeBa, peyb Ioitaer B IaBe 11.

OTmeTKa BpemeHM

OTMeTKa BpeMeHM Aenaercsa B popMare Unix u 3aHuMaer fo 4 6aitTos. Ta-
Kasg OTMeTKa BpeMeHM 0003HayaeT KOMMYECTBO CeKyH[, MCTeKIIuX ¢ 1 AHBapA
1970 ropa, T.e. ¢ Ha4Yaja TaK HasbiBaeMoit sanoxu B Unix. OHa npuMeHsaercs B
ABYX LeAX: A/IA POBEPKU ROCTOBEPHOCTH OIOKMPOBOK BpEMEHM B TPaH3aKLM-
AX, BKTIOYaeMbIX B OJI0K, a TaKKe WIS BBIYMCIEHUsA 6UTOB, Leau (T.e. 3afaHHOM
BETIMYMHBI) U CTIOKHOCTH 4Yepe3 Kaxable 2016 61okoB. OgHO BpeMs 6IIOKMPOBKM
BpeMeHM IMPUMEHANNCh B OIOKe HEMOCPeCTBEHHO /I TPAH3aKLMit, HO 3TOT pe-
XuM ObI U3MeHeH B porokone BIP0113, 4To6r BMecTO OTMETKM BpeMeHM HeIo-
CPeACTBeHHO M3 6/10Ka I0/Ib30BAThCA CPERHMM NpourenuuM BpemereM (MTP) 11
nocnegHMUX 6/10KOB.

| Mpowusoitaer nn nepenosfiHeHe 6MTKOHa NO OTMETKe

|  BpemeHm

\ Tlone oTMeTKH BpPEeMEHM B 3arojioBKe 6710ka O6MTKOMHa 3aHMMaeT 4
6aitTa wam 32 6uTa. ITO O3HAYAET, YTO OFHAKMABI OTMETKA BpeMeHM
B ¢popmare Unix npesbicut Benmumny 2°2 — 1 u ana ee XpaHeHus
6onblile He OCTAHETCA MecTa. 2°% CeKyHH TPUOMUIUTENBHO PaBHO
136 rogaM, a 3TO O3HAYaeT, YTO B JTAHHOM I1071e OOJIbILe He OCTaHETCA

MecTa k 2106 ropy, T.e. 4yepe3 136 net nocne 1970 ropa.
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MHorue omM60YHO CYMTAIOT, YTO 3TO IpousoiaeT B 2038 roxy, T.e.
yepe3 68 et nocie 1970 roma, HO Takoe MOXET CAYYUTHCA, NUILD
€CIY 1I0/le OTMETKM BPEMEHM OTHOCUTCA K LENOYMCIEHHOMY TUITY
co 3nakoM. M xors 2°! cexynpn cocrasnser 68 ieT, B JaHHOM Clydae
IIpefeNbHBIA CPOK HACTYIHUT B 2106 rogy 6maromaps Ucnonb3oBaHMUIO
[OTIO/THUTENbHOrO 6uTa 3Haka. A B 2106 rogy fjis 3aronoBka 6/10ka
noTpebyeTcss 0coboro posa BM/IKA, IOCKONBKY eMy 60/blle HEKyfa
6ymeT IIOCTOSHHO PacTH.

Butbl

B mone 6MTOB KOgMpYyeTCS MOATBepXXAeHME PAaGOTHI, Tpebywolleeca B JaHHOM
6roxke. Ilogpo6Hee 06 3TOM peyb MOAAET B CIEAYIOIEM pasfere.

OaHopasoBbi HOMep

B aToM mone copep)XUTCA UCTIONb3YyeMBblit INIIbL OAMH pa3 HoMep (nonce). OH
M3MeHsAeTCA BOOBITYMKAMY KPUIITOBA/TIOTH B TOMCKAX MOATBEPXKAEHUA PabOTHI.

NMoaTBepXAaeHue paboTbl

VIMeHHO TOATBepXXAieHMe PabOTHI 3alMIaeT GUTKOIH, a Ha 6onee IITy6oKOM
YPOBHe OHO TO3BO/IAET IPOU3BOAUTD AELEHTPAM30BAHHYIO JOOBIYY OMTKOMHOB.
ITouck mopTBepXkAeHUA pabOTHI faeT JOOBITYMKY KPUIITOBA/TIOTBI IPAaBO IIpUCOe-
AMHUTH 610K K LieroyKe 6/10koB B 6/10k4YeitHe, C OBHOM CTOPOHBI, TOATBEPXAEHUE
PaboTHI MPOMCXORUT O4eHb PEAKO, ¥ IIOITOMY Nepel AOOBITIMKOM KPUIITOBATIOTHI
CTOMT HempocTas 3ajjaya. A C APYTOi CTOPOHBI, IOATBEP>XAeHME pabOTHI MpoBe-
psAeTcs 06'beKTUBHO M NPOCTO, ¥ TMOITOMY AOOBITYMKOM KPUIITOBATIOTHI MOXET
CTaTh BCAKMIA XKeIaIoLuA,

IToaTBepxaeHme paboTHl Ha3bIBaeTCA “HOOBIYEr” MO BecbMa BECKOH NMpUYM-
He. Kak u npyu Hactoslueit o6bIYe MCKOMAEMBIX, MMEHHO 3TOTO MILYT A0OBITYH-
KU KpUnToBamoThl. IIpu go6bIde 3010Ta U3 45 TOHH NMOPOABI OOBIYHO TIOTyYaeTCs
1 yuuus (0,02835 kr) aToro gparoljeHHoOro MeTamaa. VIMeHHO 03TOMY 30/10TO TaK
ueHutca. Ho Kak TOMBKO 30/10TO AOOLITO, MPOBEPUTD €0 MOMIUHHOCTb COBCEM
HeTPYAHO. /1A 9TOT0 MMEIOTCA XMMUYECKUE aHAIU3bI, TPOOMPHbIE KAMHM Y MHO-
e pyTHe CPeAcTBa U CIOCO6BI, MO3BONAIOLIME OTHOCUTETBHO HEJOPOTo ONpefe-
JIUTh TIOIMHHOCTDb 30710TA.
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AHaJIOTMYHO MIOATBEPXKIeHMe pabOThl — 3TO YUC/IO, ObecneynBaoLIee BeCbMa
penkuit peaynbrarT. UTo6bl HalfTM MOATBEpXKAeHME pabOTHI, FOOBITYMKAM B CETH
6MTKOIHA NIPUXOAUTCA NepepabaThIBaTh YMC/IOBON IKBUBANEHT mopopsl. Kak u
npy poObIve 30/10Ta, IPOBEPUTD NIOATBEPXK/EHNE PabOTH HAMHOTO felleBlIe, YeM
¢akTHYecKM HalTH ero.

Tak 4TO e Takoe MOATBepXAeHMe paboTsl? UTOObI OTBETUTH Ha 3TOT BOIPOC,
PaccMOTpUM YIIOMMHABLIMICA paHee Xem-Kof hash256 3aronoska 6moka:

020000208ec39428b17323fa0ddec8e887b4a7c53bBc0ala220cfd\
0000000000000000005b0750£ce0a889502d40508d39576821155e9c\
9e3£5¢c3157£961db38£d8b25bele77a75%e93c0118a4££d71d

>>> from helper import hash256

>>> block_id = hash256 (bytes.fromhex('020000208ec39428b17323\
fa0ddec8e887b4a7¢53b8c0a0a220cfd000000000000000000500750fcelal
889502d40508d39576821155e9¢c9%e3£5c3157£961db38£d8b25beleT7a759\
€93c0118a4££fd71d"')) [::-1]

>>> print ('{}'.format (block id.hex{)).z£fill(64)) (1]
0000000000000000007e9e4¢c586439b0cdbel3bl370bdd9435d76a644d047523

O 3necy HaMepeHHO BBHIBOUTCA AHHOE YUCIIO B BUAE 64 IIeCTHAALATEPUIHBIX
1mbp 4To6bI OKa3aTh, HACKONBKO OHO MajIo B 256-paspAaHoit dopMe.

Kak nsBectHo, xem-¢ynkuua hash256 cnyur s reHepupoBaHusa paBHOMeED-
HO pacripefienisieMbIX 3Ha4eHmit. [IpMHMMas 3T0 06CTOATENBCTBO BO BHMMAHME, fiBa
LMK/Ia BBINONMHEeHNA xem-¢yHkuun sha256 nmmu hash256 MokHO MHTepmpeTHpo-
BaTh KakK C/Iy4aifHoe 4MC/Io. BepoATHOCTD, YTO moboe crydaitHoe 256-paspsafHoe
4YMCIO OKKETCA OYeHb MajIbIM, BeCbMa HMUYTOXHA. B 4acTHOCTH, BEpOATHOCTS,
YTO TEPBBIN OUT 256-paspARHOro YMUC/IA OKKETCA paBHBIM HYMO, cocTabser 0,5,
iBa TepPBbIX ero 6MTa OKaKYTCA paBHbIMU Hymo (00) — 0,25, Tpyu nepsbIX 6uTa
OKaXYTcsA paBHbIMU Hymo (000) — 0,125 1 T.A. A NOCKONbKY KaXKAblit 0 B 1I€CT-
HafillaTepu4HOM HopMe MPEACTAB/IAET YeThIpe HYNEBBIX 6MTa, BEPOATHOCTD, YTO
nepBble 73 6UTa 256-paspATHOTO YMCTA OKAKYTCA PaBHBIM HY/MO, cocTasut 0,5
nm 1 Ha 10% CNydaes, T.€. OHa JeNCTBUTENbHO HUYTOXHA. B cpefHeM, 4YTOOBL 1O-
IY9UTb UCKOMOE YUCTIO CO CTO/Ib HUYTOXHOM BEPOATHOCTDHIO, IPUAETCA CTEHEPU-
posaTb 10% (unu 10 TPUINMOHOB TPUNIMOHOB) CITY4aMHBIX 256-Pa3pANHbIX M-
cen. VIHbBIMM C/IOBaMHU, IS 3TOTO TIPUAETCA BHIYUCTUTD B cpenHeM 102 xem-KofioB.
Ec/u BepRYTbCsl K aHA/MOTMM C AOGBIYEI 30/10T4, TO B IIpOLjecce OUCKa MOATBEPX-
nenus pa6oTbl npupetcs nepepaborats 10% 6uTOB MOpOABI, YTO6E FOOBITH YMC-
TIOBO¥ 3KBMBAJIEHT 30/I0TOTO C/IUTKA.
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Kakum o6pasom f06bITUMK KPUNTOBANIOTDI
reHepupyeT xew-Kopabl

OTKyna fOObITYMK KPUIITOBATIOTHI IIONy4aeT HOBBIN YMCIOBOM AHAJIOT MOPO-
IBI A TIepepaboTKy, YTOOBI BBIACHUTD, YAOBNETBOPAET /1M OH IIOATBEP>KAEHMUIO
pabotsr? [Ina 3TOi LeMyu CIYXXMT IoJle ORHOPa3oBoro HoMepa. Jlo6BITYMKM KpUII-
TOBA/TIOTHl MOTYT CAaMOINPOU3BONIBHO MEHATb COfeP>KMMOe AaHHOTO IOJA, YTOObI
M3MEHUTD XellI-KOJ 3aro/IoBKa 6oka.

Ho, k coxanenuo, 4 6aitToBot M 32-pa3spsAgHON AMHbI IIOLA OFHOPa30BOIO
HoMepa (T.e. 2*? OIHOPa30BEIX HOMEPOB, KOTOpPble MOXET ONpo60BaTh KOOHITYMK
KPUIITOBAIOTHI) HEJOCTATOYHO 1A NOATBepX/eHns paborbl. CoBpeMeHHOE BbI-
YuCIUTENbHOE 060pyAOBaHME Ha OCHOBE CIIELMaNTM3MPOBAaHHBIX MHTErPalbHbIX
mukpocxeM (ASIC) cIToco6HO BEIMMCIIUTL HAMHOTO Go7blle, YeM 2% pasHbix xem-
Kop0B B cekyHAy. Hanpumep, 6nmok go6sryu AntMiner S9 cnocoben Beramciuts 12
Tepaxel-KOfIOB B CeKYHY, T.e. okoro 2%’ xem-konoB B cexyHpy. A 3To o3Hayaer,
YTO BCe MPOCTPAHCTBO OQHOPA30BbIX HOMEPOB MOXKET GBITH MCIIONB30BAHO BCETO
muub 3a 0,0003 cekyHpasl.

Yro xe penarb ROObITYNKAM KPUIITOBATIOTH B TOM CIy4ae, eC/y II0/le OHOpa-
30BOro HOMepa ucueprnaeTcsa? B TakoM cydae OHM MOTYT M3MEHMTh MOHETU3UDY-
IOLLYIO TPaH3aKIMIO, a CIEIOBATENbHO, M KOPeHb flepeBa Mepkiia, YTOOBI MOMTYYMUTD
COBepILIEHHO HOBOE MPOCTPAHCTBO ORHOPa30BbIX HOMEPOB. A C LPYToil CTOPOHBI,
OHM MOTYT CBEPHYTb IOJIE BEPCUM MM BOCIO/Nb30BAThCA OTKPBITHIM a/irOpPUTMOM
ontumusauuu ASICBOOST. BuyTpeHHnit MexaHN3M M3MeHEHMI B KOpHE iepeBa
Mepxna npyu usmeHeHuu moboJt TpaH3akuuy B 6710Ke paccMaTpuBaeTcA B rase 11.

Llenb

INoaTrBepxaeHue paboThl ABNAETCA TpeGOBaHMEM, YTO XelI-KOJ 3aro/IoBKa Kax-
poro 67m0ka B 6UTKOMHe JO/DKEH ObITh MeHble onpepneneHHoit uenu. Llenv — ato
3ajjlaHHOe 256-pa3psafgHOe YNCIIO0, BHIYMCLAIEMOe HEMOCPEACTBEHHO M3 MOMA GUTOB
(B gaHHOM mpuMepe — €93c0118). Llenp BecbMa Mania B CpaBHEHUU CO CPETHUM
256-pa3spAfHBIM YHUCIIOM.

B mone 6uToB QakTHUECKM COflep>KaTCA iBa pa3HbIX yucna. [lepoe u3 Hux —
TI0Ka3aTe/b CTENeHY, XPaHAWMIACA B TocnenHeM baifTe, a Bropoe — K03 duuu-
eHT, XpaHAIMIACA B TpexX ApyTux 6aifTax, cleqyommx B npsamoM nopsanke. Hike
npuBenieHa GpopMyna /LA BBIMUCTIEHUA LieM U3 3TUX ABYX Lieeit.

uenb - K03¢)¢)MIIMCHT X 256noxaaarenb cTenmeHyu -3
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Ecnu 3apano none 6uToB, To Lenb BoruucnAeTca B Python cnepylomyum obpasom:

>>> from helper import little endian_to_int

>>> bits = bytes.fromhex{'e93c0118")

>>> exponent = bits[-1]

>>> coefficient = little endian_to int(bits[:-1])

>>> target = coefficient * 256** (exponent - 3)

>>> print (' {:x}'.format (target).zfill (64)) u
0000000000000000013¢ce9000000000000000000000000000000000000000000

O 3pech HaMepeHHO BBIBOOUTCA JAHHOE YMC/IO B BUAE 64 IeCTHAaALIATEPUIHBIX
udp ¢ LeNblo MoKa3aTh, HACKOIBKO OHO Majo B 256-pa3pagHoil popme.

HocToBepHOE MOATBEPXKAEHNE PabOTHI IIPEACTABIAET COHOI Xell-KOf 3aro/oB-
Ka 6/10Ka, KOTOPBIN NOC/Ie MHTEPIIPETALMM B BUAlE LIEOTO YUC/IA C MPAMBIM TIO-
PANKOM CrefloBaHuA 6aiiTOB OKa3bIBAaeTCA MeEHbllle 3aJaHHOTO YMC/a (T.e. HIUOKe
3aflaHHON Ienu). XelI-KOAB MOATBEPXK/AEHNA paboTHl KpaifHe pefiki, a MpoLece
HO6bIYM KPUNITOBAMIOTH, COOCTBEHHO, COCTOMT B IOMCKe OFHOTO M3 3TUX Xell-
KoftoB. UTO6bI HaltTH OHO MOATBEPKAEHUE pabOTHI IO NpeNBIAYILE LeH, B Lie-
N0jt ceTH 6UTKOMHA MPUAETCA BHYUCTUTb 3.8 x 102! xew-kopoB, 4To Mocne o6Ha-
PY>KeHMs JaHHOTO 6710Ka MOXKET OBITh CAieTaHO NPUOMU3UTENBHO Yepe3 Kaxpble 10
MUHYT. YTOOBI MOCTaBUTPH TaKOE YMC/IO B KAKOM-TO PeanbHBIN KOHTEKCT, CIefyeT
3aMeTUTb, YTO CAMOMY Ny4llIeMy B MUpe rpadudeckoMy IpOLEeCcCOpy AN AOO6bI-
4y KPUNITOBATIOTH NOTpebyeTcs B cpemHeM 50000 seT, 4TO6BI OOHAPYXUTD TOJ-
TBep>KfieHue pabOTHI HMKe3aJaHHOM LeNHn.

IIpoBepuTh, yHOBNETBOPAET /M XeLI-KOJ 3arojloBKa 6/10Ka MCKOMOMY IIOf-
TBEPXJEHUIO PaOOTBI, MOXKHO CIEAYIOIIMM 06pasoMm:

>>> from helper import little endian to_int

>>> proof = little endian_to_int (hash256(bytes.fromhex (
'020000208ec39428b17323fal0ddec8e887b4a7c53b8c0ala220ctd\
0000000000000000005b0750£ce0a889502d40508d39576821155\
€9c9%3£5c3157£961db38£d8b25bele77a75%93c0118a4££d71d")))
>>> print (proof < target) 0

True

© 3apanHas uens (target) BHIYMC/IAETCA B NPUBENEHHOM Bblllle (parMeHTe
Kofia.

Ecnu conoctaBuTh pAQOM MOMYYE€HHDIE BbILIE YUCTA (uenn u MneHTM(bMKaTOpa
6noka COOTBCTCTBCHHO) B Buae 64 meCTHagUaATEPUYHBIX CUMBO/IOB, TO MOXXHO
3aMETUTD, YUTO NNOATBEPXKIAECHUE paéon OKa3bIBACTCA HUXKE 3ana1-moﬁ oenu:

TG: 0000000000000000013ce9000000000000000000000000000000000000000000

ID: 0000000000000000007e9e4c586439b0cdbel3bl370bdd9435d76a644d047523
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Ynpaxsenne 9

Hannumre dynkumio bits to target () u3 ucxogHoro daitna helper.py,
yT0OBI BEIYMCIIUTD Lienb U3 3a7aHHBIX OUTOB.

Cno)XHoCTb

[ToHaTh Ha3Ha4YeHMe LieNM NMPOCTHIM CMEPTHLIM HenpocTo. Llenb — 3To Beero
NUIb YUCIIO, MEHBLIE KOTOPOTO JO/KEH OBITh BHIYMCIIEHHBIA XeLI-KOJ, HO /TIOAAM
HEMNpOoCTO 3aMeTUTDb, YeM 180-paspAnHoe uMcIo oTaM4aeTcsa oT 190-paspaaHoro.
U x0TA mepBOe U3 HUX B THICAUY pa3 MeHblle BTOPOro, ITLARA Ha CTO/Mb Gonmbline
4UCNIa, OYeHb TPYAHO [TOCTABUTh MX B HY>KHbIA KOHTEKCT.

Jlnst TOro 4TO6B! YIPOCTUTD CPaBHEHME PasHBIX Liefeit, ObII0 IPUAYMaHO TIOHA-
THe croxmHocmu. CMBICT B TOM, YTOOBI CAENATh CIOKHOCTh 06paTHO NpoNOpLyO-
Ha/IbHOM LIe/IX ¥ TeM CaMbIM YIIPOCTUTb CpaBHEHMeE. A HIDKe NpuBefeHa GpopMyna,
II0 KOTOPOIt ONpefeNAeTCA UX COOTHOLIEHHe.

COXHOCTD = OxfFf x 256”193 / yenn

HemnocpencTBeHHO B KOfje CpaBHEHME Lie/Iel OCYILEeCTBIAETCA CTeRYIOIMUM 06-
pasom:
>>> from helper import little endian to int
>>> bits = bytes.fromhex('e93c0118")
>>> exponent = bits[-1]
>>> coefficient = little endian_to_int (bits[:-1])
>>> target = coefficient*256** (exponent-3)
>> difficulty = Oxffff * 256**(0x1d-3) / target
>>> print(difficulty)
888171856257.3206

CNo>KHOCTb GMTKOJHA B NEpBUYHOM 6710Ke cOcTaBaAna 1. ATM mpepocras-
NAETCA HeOOXOAMMBIA KOHTEKCT /A OLIEHKM CIOXKHOCTM CeTH mainnet B HacTo-
Awmit MoMeHT. C/TOXHOCTh MOXKHO PacCMaTpMBaTh KaK CpeficTBO, MO3BOMAOLLee
BBIACHUTD, HACKONBKO JOOBITH KPUIITOBA/IOTY Teleph TPyAHEe, YeM M3HaYa/lbHO.
B yacTHOCTH, JOOBIT KPUIITOBA/IOTY B IIPUBENEHHOM BBILIE KOAe MpUOIU3NTEND-
HO B 888 MunIMapnoB pas TpyAHee, 4YeM Ha Haya/lbHOM CTafiMM CyLIeCTBOBaAHUA
6uTkoitHa. C/OXKHOCTh Hepenko oTobpakaeTca B o6o3peBarenax 6MTKoiHa M
cmyx6ax OCTpOeHNA rpapuKOB KOTUPOBKYM OUTKOMHA, YTOOBI YIIPOCTUTD OLEHKY
TeX YCUINIA, KOTOpBIE MIOTPeOYIOTCA A/IA CO3AAHMUA HOBOTO O/I0Ka.
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YnpaxHenue 10

Hanuummre meton difficulty () mia kmacca Block, 4To6bl1 onpefenuTb B HeM
CNTOXXHOCTb OOBIYM.

NpoBepKa AOCTaTOYHOCTH NOATBEPXKAEHMA paboTbl

WUTaK, Mbl y>ke BBLACHUIN, YTO MOATBEPXKAEHME PabOTH MOXKET ObITh BHIYMCIIEHO
B pe3y/bTaTe pacyeTa xem-Koaa hash256 saronoska 610xa u ero uHTepnpeTanuy B
BUJIE L[€/IOTO YMCIA C IIPAMbBIM NOPAAKOM crefloBaHuA 6aiitoB. Ec/in nmonydeHHoe
B MTOTe YMC/I0 OKAa3bIBAETCA MeHbIIle 3a/JaHHOM 1{e/IM, TO B HAIlleM PaclOpsKeHMM
MMeeTCs JOCTOBepHOe NOATBEepX/eHMe paboThl. B IpoTHBHOM ciydae 6/10K Henlb3s
CYMUTATb JOCTOBEPHBIM, IIOCKO/IbKY Y HETO HET MOATBEPXKAEHNUA PaboThI.

YnpaxHeHue 11

Hanumure Meton check pow () mna kmacca Block, 4TOOBI IPOBEPUTH B HEM
NIOATBep>KAeHUe paboThI.

KoppeKTupoBKa CoXHOCTH

B 6uTKolMHe KaKAas rpymnna u3 2016 6710K0B Ha3bIBAaETCA NEPUOOOM KOppeKmu-
posxu cnoxrocmu. B KOHIle KOKIOTO MEPUOia KOPPEKTUPOBKYM CIOXKHOCTH 1ieNb
KOPPEKTUPYeTCs 1o CeRyowmM GopMynam.

pasHocmb_epemenu = (OTMETKa BpeMeHU IOC/IefHero 6710ka B IEPUOJ KOp-
PEKTUPOBKM C/IOXHOCTM) — (OTMETKAa BpeMeHM IlepBOro 6710Ka B IepHOf
KOPPEKTUPOBKM CIOXHOCTH)

HOBAA_Ueny = npeovloyusas_uyenv * pasHocmo_apemenu | (2 Hemenn)

3nech pasHocmy_6pemeHu BBIYUCIAETCA CIEAYIOIMUM 06pa3oM: ecnu oHa 607b-
e 8 Hefle/lb, TO CTAHOBUTCA paBHOM 8 Helle/AM, a eCc/IM OHa MeHbllle 3,5 fHel, TO
npupaBHMBaeTcA K 3,5 gHAM. Takum 06pa3om, HOBas Le/lb He MOXET M3MEHUTHCA
6o7blIe, YeM B YeTHIpe pa3a, B Ty WM MHYIO CTOPOHY. ITO 03HAYAET, 4TO Lie/b Oy-
[ieT TIOHM)KEHA M/ NIOBBIIIEHA He 6ONblile YeM B YeThIpe pasa.

Ecnu pna cospanna xaxporo 61moka B cpegHeM Tpebyercs 10 MUHYT, To Ans
cospanua 2016 6mokos — 20160 MuHyT. Y ecnu ydecTd, 4TO B cyTKax 1440 MuHyT,
TO A1 co3manua 2016 6nmokoB notpebyerca 20160 / 1440 = 14 gHeit. A B pe3ynb-
TaTe KOPPEKTUPOBKM CTIOKHOCTM BpeMA Ha CO3[aHyMe KaXAoro 6/10Ka B CpefHeM
cokpamaerca A0 10 MMHYT. ITO O3HaYaeT, YTO B JOATOCPOYHOM MEPCIEKTUBE
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BpeMs1 co3faHMs 6/10K0B 6yAeT Bcerna CBORUTLCA K 10 MUHYTaM, laxke eC/Iu B CETh
BBOAATCA UM BHIBOAATCS U3 Hee HeMajble BLIYMCANTENbHbIE MOIIHOCTY JUIA Xe-
LIXPOBAHMUS.

HoBble 6MTHI JO/KHBI BBIYUCTATHCA C MIOMOILBIO IIO/I OTMETKM BpeMeHM U3
IOC/IefHero 6/10Ka B KaXAbIA TeKYIINit MM NPegbIAYINi IIepUOf KOPPEKTHUPOB-
Ky cnoxHoctu. Ho, k coxanenuio, B paccMaTpuBaeMoit 3geck popmye Catown
HakaMoTo mposBnseTcs ellle OAHAa OLIMOKA CMELIEHUA Ha €ZMHUIY, ITOCKOIbKY
IIPM BBIYMC/IEHUY PA3HOCTH OTMETOK BPEMEHM PacCMAaTPUMBAKOTCA MEPBBIN M IIO-
cnegHui GIOKM U3 TepUOfa KOPPeKTUPOBKM cloxKHOCTH 2016 6mokoB. CnenoBa-
Te/IbHO, Pa3HOCTb BPeMEHM OIpefieNAeTCA KaK pa3HOCTb OTMETOK BpeMeHy 2015,
a He 2016 6710K0B.

PaccMaTpuBaeMyto 31ech GOpPMYIy MOXKHO 3allpOrpaMMMPpOBATh C/IERYIOILIUM
obpasom:
>>> from block import Block
>>> from helper import TWO WEEKS (1]
>>> last_block = Block.parse (BytesIO (bytes.fromhex(
'00000020£d£740b0e49cf75bb3d5168fb3586£7613dcc5¢cdB89675b\
0100000000000000002e37b144c0baced07eb7e7bb4dall6cd\
3121£2427005551aeblec6a6402ac7d7£0e4235354d801187£5da8£5")) )
>>> first block = Block.parse(BytesIO(bytes.fromhex(
1000000201ecdB9664£d205a37566e63426%ed76e425803003628ab\
010000000000000000bfcade29d080d%aae8£d461254b0418\

05ae442749£2240100440£c0e3d5868e55019345954d80118al721b2e')))
>>> time differential = last_block.timestamp - first block.timestamp

>>> if time differential > TWO_WEEKS * 4: (]
... time _differential = TWO_WEEKS * 4
>>> if time differential < TWO WEEKS // 4: ©

... time differential = TWO_WEEKS // 4

>>> new_target = last_block.target() * time differential // TWO_WEEKS

>>> print('{:x}'.format (new_target).zfill(64))

0000000000000000007615000000000000000000000000000000000000000000

O Crenyer 3aMeTuTs, YTO B BRIpaKeHMM TWO WEEKS = 60*60*24*14 ompenens-
€TCs KOMMMYEeCTBO CeKYHJ B 2 HefleTaxX: 60 cekyH X 60 MUHYT X 24 aca X 14 fHen.

@® 3pech mpoBepseTcs cnenywolee: ecnu Ans ob6HapyxeHusa 2015 mocmegHux
6710k0B IOTpe60oBanoch 6onblile 8 HexeMb, TO CIOXKHOCTL MOBBIIIAETCA HEHa-
MHOTO.

® A 3pgech mpoBepseTca cenylolee: ecny AaA o6HapyxxeHua 2015 mocmemHux
6/10k0B TOTPe6OBAIOCH MeHbllle 3,5 JHEN, TO M TOTAA CTIOXXHOCTb ITOBBILIAETCA
HEHaMHOTO.
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CrnenyeT 3aMeTUTb, UTO [/I BIYMC/IEHMA LieN cleRymollero 6710ka TpedynTcs
TONBKO 3aro/IoBKM. VI KaK TONMBbKO GyfieT BBIYMCIEHa MCKOMas Lielb, ee MOKHO 6y-
peT npeobpa3oBaTh 06paTHO B 6GMTHL. ITa 0OpaTHAs oNepaluA peanusyeTcs B KOfe
crefyowmM o6pa3om:

def target to bits(target):

' [lpeobpa3yeT LemOUMCIIEHHOe BHaveHue Uerm o0paTHO B Ourw'''
raw_bytes = target.to_bytes(32, 'big')

raw_bytes = raw bytes.lstrip(b'\x00') 0

if raw bytes[0] > Ox7f: (2]

exponent = len{raw_bytes) + 1

coefficient = b'\x00' + raw bytes[:2]

else:

exponent = len(raw_bytes) ®

coefficient = raw_bytes[:3] 1]

new_bits = coefficient[::-1] + bytes([exponent]) ®

return new_bits
© MsbaButnca OT Bcex HavabHBIX HYJEM.

@® ®dopmar GUTOB CITYXNUT ANA BBIPAXKEHNs O4eHb GOMBIIMX YMCeN (KK TIONTOXKHU-
TENbHBIX, TaK ¥ OTPUI[ATeNbHBIX) B KpaTKoit popme. Tak, ecnu mepBblit 6UT
B K03 duimenTe paBeH 1, comep>xuMoe oA GUTOB MHTEPIIPETUPYETCA Kak
OTPMIIATENbHOE YMCTIO. A TIOCKONBKY lie/Ib BCETAa MONOXKUTENbHA, BCe COAiep-
XMMoe 10711 OUTOB cABMIaeTcA Ha 1 6aiT, ecu mepBblit ero 6MT paBeH 1.

® Ilokasarens cTenenn, oIpenenAolei JIMHY YUCIA II0 OCHOBAaHUIO 256.
O Koadduumenr, cocraBnsiowmit nepsbie Tpu LMdphl YMCIA 10 OCHOBAHUIO 256.

Koadduumenr, npepcraneHnnlit 6aitTaMu B IpAMOM TOPALKE UX ClefOBa-
HMSA, a TAKKe [I0Ka3aTe/Ib CTelleHy B popMaTe OUTOB.

Ecnu B 610Ke OTCYTCTBYIOT NMOAXOAALIME OMTHI, BHIYMCIEHHBIE IO QopMyne
KOPPEKTUPOBKM CNIOXKHOCTH, TAaKOJ 67I0K MOXHO 6/1aroIo/Iy4YHO OTBEPTHYTD.

YnpaxHeHue 12

Bbrumcure HoBbIe 6MTHI IIPY YCIOBMM, UTO TIEPBbIN 1 OCTeRHMIt 3 2016 6m0-
KOB B IIEpMOJ] KOPPEKTUPOBKM CNIOXKHOCTYU TaKOBBI.

e bnok 471744

000000203471101bbda3fe307664b3283a%ef0e97d%a38a7eacd88\
00000000000000000010c8aba8479bbaa5e0848152£d3c2289ca50\
elc3e58c%a4faaafbdf5803c5448ddb845597e8b0118e43a81d3
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e bnok 473759

02000020£1472d9db4b563¢c35£97c428ac903£23b7£c055d1cfec26\
000000000000000000b3£449fcbelbcdcfbcb8283a0d2c037£961\
a3fdf2b8bedc144973735eea707e1264258597e8b0118e5£00474

YnpaxHeHve 13

Hanummre ¢ynkuuio calculate new bits () us ucxopnoro daitna helper.
PY A/Is BBIYMCIIEHUS] HOBBIX 6MTOB.

3aKnoueHue

B 3Tolt rmaBe paccMaTpuBanOCh, KaKMM 06pa3oM PacCUMTBHIBAETCA NONTBEPK-
feHue pabOTHI, BHIYMCIIAIOTCS HOBbIE OGMTHI A/ 6/OKa MO MCTeYeHMM Iepuofa
KOPPEKTHMPOBKM C/IOXKHOCTU M OCYILIECTBAETCSA CMHTAKCUMYECKUI aHAa/MN3 MOHe-
TU3UPYIOLIMX TPaH3aKUMA. A Telleph MOXKHO IIEPEATH K BOIIPOCaM OpPraHM3aluy
ceTu B riaBe 10, mMpoABUIraAch 0 IIYTH K ellle He ONIMCaHHOMY IIO/I0 KOPHS fiepeBa
Mepxiia u3 3aronoBka 6710ka, 4To ¥ 6yfeT cAenaHo B rnase 11.
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FMABA 10
Oprann3ayua cetu

HapexxnocTh 6MTKOMHA 06ecnednBaeTCA OMHOPAHIOBOI CEThIO, B KOTOPOit OH
meitcTByeT. Ha MOMeHT HanmMcaHMA JAHHOM KHUTY B 3TOI CETH AeMCTBOBaNO 60/b-
e 65 THICAY NOCTOAHHO B3aMMOJIEMICTBYIOILMX Y3/I0B.

CeTb 6UTKOHA AB/IAETCA WIMPOKOBEILATENBHON WIM UMPKYIAPHON. B kaxkmoM
ee y3ne 0ObAB/IAIOTCA pasHble TPaH3aKUMK, OTIOKM M Te OQHOPAHTOBBIE Y3/Ibl, KO-
TOpble eMY M3BECTHBL. B 3TOJ1 ceTu AeitcTBYeT NOMHOUEHHBIA IIPOTOKO/, KOTOPBI
¢ rofaMy 6bUT JOMOTHEH MHOTMMM (YHKIMOHATBHBIMU BO3MOXXHOCTAMM.

Crnenyer, ogHako, ¥MeTb B BUAY, YTO CETEBOI IIPOTOKO/I HEKPUTUYEH K COITIACO-
BaHy10. OHM U Te >Ke JaHHbIE MOTYT GBITH OTIIPAB/IeHBI M3 ONHOTO Y3/1a B APYTOM
II0 COBCEM MHOMY IPOTOKOIY, He OKa3bIBasAs HUKAKOTO BAMAHMA Ha caM O/OKYeitH.
[IpunuMas Bce 3T0 BO BHMMaHMe, Mbl PACCMOTPUM B 3TOJ I71aBe BOIIPOCHI 3aNpo-
ca, MO/TyYeHNsA U IIPOBEPKY AOCTOBEPHOCTH 3aro/IOBKOB 6/IOKOB IO CETEBOMY IPO-
TOKOJTY.

CeteBble coobweHun

Bce ceTeBble cooOLIeHNA BBIIMAAAT TaK, Kak Ha puc. 10.1. IlepBbie 4 6aitta
BCET/la OfTHAKOBbI Y HAa3bIBAIOTCA cemesbiMu 80nuebHbiMu batimamu. Bone6Hble
6aifThl TUIINYHBI A1 CETEBOTO IPOrpaMMMUPOBAHMUSA, TOCKO/BKY O6MEH HaHHBIMM
OCYLLECTB/IAETCA B aCMHXPOHHOM peXMMe M MOXeT IpepbhIBaTbcA. Bomure6Hbre
6aifThl IIPEAOCTABIAIOT NPUHMMAILIEN COOblLIEHIe CTOPOHE MeCTO, ¢ KOTOPOro
MO>KHO NIPORO/DKUTb 0OMeH HaHHBIMM, IIPepPBaHHBbIA, HapUMep, 13-3a IpoNaja-
HUA CUTHa/a B TeleoHHOM MuHUK. OHM TIONe3HBI U /11 BBIAB/IEHNA CETH, HAIIPH-
Mep IS TOTO, YTOOBI He COEUHATH y3en OMTKONHA C Y3/IOM JIaTKOMHA, IIOCKO/Tb-
Ky Y IIOC/IeBHEr0 COBCeM AIpyTye Boue6Hble 6aiThI. B ceTy testnet Taioke MCIoNb-
3ylTca Apyrue Bomme6Hble 6aiThl (00110907), B oTIM4Me OT ceTM mainnet, B
KOTOpoOy oHM paBHbI f9beb4d9.



Puc. 10.1. Cemesoe coobuserue, 8 KoHBepm KOmMopPo2o 8Knadbiéaemcs none3Has
uHpopmayus

Cnenyromue 12 6aiiTOB COCTABIAIOT MO/e KOMaHAbI WIN ONMCAHUE TOTO, YTO
¢akTHYecKy NePeHOCUTCA MO CeTH. VIMeloTca M MHOIMe Opyrue KOMaHAbI, Mcyep-
TIBIBAIOLIMIL ITepeYeHb KOTOPhIX NPMBENEH B HOKYMEHTALMM K CETEBOMY IIPOTO-
xony (https://en.bitcoin.it/wiki/Protocol documentation). [laHHbIe
B IT0JIe KOMAH/bI IIPECTaB/IEeHbl B Yyi0604nTaeMOM BMAE, a B PaCCMaTPUBaEMOM
3Rech COOGILEHMN OHO CONEPXKUT CTPOKY, JOIOMHEHHYIO HY/IeBbIMYU OaifTaMy B
kope ASCIIL.

Cnenyrowue YeTbipe 6ajiTa 0603HAaYaIOT IMHY 110/1€3HOI MHGOPMALMK B TIPSA-
MOM IopsAAKe uMx cnegoBanus. Kak noscHsanocs B rnaBax 5 u 9, JIMHY II0/1€3HOM
nHopMaLuu TpebyeTcss yKasbIBaTh IIOTOMY, YTO caMa ITo/e3Has MHGoOpMauus
nepeMeHHa. MakcumanbHas AMMHA COCTaBAAeT 2°2 MM OKOMO 4 MWIIMApHOB, a
C/lefoBaTe/bHO, 06beM I0/1e3HOI MHPOPMALIMM MOXKET ZOCTUTaTh 4 ['6aitToB, X0TA
3Ta/IOHHBbIA K/IMEHT OTBepraeT no6ble Mone3Hble faHHbIE cBble 32 M6aitToB.
B coobuienny, npuBeneHHoM Ha puc. 10.1, AnuHa nonesHoit uHGopMaLuu cocTas-
nset 101 6aitros.

[Tocnenyromme 4 6aitta 0603HAYAIOT IONe KOHTPOIbHOM CyMMBL. BeiGop an-
TOPUTMA BBIYMC/IEHUA KOHTPOIBHOM CYMMBI KaXK€TCSA HECKONMbKO CTPaHHbIM, I10-
CKOJIbKY €ro pe3y/nbTaT pa3MellaeTcs B NepBbIX 4 6aiTax xem-kona hash256 mo-
nesHoit nHGopmanuu. CTPaHHOCTb TaKOro BbI6opa OOBACHAETCA TeM, YTO KOH-
TPO/IbHBbIE CYMMBI CETEBOTO IMPOTOKOMNA, KaK NPaBMU/IO, CIIYXAT IS UCIPaB/IeHuA
ommn60oK, Toraa Kak B anropurMe hash256 sroro He Tpebyerca. Ho mockonbky
anroput™ hash256 npumenseTcs B 0cTalbHOI YacTH OMTKOMHA, UMEHHO 110 3TOM
IpUYMHe OH IPUMEHAETCA U 37eCh.

Yro6b1 peann3oBaTb B MCXOGHOM Kofie 06paboTKy ceTeBbIX COOOLIEHMA, IOTPe-
6yeTcs HOBBIN K/1acC, KaK ITOKa3aHO HIKe.
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NETWORK_MAGIC = b’'\xf9\xbe\xbd\xd9’
TESTNET NETWORK MAGIC = b'\x0b\x11\x09\x07'

class NetworkEnvelope:

def __init_ (self, command, payload, testnet=False):
self.command = command
self.payload = payload
if testnet:
self.magic
else:
self.magic = NETWORK MAGIC

TESTNET NETWORK_MAGIC

def _ repr_ (self):
return "{}: {}'.format(
self.command.decode (‘ascii'),
self.payload.hex (),
)

YnpaxHeHue 1

Hanuwnre meTop parse () ans kiacca NetworkEnvelope, 4To6sl peanuso-
BaTb CMHTAKCMYECKUIT aHANIU3 CeTeBOro coobIeHm.

YnpaxHeHve 2

BoIsscuuTe, 4TO UMEHHO COMIEPXKUT CNEAYIOLIEE CETEBOE C006111€HM83
f9peb4d976657261636b000000000000000000005df6ele2

YnpaxHeHne 3

Hanuwnre mMeton serialize () ama xmacca NetworkEnvelope, 4yTo6bI pea-
JIM30BaTh CEPUANM3ALMIO COLEPIKUMOTO CETEBOTO COOOIIEHNUA.

CMHTaKCMUYeCKUIM aHaNK3 None3Hoi HHPopmaLum

Jlns KaXR0it KOMaH/BI MMeeTCsl OTAeNbHaA CllenupuKaums monesHoit uadop-
Manuu. Ha puc. 10.2 npuBenen pe3ynbTaT CMHTAKCMYECKOTO aHa/M3a MONIE3HOM
uH}popMauuyu o xoMaHae version.

[Tons B coobmenuy, npusegeHHOM Ha puc. 10.2, CIIY>XKaT 1A IIpefocTaBe-
HUA JOCTATOYHBIX CBEJEHMIA, YTOOBI OpPraHM30BaTh 06MEH AAaHHBIMU MEXAY ABY-
Msl y3naMu. B mepBoM mone faHHOTO COOOLIEHMS COREPIKUTCA BEPCHUS CETEBOTO
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IPOTOKO/a, 0603HaYaolas, KAKMMM MMEHHO COOGIEHNSAMU MOXXHO OGMEHNBATh-
cA MeXAy Y37aMy ceTu. B crenyiomem fanee nose ceTeBoit CMy>X6bl IpeROCTaBA-
I0TCA CBEAEHUA O BO3MOXKHOCTSAX, JOCTYTIHBIX /I COeHeHUA y3/10B ceTu. [nuna
IO/ OTMETKM BpeMeHM COCTAB/IsAeT 8 6aitToB, B 0TIM4Me OT 4 H6AMTOB B 3aro/IOBKeE
6710Ka, ¥ B 3TOM IO/Ie XPaHUTCA OTMeTKa BpeMeHy B popMare Unix ¢ IpsAMbIM 10-
PALKOM C/IefOBaHUA 6aNTOB.

Puc. 10.2. Pesynomam cunmaxcu4eckozo aHanu3a none3xHot undopmayuu
0 KomaHde version

IP-agpeca MoryT 6bITb 3afiaHbl B popMare npoTtokona IPv6, IPv4 unm aganrepa
BUpTYanbHOM YacTHOI cet OnionCat, npeo6pasytolero agpeca U3 nceBROROMeHa
.onion ceru TOR B dpopmar nmporokona IPv6. Eciu atu agpeca 3agansl B popma-
Te npoTtokona IPv4, To nepssie 12 6aitroB paBabr 00000000000000000000£ £,
a nocnegHue 4 6aitta coctapnswT IP-agpec. [Ins HoMepa ceTeBOro NOPTa OTBENEHO
2 6aifTa B IpsIMOM NOPALKe UX clefoBaHusA. CTaHAApTHO B CeTH mainnet 3afaerca
HoMep mopTa 8333, mpeobpa3youmifics B IecTHaALATepUYHOE 3HaueHue 208d ¢
IPAMBIM NOPAAKOM CefloBaHKA 6aliTOB.

B none ogHOpa3oBOro HoMepa yKa3aHo 4YMCIIO, MCTIIO/Ib3yeMoe Y37I0M ANA oOHa-
PYXEHUs COeAMHEHMA C HUM, A TIONb30OBATE/IbCKUI NIOCPEHMUK BbIsAB/IAET BBINON-
HseMoe nporpaMmHoe obecrieyenne. Ilome BbICOTBI MK MOCTeHero 610ka MOMo-
raeT [PyroMmy y3/ay BBIACHHUTb, C KAKMM 6/I0KOM OH CMHXPOHM3MpOBaH. M HakoHew,
TI0/1e TIePEChUTKY CTYXUT 1A 3aflaHuA GuabTpoB bryMa, o KOTOpbIX peub moitmer
B IaBe 12.
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Hixe npusenen xmacc VersionMessage, B KOTOPOM 3a/Jal0TCA CTaHIapTHBIE
3Ha4eHMs B MO/AX PaCCMOTPEHHOTO BblIllle COOOIIEHNA.

class VersionMessage:
command = b'version'

def _ init__ (self, version=70015, services=0, timestamp=None,
receiver services=0,
receiver ip=b'\x00\x00\x00\x00', receiver port=8333,
sender services=0,
sender ip=b'\x00\x00\x00\x00', sender port=8333,
nonce=None, user agent=b'/programmingbitcoin:0.1/',
latest block=0, relay=False):
self.version = version
self.services = services
if timestamp is None:
self.timestamp = int(time.time())
else:
self.timestamp = timestamp
self.receiver services = receiver services
self.receiver ip = receiver ip
self.receiver port = receiver port
self.sender services = sender_services
self.sender ip = sender ip
self.sender port = sender port
if nonce is None:
self.nonce = int _to little endian{randint (0, 2**64), 8)
else:
self.nonce = nonce
self.user agent = user_agent
self.latest block = latest block
self.relay = relay

A Teneps He06XOOMMO BBISCHUTb, KAKUM 00pa3oM cepuanu3MpoBaTh JAHHOE
coob1ieHne.,

YnpaxHenue 4

Hanumure meton serialize () mns knacca VersionMessage, 4To6bl peanu-
30BaTb B HEM CepMaTU3alMio COOOIIEHNA O BEPCUM CETEBOIO IIPOTOKONA.

HOATBEP)KAEHHE noAKNIOYEeHUA K CeTH

HOJITBCP)KJICHMC NOAKIIOYEHNUA K CETU O3HAYAET NNOPANOK YCTAaHOB/IEHUA CBA3N
MEXOY y3/1aMH, KaK ITOACHAETCA HUXKE.
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HMonycTum, 4To y3nmy A TpebyeTcs MOAKMIOYUTBCA K Y31y B, u mosToMy oH
OTCBINIaeT COOOLIEHME O BEPCHM CETEBOrO NMPOTOKOIA.

Y3en B npuHumMaeT cooblieHne 0 BepcUy CETEBOro MIPOTOKO/A, OTBEYAET CO-
obuieHneM, MOATBEPXAAIOIMM BEPCUIO CETEBOTO IIPOTOKOMA, M OTChI/IAET
cBOe coO01IeHIe O BEPCUM CETEBOIO IIPOTOKO/MA.

Ysen A npuHuMaeT cOOOI[EHUA O BEPCUM CETEBOTO IPOTOKO/NA M ee IOf-
TBEPXJEHUM M OTCbIIaeT 0OpaTHO CBOe cOoOLIeHMe, MOATBEP>KAAIOIIEe Bep-
CMIO CETEBOTrO IIPOTOKO/IA.

Ysen B npuruMaeT coobleHue, NOATBEPKAAOLIEE BEPCUIO CETEBOTO MpPO-
TOKO/IA, ¥ TIPOAO/KAeT OOMEH JAHHBIMM C Y37I0M A.

Kak Tonpko omMcaHHas Bblllle MpOLiEAYypPa NOATBEPXXACHUA NOAKTIOYEHUS K
CeTH 3aBepIUUTCS, Y31bl A M B cMOryT oOMeHMBaTbCA JAHHBIMU KaK UM YTORHO.
Crnenyer, OfHaKO, UMETb B BUAY, YTO 3/IeCb OTCYTCTBYeT ayTeHTUPUKALMSA, U TI0-
9TOMY OTBETCTBEHHOCTD 33 BepU(MKALMIO BCEX IIOMydaeMbIX TaHHBIX BO3/IaraeTcs
Ha Y3716l ceTH. Ec/u e y3enm OTOlI/IeT HeYAaYHYI0 TPaH3aKUMIO My 610K, TO OH
MOXeT OBbITh 3allpellleH MM OTK/IIOYEH.

MoaknioueHue K ceTH

TPYIIHOCTM Inepenayiu gJaHHBIX IIO CETU OOBACHAIOTCA €€ ACMHXPOHHBIM Xapak-

TEPOM. B kauecrtse 3KCIIEpUMEHTA MOXXHO HOHPO6OBaTb YCTAaHOBUTb COEAUHEHUE C
Y3/IOM CETH CMHXPOHHO, KaK IIOKa3aHO HMXKE.

>>>
>>>
>>>
>>>
>>>
>>>
>>>
>>>
>>>
>>>
>>>

import socket

from network import NetworkEnvelope, VersionMessage

host = 'testnet.programmingbitcoin.com' 0

port = 18333

socket = socket.socket (socket.AF_INET, socket.SOCK STREAM)
socket.connect ( (host, port))

stream = socket.makefile('rb', None) o

version = VersionMessage () ®

envelope = NetworkEnvelope (version.command, version.serialize())
socket.sendall (envelope.serialize()) o

while True:

new message = NetworkEnvelope.parse(stream) o

. print(new_message)

9TO cepBep, YCTaHOBIEHHbIN s ceTu testnet. Ilo ymonyanuio B ceTu testnet
ycTaHaB/nuBaeTcs nopt 18333,
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@ 3pech co3gaerTcs MOTOK, B KOTOPBI MOXKHO UMTaTh JaHHbIE U3 CETEBOIO CO-
keTa. Co3ZaHHbI TaKUM 06pa3oM IIOTOK MOXKET OBITh NepeJaH BCEM METONAM
CHMHTAaKCHYECKOrO aHa/lIn3a.

© Ilepsas crapus noaTBEpPXKAEHNUA NOAKIIOYEHNS K CETU COCTOUT B TOM, YTOOBI
OTIPAaBUTh COOOLIEHNE O BEPCUY CETEBOIO NPOTOKOIA.

@ A Teneps coobiieHne OTChUIaETCA B IPaBUILHOM KOHBEPTE.

@ B 370if cTpOKe KOAa OyAYT IPOYMTAHBI MOOBIE COOBIIEHM, TOCTYTIAIOLIHME Ye-
pe3 MOAKTIOYEHHbIN CETEBOM COKET.

Ecnu nopxmounTbes K ceTu Mofo6HBIM 06pa3oM, TO OTIIPAaBUTD CBOe COOblle-
HMe He YAACTCA A0 TeX Iop, IToKa He GyeT MOMyYeHo cooblleHMe OT APYTOro y3ia,
a TaKKe Pa3yMHO OTBEeYaTh BCErO JIMIIb Ha ONHO cooblieHNe OfHOBpeMeRHo. s
6oree Hafie)XHOI peanu3aLMyu OTIPABKM U NpMeMa coobuieHnit o cetu 6es 6mo-
KMPOBKM MOXXHO BOCIIONIb30BAaTbCS aCMHXPOHHOI 6ubmmoTekoit (Bpoxe asyncio
B Bepcuu Python 3).

Heobxomumo Takke co3paTh KmacC ANA peanusauuy cooOLIeHUA, INOA-
TBEpP>KAAIOLIEr0 BePCHI0 CeTeBOro IPOTOKONA, KaK [OKa3aHO Huxe. B kmacce
VerAckMessage peanusyeTcss MUHMMANMbHOE CETeBOE COOBILEHMeE.

class VerAckMessage:
command = b'verack'

def _ init_ (self):
pass
@classmethod

def parse(cls, s):
return cls()

def serialize{self):
return b''

A Temnepb aBTOMaTU3MpyeM JaHHBII NPOLIECC, CO3AAB K/IAcC, B KOTOPOM peanu-
3yeTcs 06MeH JaHHBIMM II0 CETH.

class SimpleNode:

def _ init_ (self, host, port=None, testnet=False, logging=False):
if port is None:

if testnet:
port = 18333
else:
port = 8333
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self.testnet = testnet

self.logging = logging

self.socket = socket.socket (socket.AF_INET, socket.SOCK_STREAM)
self.socket.connect ((host, port))

self.stream = self.socket.makefile('rb', None)

def send{self, message): 0
'V ' OropaBuTE CcoolmeHMe NODKIPYEHHOMY y3ny'''
envelope = NetworkEnvelope (
message.command, message.serialize(), testnet=self.testnet)
if self.logging:
print('sending: {}'.format (envelope})
self.socket.sendall (envelope.serialize())

def read(self): 2]
"' [l[pounTaTs coolmeHne u3 cereBoro coxera'''’
envelope = NetworkEnvelope.parse (
self.stream, testnet=self.testnet)
if self.logging:
print {'receiving: {}'.format (envelope))
return envelope

def wait for(self, *message_classes): ®
'V 'OxoqnaTe OOHO M3 COOCMErIst, 3ajaHHEX B cnucke'''
command = None
command _to_class = {m.command: m for m in message_classes}
while command not in command to_class.keys():
envelope = self.read()
command = envelope.command

if command == VersionMessage.command:
self.send(VerAckMessage()})
elif command == PingMessage.command:

self.send(PongMessage (envelope.payload))
return command_to_class[command].parse (envelope.stream())

O Meron send() oTmpasnseT coobuleHne depe3 ceTeBo} cokeT. IIpu arom
IIpeAIIoaraeTcs, 4YTo cBOACTBO command U MeTof serialize () cymecTByoT
B 00bekTe message.

® Merton read () uMTaeT HOBOe COODOIEHNME U3 CETEBOTO COKETA.

® Meron wait for () mosponmsAer OXMAATH Mo6y10 U3 HeCKOMbKMX KOMaHJ (B
YaCTHOCTH, U3 K/1aCCOB, Peanu3ynuux coobuenns). [IoMuMMo CHHXPOHHOrO
XapakTepa JaHHOTO K/1acca, Of00HBI METOR YIIPOIAeT IPOrpaMMMUpOBaHKe
B Le/IoM. B y3nax KoMMep4yeckoro ypoBHA HUYETro NMO06HOro, OpeNeNeHHO,
He IIpUMEHAETCA.
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A TENEpD, KOIAa y HAC MMEETCA Y3€N B CETH, MOXKHO p€ann30BaTh NMOATBEPXKE-
HUE NTOAKMIOYEHUA K IPYTOMY Y311y, KaK ITOKa3aHO HIXeE.

>>> from network import SimpleNode, VersionMessage

>>> node = SimpleNode ('testnet.programmingbitcoin.com', testnet=True)
>>> version = VersionMessage() 1]

>>> node.send (version) ®

>>> verack_received = False

>>> version_received = False

>>> while not verack received and not version received: [
message = node.wait for(VersionMessage, VerAckMessage) (]
if message.command == VerAckMessage.command:

BN verack received = True

else:

e version_received = True

e node.send (VerAckMessage () )

© BonblMHCTBO Y3710B He MHTepecyioT nons Bpope IP-agpeca u3 o6bekTa, pu-

CBayBaeMOTO0 NepeMeHHOI version. [IoaKIIOYUTBCA MOXKHO U CO CTaHAAPTHO
YCTaHOBTIEHHBIMM IIOTISIMM.

9 HO}ITBCP)KIICHMC TIOOKNMIYEHNUA K CETU HAUMHAETCA C OTIIPAaBKU C006H.ICHMH 0
BEPCUU CETEBOT'O ITPOTOKOA.

© TloxTBepXaeHMe MOAKIIOYEHNS K CETH 3aBEPIINTCA MUIUb B TOM CTy4ae, eCliu
6yRyT IOMy4eHbl COOOIEHNIS O BEPCUM CETEBOTO NPOTOKONA M MIOATBEPXK/E-
HUM NOAK/TIOYEHNA.

@ 3mecn npepnonaraercs MOMYIMTH OT APYTOTO y3a cOOOLIEHME, TOATBEPKAAI0-
Ilee TIOAK/TIOYEHME K CETH, a TAaKKe cooblieHue 06 ero BEpcuM CeTEBOTO Mpo-
TOKOJIa, XOTs 3apaHee HEM3BECTHO, B KAKOM MIMEHHO NOPAAKE OHMU IOCTYIIAT.

YnpaxHenne 5

Hanumnre Meron handshake () mns knacca SimpleNode, 4To6b1 peanu3oBath
B HEM TOATBEPXKAEHME ITOTKMTIOYEHNU K CETH.

MonyueHue 3aronosKoB 6n0KoB

YTO ellle MOXKHO CLie/IaTh Temepb, KOIA Y HaC MMeeTCA KOf, /I MOAK/IIoYeHUA
K y3ny cetu? Korga mo6oit y3en mogkmodaeTcs K ceTu B IIepBbli pas, Haubonee
KPUTUYHBIMM [JLS TIOMY4eHUs M BepuUKALMM JaHHBIMY CTAHOBSATCS 3arO/IOBKM
6mokoB. ITonHBIE Y3/IBI MOTYYAlOT BO3MOXHOCTb 3arpy3UTh 3arO/IOBKM 6710KOB,
4TOObI ACMHXPOHHO 3alIPOCHTD IIO/IHbIE 6/I0KM M3 MHOTMX Y3/I0B, paclapasiieNius
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3arpy3Ky 6/710koB. A “TOHKMe” K/IMEHTBI MOTYT 3arPy3UThb 3arO/IOBKH, YTOGBI IPO-
BEPUTDb NOATBePKAeHMe paboThl B KaKAOM 6noke. Kak noscHseTcs B rnase 11,
“TOHKMe” KIMEHTHI OYAYT B COCTOSHUM IIOTy4aTh MOATBEPXK/AEHME BKIIOYEHNSA Ye-
pe3 ceTh, HO [/ 3TOTO MM MOTPeOYyIOTCA 3aro/I0BKM H/I0KOB.

Y3/IBI MOTYT IPEROCTaBUTD 3aro/IOBKM OIOKOB, He 3aHMMas MHOTO IPOIYCK-
HOJ croco6HocTH ceTH. [/ MONMy4YeHMs 3aroloBKOB O/IOKOB CITYXXMT KOMaHAa
getheaders, CTpyKTypa KOTOpOJ ITpuBefieHa Ha puc. 10.3.

Puc. 10.3. Peaynomam cuHmakcu4ecKozo aHanusa KoMmanosl Ons HOnyHeHus
3a207108x08 6710x08

Kak 1 nipu cornacoBaHuy Bepcuy CeTeBOro IPOTOKO/A, JaHHOE coobLIeHMe Ha-
Y)HAETCA C BEPCUM CETEBOTO IIPOTOKOA, 3aTeM CIeAyeT KOMMYeCTBO IPYIIN 3aro-
JIOBKOB 67I0KOB B CIIMCKe (3TO KOMMYECTBO MOXET ObITh Hombiie 1, ecIm Lernoyka
pasfienieHa), fa/iee — 3aroJI0BOK Ha4ya/lbHOTO 6/10Ka ¥ HaKOHEl] — 3aro/lI0BOK KO-
HewHoro 6710ka. Ecnm >ke ykasaTb 3arolloBOK KOHEYHOro 6/10ka pasHbiM 000...000,
3TO O3HaYaeT, YTO TpebyeTcA MONMYYMTh CTONBKO 3arONOBKOB O/IOKOB, CKONBKO
CMOXeT MpefOCTaBUTb APYToit y3en. MakcuMambHOe KOMYECTBO 3ar0I0BKOB, KO-
TOpOE MOXXHO IONMY4IUTD 06paTHO, paBHO 2000, T.e. IpUOMIMKaeTCs K IEPUORY KOP-
PeKTUpOBKM cnoxxHocTH (2016 6110K0B).

Huxe npusenen knacc, peaau3yoLuil IOTy4eHue 3aroIoBKOB 6/10KOB.

class GetHeadersMessage:
command = b'getheaders'

def _init_ (self, version=70015, num hashes=1,
start_block=None, end block=None}:
self.version = version
self.num _hashes = num hashes o
if start block is None: (]
raise RuntimeError('a start block is required')
self.start block = start block
if end_block is None:
self.end block = b'\x00' * 32 ®
else:
self.end block = end block
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O [I1a npocToTH 3p€ch NpeRNONaraeTcs, YT0 KOAUYECTBO TPYIIN 3aro/IOBKOB
610k0B paBHO 1. A B 60/1ee HaJieXXHOM peanu3aumy npugeTcsa ob6pabaTbiBaTh
He Of{HY TaKyI0 IPYTIITY, XOTs 3arOIOBKM 67TOKOB MOXXHO 3arpy3uTh, UCTIONIb3YA
€VIHCTBEHHYIO TPYTIIy.

@ 3pech TpebyeTcs HavanMbHBIN 610K, MHAYe CO3/aTh Haf/Iexallee coobleHMe He
yAacTcs.

@ 3pecr npepnonaraercs, YTO KOHeuHbINt 670K mycToit. Ecu ke oH He onpefie-
JIeH, TO NIPeATONaraeTcs MOYYUTb CTONIBKO 3ar0/IOBKOB 67I0KOB, CKOIBKO OT-
IIpaBUT CepBep.

YnpaxHeHne 6

Hanuuure MeTop serialize () ans xnacca GetHeadersMessage, 4TOObI pe-
anM30BaTb B HEM CepUaNU3ALMIO COOOLIEHNA O TONyYeHUM 3ar0NOBKOB 6/I0KOB.

"pMCblﬂaEMble B OTBET 3aro/1oBKM

A TENEPb MOXHO CO3AaThb Yy3€Il, NOATBEPAUTDL €ro NMOAKIYCHUE K CETU U 3a-
NpOCUTH psAXd 3aroI0BKOB 6IIOKOB, KAaK ITOKa3aHO HUXE,
>>> from io import BytesIO
>>> from block import Block, GENESIS BLOCK
>>> from network import SimpleNode, GetHeadersMessage
>>> node = SimpleNode('mainnet.programmingbitcoin.com', testnet=False)
>>> node.handshake ()
>>> genesis = Block.parse (BytesIO(GENESIS_BLOCK))
>>> getheaders = GetHeadersMessage(start block=genesis.hash())
>>> node,send (getheaders)

Teneps TpebyeTcss KaKMM-TO 06pPa3oM IONYYUTh 3aTONIOBKM M3 APYTOTO y3na,
KOTODHI OTIIPaBUT 0OpaTHO KOMaHAY headers co CIIMCKOM 3aronoBkoB 61m0-
koB (puc. 10.4), cMHTaKCU4eCKUI aHaNIM3 KOTOPOrO pacCMaTpMBA/CA B I7aBe 9.
OTUM CHMHTaKCHMYECKMM aHaTM30M MOXXHO BBITOJHO BOCHONb3OBAaTbCA B Kyacce
HeadersMessage.

Puc. 10.4. Pesynomam cunmaxcu4ecKozo aHanu3a Cnucka 3420710606 6710506
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CoobuieHne 0 3arooBKax 6710KOB HAYMHAETCA C KOMMYECTBA 3arONIOBKOB THUIIA
varint B npegpenax ot 1 1o 2000 BxmounTenbHo. Kak M3BecTHO, ANMHA KaXXI0T0O
3aro/oBKa 6710ka coctasiseT 80 6aifToB. 3aTeM clefyeT KOMMYECTBO TPaH3AKLIMIA,
KOTOpPO€ B JaHHOM COO61eHMH BCerAa paBHO Hymo. IIoHayany aTo MOXeT BbI3BaTh
HEJ0YMEHMe, MTOCKO/NIbKY 3aNpallIMBA/IACh TONBKO 3ar0/IOBKY, HO He TPaH3aKIUu.
Y3nbl ceTH 3aMHTEPECOBAHbl B OTIPAaBKe KOMMYECTBA TPAH3aKUMUIl IIOTOMY, YTO
paccMaTpuBaeMoe 3fiech coobLIeHNe 0 3ar0N0BKax 6/10KOB AO/KHO 6BITH COBMe-
cTMO 10 Qopmary ¢ coobiieHneM o 670Kax, B KOTOPOM YKa3bIBAaIOTCs 3ar0/I0BOK
6/10Ka, KOMMYECTBO TPAH3aKIMIA ¥ CaMM TPaH3aKIMN. YKa3aB HY/IeBO€ KOMIECTBO
TpaH3aKUUI B PaCCMATPUBAEMOM 3[eCh COOOIEHUM, MOXKHO BOCIIO/Ib30BAThCA TEM
)Ke CaMbIM MEXaHM3MOM CMHTAKCHMYECKOTO aHalin3a, YTO M /1A IIO/THOro 6/10Ka, Kak
ITOKa3aHO HMXe.

class HeadersMessage:
command = b'headers’

def _ init_ (self, blocks):
self.blocks = blocks

@classmethod
def parse(cls, stream):
num_headers = read_varint (stream)
blocks = []
for _ in range(num_headers):
blocks.append{Block.parse (stream)) 1]
num txs = read varint(stream) o
if num_txs != 0: ]
raise RuntimeError('number of txs not 0')
return cls{blocks)

© Kaxpsiit 670K CMHTaKCUYECKM aHAM3UPYETCS B METOflE parse () M3 Kiacca
Block ¢ 1OMOIIbIO TOTO JX€ CAMOT0 IIOTOKA, KOTOPBIi y>K€ MMEeeTCA.

9 KonuyectBo Tpaﬂsaxunﬁ BCE€rfa paBHO HY/IIO U ABAAETCA OCTATKOM OT CUH-
TAKCMYECKOTO aHanu3a 6/10KOB.

0 Ecnmu He ITIOTYy4€H HY/b, 3HAYUT, YTO-TO HE TaK.

Kaxk Tonsko ceresoe COCOMHEHNE 6y11€T YCTAaHOBJIEHO, NOABUTCA BO3IMOXXHOCTDb
3arpysuTb 3arofioBKM 6710KOB, TPOBEPUTD B HUX ITOATBEPXXAeHMe pabOThI U FOCTO-
BE€PHOCTb KOPPEKTUPOBOK C/TOXXKHOCTH, KaK ITIOKa3aHO HUXKeE.
>>> from io import BytesIO

>>> from network import SimpleNode, GetHeadersMessage, HeadersMessage
>>> from block import Block, GENESIS_BLOCK, LOWEST BITS
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>>> from helper import calculate new bits
>>> previous = Block.parse (BytesIO(GENESIS_BLOCK) )
>>> first_epoch_timestamp = previous.timestamp
>>> expected bits = LOWEST BITS
>>> count =1
>>> node = SimpleNode('mainnet.programmingbitcoin.com', testnet=False)
>>> node.handshake ()
>>> for _ in range(19):
getheaders = GetHeadersMessage (start_block=previcus.hash())
node.send (getheaders)
headers = node.wait for (HeadersMessage)
for header in headers.blocks:
if not header.check pow{): (1]
raise RuntimeError('bad PoW at block {}'.format (count))
if header.prev block != previous.hash(): e
raise RuntimeError('discontinuous block at {}'
. .format (count))
if count % 2016 == 0:
time diff = previous.timestamp - first epoch timestamp
expected bits = calculate new bits(
previous.bits, time diff) o
print (expected bits.hex())
first _epoch timestamp = header.timestamp ®
if header.bits != expected bits: ©
raise RuntimeError({'bad bits at block {}'
.format (count))
previous = header
v count += 1
f£££001d
f£££001d
f£££001d
ff££001d
f£££001d
f£££001d
f£££001d
f£££001d
f£££001d
ff££001d
ff££001d
f£££001d
f£££001d
f£££001d
f£££001d
6ad8001d
28c4001d
71be001d
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IIpoBepuTH JOCTOBEPHOCTD NOATBEPXKACHME PabOTHI.
IIpoBepuTs, ciemyeT My TeKywmit 6710K MOCe MPeAbIAYLIEro.

IIpoBepuTH, COOTBETCTBYIOT MM GUTHI, II€/Ib U CTIOXKHOCTh OKMAEMbIM Be/H-
YUHAM, UCXON M3 BBIYUCICHUI B NIpeAbIAYILEN 3I0Xe.

Boruucnuts B KOHII€ 3MOXU CIIEAYIOLIne 6HTbI, &b U CZTIOXKHOCTD.

CoXxpaHMTDb NepBblit 670K U3 MOXM J/IA BBIYUC/IEHNS GUTOB B KOHIle JAHHOM
3IOXH.

CnenyeT, OBHaKO, MMeTb B BUAY, YTO NpMBE/leHHDIiI Bblllle KOf He OyReT HOp-
MajIbHO JIeICTBOBATh B CETH testnet, MOCKONBKY B Heit MpUMeHAETCA APYTOJ anro-
PUTM KOPPEKTUPOBKM c/IoXXHOCTH. Ecnu 6110k He 6611 06Hapy>keH B ceTH testnet B
TedeHue 20 MUHYT, KOPPEKTUPOBKaA C/IOXKHOCTH yTafieT fo 1, 4To6bI 06ecnednTs
COI/IacOBaHHOE Y YTIpOLIeHHOe 00HapyXXKeHMe 6TIOKOB LA TeCTMpOBaHuA. MIMeHHO
TaKMM 00pa3oM TeCTUPYIOLIMe CMOTYT Y fa/blie CO3LaBaTh G/IOKM B ceTH testnet
6e3 moporocrosilero 060pyRoBaHMA 1A AOOBIYM KPUIITOBAMIOTHL. Tak, Hegoporoe
BeIYMcInTensHoe obopynosanne USB ASIC croumoctsio 30 gomnapos CIIIA cro-
Co6HO 06HapYXXMBATb HECKONBKO OI0KOB B MUHYTY IpM MUHMMANBHON CTeNleHN
CTOXHOCTH.

3akniouenue

B 3Toi1 rmaBe 6110 MOKa3aHO, KAKMM 06Pa3oM OCYILECTBIAETCA M MOATBEPX-
faeTcs TOAK/IIOYEHMe K Y3y B CETH, 3aIPY>KalOTCA 3ar0NOBKM 6/I0KOB M IIpoBeps-
€TCA MX COOTBETCTBME COITACOBAHHBIM IpaBMIaM. A B ClIefyIOlle ITaBe OCHOB-
HOe BHMMaHMe 6YIeT yAeneHo IONYYeHUIO CBEleHNIA O MIPeACTaB/AIOMX MHTEpeC
TPaH3aKLMAX U3 y3/1a CETU YaCTHBIM, XOTA M BIIOMTHE JOKa3yeMBbIM 06pa3oM.
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FMABA 11
ynpouieHHas npoBepKa onaatbl

B rnaBe 9 He 6bI710 MOAPOOHO ONMMCAHO NMIUB IONIE 3aTO/IOBKA, COAEpIKallee
KopeHb fepeBa Mepkna. UToObl cTanmyu TMOHATHee MpeUMYIeCcTBa KOPHA fepeBa
Mepkia, HeOOXOAMMO paccMOTpeTh CHada/la caMy fiepeBbs Mepkia M MX CBOM-
CTBa, YTO ¥ GYyAeT CAeNaHO B ITOM I7MaBe, BeAb K 3TOMY MOOYX/AaeT NOHATHE NO0-
maepicoeHUe BKNIOUEHUS.

Npeanocbinku

HAns ycTpoitcTBa, Ha XeCTKOM [MCKe KOTOPOTrO MMeeTCs HEMHOroO MecTa, Ipo-
IIYCKHO CIIOCOOHOCTHM MY BBIYMCTIUTENBHOM MOILHOCTH, XpaHEHUE, ONydeHNe
¥ TIpOBepKa JOCTOBEPHOCTY BCero O/I0KYeifHa B Ue/IoM 06XopATcA HefeweBo. Ha
MOMEHT HaIlMCAaHMA JAHHOI KHUTY BCA 1eNoYKa 6/10KOB OGMTKOIHa 3aHMMalla OKO-
no 200 I'6aitToB, HO Tako# 06beM HaHHBIX HECIOCO6EH XPaHUTHCA Ha OOMBLUINH-
cTBe MOOM/IbHBIX TenedoHOB. YTOObI 3arpy3uTh Takoe KOMUMYECTBO MHOPMALMU
addeKTHBHO, OnmpeaeneHHO, MOTPe6YIOTCA HeMa/ble BHIYMCTTUTE/NbHBIE PECYPCHI
LI1. Ho ecny Bech 610KYelH HeMb3sA pa3MeCTUTb B MOGM/IBHOM TernedoHe, 4TO xe
MO>KHO ellle chenaTh? MoXHO /1 co3faTh Ha MOOM/IBHOM TelleoHe GUTKOMHOBBII
KOIIIE/IEK, He ¥MesA B CBOEM DAacIOpsXKEHUM BCe STY AaHHbIe?

/10607t KoleNneK BBIMONMHAET ABe OCHOBHbIE GYHKUMMU.

1. Bslmiara ApyruMm nuuam.

2. Ilomy4yeHue miaThl OT APYTUX UL

Ecnu Bbl BbINTauMBaeTe KOMY-HUOYAb U3 CBOEro GUTKOMHOBOrO KOIIE/IbKa, TO
Ha MOMyYaTe/s BaluMX OMTKOIHOB BO3/NaraeTcsA 0643aHHOCTD Y6EAUTBCA, YTO eMy
REeACTBUTETbHO 3aI/IATU/IN. YOEAUBILNCH, YTO TPAH3aKLMA OblIa BKIIOYEHa B 6/10K
IOCTaTOYHO ITy6OKO, OH NMpPeNOCTaBUT BaM APYIYI0 CTOPOHY TOPTOBOM CHENKH,
TOBap MM YcnyTy. Kak TONbKO BH OTIIpaBUTE TPaH3aKLMIO APYIOi CTOPOHE, BaM



He OCTaHeTCsA HUYero APYroro, Kak TONMBKO XJATh [I0 TeX IOp, MOKa Bbl NOTyYUTE
MMEHHO TO, YTO BaM TpebyeTcs, B OOMeH Ha CBOM OUTKOMHBI.

Ho, nonyyas nnaty 6MTKoiHaMM, MBI CTalIKUBaEMCA C AuneMmoit. Tak, ecnu Mbl
MORK/TIOYEHBI K CETH OMTKOMHA M MMeEM B CBOEM PacIOpsKEHMU BeCh OTIOKUelH,
TO MOXXEM JIeTKO 3aMETUTb, YTO TPAH3aKIUA HAXOZUTCA JOCTATOYHO ITy6OKO B
6moke. VI B TakoM ciy4ae Mbl IIpeAOCTaB/IAEM APYTOM CTOPOHE CBOM TOBaphbl MM
ycnyru. Ho ecnu B HallleM pacmopsXeHMM OTCYTCTBYeT Bech 6/OKYeitH, KakK 3TO
MMeeT MeCTO B MOOWIBHOM TeneoHe, TO 4TO XK€ TOIZLa HaM OCTaeTCsA AenarTb?

OTBeT Ha 3TOT BOIPOC KPOETCA B I0/I€ KOPHA fiepeBa Mepkna M3 3aronoBka
6/moka, paccMoTpeHHOro B I7aBe 9. Kak MoAcHAIOCh B pefbIAyiiel I1aBe, 3aro-
TIOBKM 6/IOKOB MOXXHO 3aTpPy3UTb M IIPOBEPUTb Ha COOTBETCTBME COITIACOBAHHBIM
IpaBuIaMyu OMTKOMHA. A B 3TOJ I7TaBe Mbl IPOJBMHEMCS a/ibllie B CTOPOHY IO/TY-
YEeHUA CIIELMa/TbHOTO NNOATBEPXKACHMA, YTO KOHKPETHAA TPAaH3aKIMA HAXOAUTCA B
M3BECTHOM HaM 6710ke. IToCKONbKY 3aronoBok 6/10Ka 3aIuIaeTcs NOATBEPXKAEHN)-
eM paboTBl, TpaH3aKUMA C IOATBEPXCHUEM ee BKIIOYEHUA B ITOT 6/10K KaK Mu-
HUMYM O3HayaeT, YTO Ha MPOM3BOACTBO JAHHOTO 6710Ka 3aTpayeHO 3HAYUTENIbHOE
KO/IMYECTBO SHEPTMU. ITO TAKKe O3HAYAET, YTO €C/IU Bac KTO-HUOynb o6MaHeT B
6rmok4eiiHe, TaKoit 06MaH OyleT CTOMTH eMy IO MeHbllleil Mepe TOATBEPXACHUA
paboTsl, BBIOTHEHHON ANA co3faHMA 67110Ka. B ocTanbHOM YacTy 3TOM IMIaBbI IO-
SCHSAETCS NOHATHUE NIOATBEPXAEHUA BKIIOYEHUA U CIIOCOOOB €ro MpOBEPKM.

flepeBo Mepkna

Hepeso Mepxna (Merkle tree) — 3TO CTPYKTypa BHIYMCIUTENbHON TEXHUKH,
npegHa3HayeHHas AN 3$QEeKTMBHOIO MOATBEPXAEHUA BKIIOUeHus. B xadecTse
IIPEANOCHIIOK ANA OCTPOEHUA fepeBa Mepkia clmyXaT yIOPAMROYEHHBINA CIIMCOK
37eMeHTOB U Kpunrorpadpudeckas xem-¢QyHKumus. B naHHOM cnyyae aneMeHTaMu
YIOPAZOYEHHOTO CIMCKa ABMIAOTCA TPaH3aKLMM, HAXOAUIMeECA B 67I0Ke, a TaKxKe
xem-ynkuma hash256. Yro6s1 mocTpouts aepeso Mepkia, [OCTaTOYHO BBINON-
HUTD CTIERYIOIME REACTBUA.

1. XemmupoBaTp BCe 37IeMEHTH YIOPAZOYEHHOTO CIMCKa C MMOMOILBIO IPEfOCTaB-
NAEMOI Xelll-QyHKIMM.
2. 3aBepIIMTh ONEPALUIO, €CTTM MMeeTCA POBHO 1 XeIl-KOi MM IIPOCTO Xelll.

3. B mpoTMBHOM cy4ae NpoRy6IMpOBaTh IIOC/IERHMIA Xelll B CIIMCKE, C/IM KOMN-
4eCTBO Xelllel HeYeTHOe, ¥ JOOABUTD €ro B KOHIIE CIIMCKA, YTOOBI 3TO KOMUYe-
CTBO CTaJI0 YeTHBIM.
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4. CocCTaBUTb XeIUM NapaMM II0 MOPAAKY M XeLIMPOBaTh UX, YTOOBI IepeiATH Ha
POINUTENbCKNUI YPOBEHb, Tie KOMMYECTBO Xellleit COKPAaTUTCA BABOE.

5. Ilepeittu x 1. 2.

CMbICT B TOM, 4TOOBI JOATH O €AVMHCTBEHHOrO Xellla, ‘MpPeACTABIAIILEr0”
BEChb YMOpsAfo4YeHHbIA cnucok. Ha puc. 11.1 HarnagHo nmoka3aHo, KaK BBITIAANT
AepeBo Mepka.

Puc. 11.1. Jlepeso Mepxna

B HibkHeM paApy 6710K-cXeMbl, IpUBeieHHOM! Ha puc. 11.1, HaxogATcA Tak Ha-
3bIBacMble IUCMbA [IEPEBA, @ BCE OCTA/IbHBIE €€ YaCTH ABNAITCA BHYMPEHHUMU
y3namu nepesa Mepkna. JIuctea 06beAMHAIOTCA Ha podumensckom yposre (H,p
n Hp), Ha xoTopoM obpa3syeTcs kopeHb fiepeBa Mepkna. Bce atTu yacTu gepesa
Mepkna 6yayT nogpo6HO pacCMOTPEHBI B IOCTEAYIOMIMX pasfenax.

il
|
1

byabre ocTOpPOXHbI, MAHMNYNUPYA AepeBbamu Mepkna!

B Bepcusax 6urtkoitna 0.4-0.6 cymecTBoBana ya3BMMOCTb, CBA3AHHAA
¢ KopHeM fiepeBa Mepkia, nogpo6Ho onncanHas B fokymente CVE-
2012-2459. 310 6BINMa YA3BMMOCTD K aTakaM THIA OTKa3a B o6ciy-
XMBaHMM U3-3a AyOMMPOBaHMA ITOC/IENHETO 3/IEMEHTA B JEePEBbAX
Mepkia, 4TO TPUMBOAMIO K TOMY, YTO B HEKOTOPHIX y3/lax 670ku
IIpU3HABA/IACD HENEMCTBUTENDHBIMMY, JAXKe €C/IM OHM Ha CaMOM [iefie
6bUIH BeACTBUTENBHBIMU.

Poputenbckui y3en gepeBa Mepkna

Nmes B cBoeM Pacriops>XeHMM ABA X€11a, MOXHO ITOTYYUTD TpeTMii Xell, Ko-
TOpri‘I UX NIpEACTABIAET. A ynopsaaoinB oba Xeuia, OAMH U3 HUX MOXXHO HA3BaTb
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Nle6biM XellleM, a APYTOi — npaevim xeweM. TOT ke Xelll, KOTOPBIA NOMyYaeTcsa U3
JIEBOTO ¥ IPABOTO Xellle, Ha3bIBAETCA podumenvckum. Hoke pna AcCHOCTH mpu-
BefieHa GopMyIa, 110 KOTOPO ONpeAeNAeTCs PORUTENTbCKUN Xelll.

e P=H(L||R)

e H — byHKIMA XelUMpOBaHUA
e P — popMTEeNbCKMIA Xell

e L — neBblit Xew

e R — npaBbIi Xell

L4 “ — 3HaK, O603Ha‘{alOI.HMf"I onepannio CUeIIeHNA, MU COEANHEHNA.

OnucaHHbI/ BbIlLIE TIPOLIECC OMYYEHUA PORMTENLCKOTO Xellla MOXKHO pean3o-
BaTh Ha A3bike Python cnenylomym obpasom:

>>> from helper import hash256

>>> hash0 = bytes.fromhex('cll7eaB8ec828342f4dfb0adébdl40e03a5072\
Oeced40169%ee38bdcl15d%ebb4ctS’)

>>> hashl = bytes.fromhex('c131474164b412e3406696dalee20ab0fcIbf\
41c8f05faBceea7al8d6e72d7ccS')

>>> parent = hash256(hash0 + hashl)

>>> print(parent.hex())
8b30c5bal00f6f2e5adle2a742e5020491240£8eb514£e97¢c713¢c31718ad7ecd

Pe3ynbTaT clienneHus ABYX MCXONHBIX Xelllel IIOABEPraeTcsA XeIMPOBAHUIO 1A
TOTO, YTOOBI 06€eCIIeYnTh MOATBEP>KAEHME BKIIOYEHMA. B yacTHOCTH, MOXHO m1O-
Ka3aTb, YTO JIEBBIN Xelll L MpeAcTaBNeH B POAUTENBCKOM Xellle P, BHIABUB IIpaBbIi
xew R. Tak, ecnu HaM TpebyeTCA NMOATBEPAUTD, YTO JIEBBII Xell L NpeacTaBieH B
PORUTENbCKOM Xellle P, MOCTaBUIMK PORUTENLCKOTO Xellla P MOXeT IOKa3aThb Ipa-
BBIif Xelll R ¥ JaTh HaM 3HaTb, YTO JIEBbIi Xell L AB/IAETCA NPOU3BORHBIM OT POIU-
TeNbCKoro xemra P. VI Toraa Mbl CMOXXeM COEMHUTS JIEBBIN Xelll L ¢ IpaBbIM XellleM
R, 4TO6BI MOMYYNUTh POAMUTENbCKMI Xelll P Y TeM CaMbIM NOATBEPAUTD, YTO JIEBBIN
xewr L 6b1n JefICTBUTENBHO UCIIONb3OBAH /1A MOMYYeHUA PORUTENbCKOTO Xewa P.
Ecnu ke neBblit xew L He NpeACTaB/IeH B POAUTENbCKOM Xelle P, TO BO3MOXXHOCTb
HONTy4YUTh PORUTENbCKMI Xewl P 6yaeT paBHO3HaYHA MPeOCTAB/IEHMIO IPpoobpasa
Xellla, YTO, KaK U3BECTHO, CAie/IaTh OYeHb TPYAHO. BoT, cO6CTBEHHO, YTO O3HaYaeT
NIOATBEPXXAECHIE BKIIOYEHNA.

YnpaxHenue 1

Hamummre ¢ynkumio merkle parent (), peamusyiowyio nonydeHue poau-
TE/IbCKOTO Xellla B iepeBe Mepkia.
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Poautenbckuit yposeHb fiepeBa Mepkna

WMes B cBOeM pacniopskeHUM YIOPAROYEHHBIIt CIMCOK 6onee YeM 13 AByX Xe-
1Iei, MOXXHO BHIYMCIUTb POAUTENeN KKAOM Naphl Xelllei MU TaK Ha3blBaeMbli
podumenvckuti yposenv depeséa Mepxna. ClienaTb 3T0 HETPYAHO, €C/TU MMEETCA YeT-
HO€ KOIMYECTBO Xelllel, TOCKOIbKY MX AOCTaTOYHO COCTaBUThb B Naphbl 110 MOPAAKY.
Ecnu >xe MMeeTcs HeveTHOE KOMMYECTBO Xelleif, IPUAETCA CAeaTh HeuyTo Gonblilee,
IIOCKO/IbKY B KOHEYHOM CYeTe OCTAaeTCA OAMH HEMapHbIN Xell. ITO 3aTpyAHEHME
MO>XHO pa3peIunThb, IPOAYOTUPOBaB OCTEAHMI ITTEMEHT B CIIUCKE XeIle.

9To 03HavaeT, YTO, MMesA B CBOEM PaclOps>KeHuM crucok (A, B, C], MoXHO
BBECTM B HeTO ellle OAMH 3neMeHT C, ONMy4YmB B uTore cnucok [A, B, C, C). U tor-
fia MO>XHO BBIYMCIIUTDb y3/Ibl fiepeBa Mepkna, ABIAOIMECs POAUTEIbCKUMMU AN
y3nos A u B, a taxoxe ans y3nos C u C, no cnenyromeit ¢popmyne:

[H(A]||B), H(C[|C)]

A TIOCKOZIbKY PORMTENbCKMI y3en JepeBa Mepkia Bcersa COCTOMT M3 ABYX Xe-
1el, HA POAUTETbCKOM YPOBHe lepeBa Mepk/a Bceria HAXOAUTCS POBHO IIO/IOBY-
Ha OYEePHMX Xelllel T0C/le OKPYI/NIeHuA B 6onblIyio cTopoHy. KomyecTBo xeleit
Ha pOUTENbCKOM YPOBHe AepeBa Mepkia BHIYMCIAETCA B KOfe CIERYIOMUM 06-
pasom:

>>> from helper import merkle parent

>>> hex_hashes = [
'cll7eaBec828342f4dfblad6bdl140e03a50720ece40169ee38bdcl5d9%ebb4cts’,
'c131474164b412e3406696dalee20ab0fc9bfd1lc8f05faBceeca7alBd672d7cch?,
'f391dasecfeedlBldefae39%7£fcb3838ae0b02c02ae7d0a5848a66947¢c0727b0°",
'3d238a92a94532b946c90e19c49351¢763696cf£3db400485b813aecbBalllsl?,
'10092£2633be5f3ce349bf9ddbde3b6caa3ddl0dfalec8l06bce23acbff637dae’,

oo ]

>>> hashes = [bytes.fromhex(x) for x in hex hashes]

>>> if len(hashes) % 2 == 1:
. hashes.append(hashes[-1]) (1]
>>> parent_level = []
>>> for i in range(0, len(hashes), 2): (2]

parent = merkle parent (hashes[i], hashes[i+l])

parent level.append(parent)
>>> for item in parent_level:
. print (item.hex{())
8b30c5bal00f6f2e5adle2a742e5020491240£8eb514fe97c713c31718ad7ecd
7f4e6f9%e224e20fdalae4c44114237£97cd35aca38dB83081c9bfd41£eb907800
3ecf6115380c77eBaae56660£5634982ee897351ba%06a6837d15ebc3a225d£0
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© 3nech BBOAMTCA MOCAENHMIL Xl B cMcoK hashes (T.e. hashes[-1]), 4To6bI
CHieNaTh €ro AMMHY YeTHOM.

® lMenHo Takum 06pa3soM JaHHBIA LMK/ BBHIMOMHsETCA ¢ maroM 2 B Python.
Ha mepBoM Lrare 3HaueHMe NepeMEHHOM IMK/IA 1 paBHO 0, Ha BTOPOM — 2, Ha
TpeTbeM — 4 U T.A.

B pesynbraTe BBINOMTHEHNA NIPUBENEHHOTO BhILIE KOAA MOY4a€eTCs HOBbIM CIN-
COK, COOTBETCTBYIOLLMII PORUTENBCKOMY YPOBHIO iepeBa Mepkia.

YnpaxHeHuve 2

Hammunre ¢pynkimio merkle parent level (), BRIYMUCAAIOILYIO POAUTEND-
CKMit ypoBeHb fiepeBa Mepkia.

KopeHb pepeBa Mepkna

Y1061 IOTYYUTb KOPEHD fepeBa MepKia, MOXXHO II0C/IEA0BATENBHO BHIYMC/IATD
POLMTENbCKME YPOBHM AepeBa MepKila 1o TeX NOp, NMOKa He 6yneT IO/Ty4eH efnH-
CTBeHHBI! Xew. Tak, eC/iM uMeITcs 3neMeHThl A-G (T.e. 7 371EMEHTOB), BHIYUCIUTD
TepBbIit POANTEILCKMIL YPOBEHD fiepeBa MepKila MOXHO cefytomum obpasom:

[H(A||B), H(C||D), H(E||F), H(G||G)]
3areM pomUTeNnbCKMIT YPOBEHD fiepeBa MepK/ia BBIYMC/IAETCA CHOBA:
[H(H(A||B)||H(C||D)), H(H(E||F)||H(G]|G))]

B uTOre mony4aoTCs JMIIb BA 3TEMEHTA, Y II03TOMY PORUTENbCKUI YPOBEHD
fepeBa Mepk/la BBIYMC/IAETCA ellle pas:

H(H(H(A||B)||H(C||D))||H(H(E||F)||H(GI||G)))

Ha aToM mpolecc BEIYMC/IEHNS KOPHA fiepeBa MepK/a 3aBeplIaeTCsl, HOCKOIBKY
B KOHEYHOM CYeTe OCTajICA pOBHO ofuH xeml. Ha xaxom ypoBHe fiepeBa Kou4e-
CTBO Xellleil COKpAIIAaeTcA BABOE, ¥ IIO3TOMY HEOHOKPATHOE BBIIIO/IHEHME AaHHO-
ro mporecca MpUBERET B KOHEYHOM CyeTe K efMHCTBEHHOMY Y371y, Ha3bIBaeMOMY
kopHem depesa Mepkna, Kak IIOKa3aHO HIDKE.

>>> from helper import merkle parent level

>>> hex hashes = [
'cll7ea8ec828342f4dfbl0adebd140e03a50720eced0169ee38bdcl5d%ebbdcES?,
'c131474164b412e3406696dalee20ab0fcIbf41c8f05faBceea7al8de72d7ccS”’,
'f391dabecfeedl8l4efae39e7fchb3838ae0b02c02ae7d0a5848a66947c0727b0’,
'3d238a92a94532b%46c90e19c49351¢c763696cf£3db400485b813aecbB8all318l’,
'10092£2633be5f3ce349bf9ddbde3bcaa3dddl0dfalec8l06bce23acbff637dae’,
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'7d37b3d54£a6a64869084bfd2e831309118b9%e833610e6228adacdbdlb4balsl’,
'8118a77e542892fel5ae3fc771a4abfd2£5d5d5997544c3487ac36b5¢c85170fc"’,
'dff6879848c2c9b62£fe652720b8df5272093acfaad5a43cdb3696fe2466a3877",
'b825c0745f46ac58f7d375%9e6dc535alfec7820377£24d4c2¢c6ad2cc55¢0cb59",
'95513952a04bd8992721e9b7e2937f1c04ba31e0469fbe615a78197£68£52b7c",
'2e6d722e5e4dbdf2447ddecc9f7dabb8e299bae921¢c99ad5b0184cd9%eb8e5908 ",
'b13a750047bc0bdceb2473e5fe488c2596d7a7124b4e716£dd29b046e£99bbf0’,
]
>>> hashes = [bytes.fromhex(x) for x in hex_hashes]
>>> current_hashes = hashes

>>> while len{current hashes) > 1: o
.. current hashes = merkle parent level(current hashes)
>>> print (current hashes[0].hex()) o

acbcab8becclaf95d8d563b77d24c3d19b18f1486383d75a5085¢c4e86c86beedb
O 3pech BHINONHAETCSA UMK O TeX NOP, IOKA He OCTAHETCS OJMH Xell.

@ A 3gech NpOUCXOAUT BBIXO U3 LIMKIIA, €CTIUA OCTAHETCA MUUIb OAMH Xell.

YnpaxHenue 3

Hanumure dynkumio merkle root (), BHIYMCIAIOYIO KOPeHb AepeBa Mepiiia.

Kopenb aepeBa Mepkna B 6noKax

Ha nepBblit B3I7LA7, BRIYMCIEHME KOPHA AepeBa Mepkiia B 610kax JOMKHO OBITH
BBITIO/IHEHO JOBOJIBHO IIPOCTO, HO BC/IEACTBUE OOPAaTHOrO NMOpPARKA CIEROBAHUA
6aifTOB OHO 3aTPYyAHEHO. B 4acTHOCTH, 1A MUCTbEB lepeBa Mepk/la npuMeHAeTCA
NPpAMOY TIOPAROK C/IEROBaHMA 6AATOB, a OC/IE BHIYMUCIEHNA KOPHA AepeBa Mepk-
/1a 3TOT NOPAROK MCNIONIb3yEeTCA CHOBA.

Ha npakTuke 3To 03HayaeT, 4TO NOPAAOK CleAOBaHUA 6aitToB B MUCTHAX Ae-
peBa Mepkia fo/mKeH GBITh M3MeHeH Ha OOpAaTHBIN Kak Iepej HadaaoM BbIYMCIIe-
HUA, TAK U IIOC/IC HErO. Huxe TI0Ka3aHO, KaK 3TO p€aau30BaTh HENMOCPEACTBEHHO
B KOJe€.
>>> from helper import merkle_root
>>> tx_hex hashes = [

'42£6£52£17620653dcc909e58bb352e0bd4bd1381e2955d19¢00959a22122b2e?,
'94¢3af34b9%667bf787e1c6a0a009201589755d01d02fe2877¢cc69b929d2418d4",
'959428d7¢c48113cb9149d0566bde3d46e98c£028053¢c522b8fa8f735241aa953",
'a9£f27b99d5d108dede755710d4alffa2¢c74af70b4ca71726£fa57d68454e609a2",
'62af110031e29delefcadl03b3ad4bec7bdcfbcb9c9f4afdd5869817955165777,

'766900590ecel94667e9da2984018057512887110bf54fe0aa800157aec796ba’,
'e8270£fb475763bc8d855cfe45ed98060988clbdcad2f£c8364£783¢c98999a208",
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>>> tx_hashes = [bytes.fromhex(x) for x in tx_hex_ hashes]

>>> hashes = [h{::-1] for h in tx_hashes] (1]

>>> print (merkle root (hashes) [::-1].hex(}) -]
654d6181lelB8edac4368383fdcSeeadllbf138£9bT7aclel5334e4411b3c4797d9

© Ilopsapox cnemoBaHus 6aiiTOB B KXAOM Xellle obpaliaeTca nepes o6paboTkoi
ciucka xemest B Python.

® TIlopapok cnepoBaHMA 6aifToB CHOBa OOpallaeTcs NOC/IE BBIYUCIEHUA KOPHA
nepea Mepka.

YTo6b1 BHIYMCINTD KOPHM JiepeBbeB Mepkiia B kiacce Block, Heo6xoaumo fo-
6aBuTb mapaMmeTp tx hashes, Kak MOKa3aHO HMXe.

class Block:

def __init__ (self, version, prev_block, merkle_ root,
timestamp, bits, nonce, tx hashes=None): (1]
self.version = version
self.prev_block = prev_block
self.merkle root = merkle root
self.timestamp = timestamp
self.bits = bits
self.nonce = nonce
self.tx hashes = tx_hashes

© 3pech gonyckaeTcs YCTAHABIMBATD XelM TPaH3aKLMIA KaK YacTb MHMUIMATIK-
3aumy 6710ka. [Ipy 3TOM Xelm TpaH3aKLMi JOMKHBI OBITH YIIOPANOYEHBI.

ViMes B cBoeM pacniopsXKeHMM TIONTHBINA y3ell, €C/TM TIO/TyueHbl BCe TPaH3aKIuH,
MOXXHO BBIYMCIMTH KOPEHb flepeBa MepKk/a M IpOBEPUTDH €r0 Ha COOTBETCTBME
TOMY, YTO GaKTUYECKU OKMAAETCA.

YnpaxHenue 4

Hammure meton validate merkle root () mns kmacca Block, 4TOOBI pea-
NU30BaTh B HEM TIPOBepPKy KOpPHA JiepeBa MepKaa Ha TOCTOBEPHOCTb.

NpumeHenune pepesa Mepkna

Tenepb, KOTJa M3BECTHO, KaK NMOCTPOUTH AepeBo Mepkia, MOXHO CO3[IaTh U
NPOBEPUTH Ha JOCTOBEPHOCTD MOATBEP)KAEHMUA BK/IIOYeHMA. “Jlerkue” y3/bl MOTYT
NONYYUTD MOATBEPKAEHUA, YTO MHTEPECYIOLIME X TPAH3AKLUMYU ObUIM BKTIOYEHBI
B 610K, Jaxe He 3Has 060 Bcex TpaH3akuusaAx B 61oke (puc. 11.2).
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Puc. 11.2. [Ioomsepoerue 6xmovenus 6 depege Mepxna

JlonycTuM, 4TO y “TOHKOro” KIMEHTa MMEIOTCA ABe UHTEpPeCYIIye ero TpaH-
3aKIMy, T.e. Xelu, o6o3navenHbie kak Hy u Hy Ha puc. 11.2. B nonHoM yarne mox-
HO TIOCTPOUTh MOATBEPXJAECHUE BKIIOYEHUA, IONYIUB BCe XelIN, 0003HaYeHHbIE

€« »
KaK H,pcppreny Hyp Hp, Hy ¥ Hep Y TOrR@ B “TOHKOM™ K/MEHTE MOTYT ObITH BbI-
TIOIHEHBI C/IEAYIOIME BHIYMCTIEHUA.

Hy, = merkle_parent(H, H,)

H,,\ = merkle_parent(H,,, H,)

Hyj, = merkle_parent(Hy, Hy,)

H,nop = merkle_parent(H,, Hyp)
Hygimnop = merkle_parent(Hy, Hyop)

H, pcpercrnxivnop = mer kle_parent(H g percry HI]KLMNOP)

Ha puc. 11.2 nyHkTpOM 0603HaYeHbI Te XL, KOTOpble BBIYUCIAIOTCA “TOH-
KUM~ KINEHTOM. B 4yacTHocTH, KopeHb fiepeBa Mepkia, 0603HaueHHDIN Kak
H g cpErGHIKLMNOP» MOKET OBITH IIPOBEPEH HA HANMYME 3aroNoBKa 6710ka, B KOTO-
POM ITPOBEPEHO Ha JOCTOBEPHOCTD NOATBEPXIEHIE pabOTHL.

[TonHbIf y3em MOXET OTIIPAaBUTh OTPaHUYEHHOE KO/MMYecTBO MHGpopmMauuu o 6o-
Ke, a “TOHKMIA” KIMEHT — IepecyuTaTh KOPeHb fepeBa Mepkia, KOTOPBI MOXeET
6BITh 3aTeM IIPOBEPEH CPABHEHMEM C aHAJIOTMYHBIM KOpDHEM B 3aro/ioBKe 6/10Ka.
W X0oTA 3TUM He rapaHTUpyeTCs, YTO TPAH3AKLMA HAXOBMUTCA B CAaMOM J/IMHHOMI

Hackonbko 6e3onacHa ynpoweHHas nposepka onnarbl
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uenoyke 6710KOB, “TOHKMI~ K/IMEHT BCe >Ke YAOCTOBEpPAETCA, YTO NOMHBIA y3en

3aTPaTM/I HEMA/IO BBIYMCIUTENbHBIX MOLIHOCTEH Ha XEIIMpOBaHUE U SHEPTMM Ha

¢opMupoBaHue MOATBEPXKAECHUA PaboThL. A NMOCKONbKY BO3HAarpaXAeHHe 3a Ta-

KO€ MOATBepKfieHNe paboThl OKa3blBaeTCs HO/Nble, YeM CYMMBI B TPaH3aKLUAX,
. »

“TOHKMI1” K/IMeHT 6y/eT Mo KpaitHel Mepe 3HATb, YTO Y TOHOTO y3/1a HeT Boob1we
HMKAKOIf MaTepMa/IbHOM 3aMHTEPECOBAHHOCTH 0OMAHbIBATD €ro.

3aronoBky 6710k0B MOTyT OBITH 3aMpOILEHB M3 MHOTMX Y3/7I0B, M IIOITOMY Y
“TOHKMX” K/IMEHTOB MOSB/NAETCA BO3MOXKHOCTb NPOBEPUTH, NPEANPUHUMAETCA
7 B OfHOM Y3/le MOMBITKA NOKa3aTh MM He caMble J/IMHHbIE 3aTONIOBKM 6IOKOB.
YT106B MpU3HATL HENeHCTBUTENBHBIMU COTHM HEYECTHBIX Y37I0B, JOCTaTOYHO
€IMHCTBEHHOTO YeCTHOTO Y3713, IIOCKO/bKY NMOATBep)X/AeHe paboTbl 06beKTUBHO.
CnepmoBaTenbHO, YTOObI COBEPIINTD MOAIOT NMOAOOHBIM cniocoboM, moTpebyeTcs
M30/ALUMA “TOHKOrO” KiaueHTa (T.e. KOHTPONb Hajl TeM, K KAKMM MMEHHO y3/IaM
ceTH OH mopkodeH). M nostoMy Ans obecneyeHus 6€30MacHOCTH YIIPOLIEHHOM
NPOBEPKM OMJIAaThl Tpe6yeTCs Halu4yue MHOTUX YECTHBIX Y3/I0B B CETH.

VMHpiMK cnoBamy, 6€30MIaCHOCTh “TOHKOTO” K/IMEHTa OCHOBBIBAaETCA Ha HafeXXHO-
cTH QYHKLMOHUPOBAHMA CETH Y3/I0B M Ha S3KOHOMMYECKMX 3aTpaTax Ha NOnmyde-
HMe TIOATBepXAeHus paboThl. Ecnu Ans coBeplueHus MeNnKMX TPaH3aKLMiA OTHO-
CUTENbHO 6MOYHOM CCYABI (B HacTosLlee BpeMsA pa3MepoM 12,5 6UTKOMHOB) 3TO He
TaK BaXXHO, TO JUIA KPYIIHBIX TpaH3aKUuil (Harmpumep, Ha cyMMy 100 6MTKOIHOB)
Y OAHOI CTOPOHBI MOXKeT BO3HUKHYTb MaTepyualbHasA 3aMHTEPECOBAHHOCTb 06Ma-
HYTb APYTYIO CTOpOHY. II03TOMY NOCTOBEPHOCTb KPYTIHBIX TPaH3aKLMHA RO/KHA,
KakK IIPaBuJIO, MPOBEPATHCA C TIOMOLIBIO IOTHOTO Y371a.

LipeBoBuaHbIA 6nok Mepkna

Korga nonHblit y3en oTnpas/iseT NOATBEPXAeHe BKIIOYEHHA, TO B HETO HOMXK-
HbI ObITH BK/TIOYEHBI Ba pparMeHTa nHPOpMauuu. Bo-nepBbix, “ToHkoMy” K/IMeH-
Ty TpebyeTcs CTPYKTypa iepeBa MepKiia, a BO-BTOPbIX, eMy HEOOXOAMMO 3HATh, B
KaKMX MMEHHO y37ax AepeBa Mepk/ia HaXofATCA OTAe/MbHBIE Xelu. VM Kak TonbKO
o6a ¢pparmeHTa MHpOpMauuK GYAYT NPENOCTABIEHB, “TOHKMI KIMEHT CMOXET
BOCCTaHOBUTDb A€peBO Mepk/a BIIOTb [0 €ro KOPHA ¥ IIPOBEPUTH IOATBEPXKe-
HMe BK/IIOYeHMs Ha JOCTOBEPHOCTD. ITo/MHbINA y3en nepenaer o6a aTu GpparmeHTa
nHbopMaluy “TOHKOMY  K/IMEHTY, UCIIONb3ys APEBOBMAHBI 6710k Mepka.

YTo6BI CTanO MOHATHee Ha3HauYeHMe fpeBOBUAHOro 6110ka Mepkia, Heobxonu-
MO XOTA 6Bl HEMHOTO ITOACHUTD, KAKMM 00pa3oM ocyliecTBnsAeTca 06xox AepeBa
Mepkna B 4aCTHOCTH M ABOMYHBIX AepeBbeB BoO6INe. B IBOMYHOM MiepeBe y3ibl
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obxomATcsa B WMpKHY UM B rmybuny. O6xon B IUMPUHY OOBIYHO IPOMCXOBUT OT
OTHOTO YPOBHSA K APYTOMY, KaK TIOKasaHO Ha puc. 11.3. O6xon fRepeBa B IUIMPUHY
Ha4YMHAETCs C ero KOPHA U NPOAO/KAETCA 110 €r0 IUCThAM OT OBHOIO YPOBHSA K
APYrOMY U C/eBa Halpaso.

Puc. 11.3. O6x00 depesa Mepxna 6 wiupuy

A 06x0f gepeBa B ITTyOMHY OCYLIECTBIAETCA HECKO/IBKO MHaye, KaK TI0Ka3aHo
Ha puc. 11.4. O6xon gepeBa B ITyOMHY HauMHAETCA C €r0 KOPHA M IIPOAO/IKAETCA
OT /71€BOJ CTOPOHBI KOXJOTO Y3/1a K IIpaBOit €r0 CTOPOHE.

Puc. 11.4. O6x00 depeéa Mepxna 8 enybuny
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B moaTBep>xmeHMM BKIIOYEHUA MOMHBINA y3el OTNpaBNAeT Xelu, 0603HaYeH-
npre kak Hy u Hy nHa puc. 11.5, Hapany ¢ Xemamu, 0603HaYeHHbIMM TaM e Kak
Hupeperewy Hip Hp Hy ¥ Hpp MecTononoxenne xeira BoccraHaB/MBaeTcs npu
obxopie fepeBa Mepkia B IIy6MHY, HauMHasA ¢ HEKOTOPBIX Npu3HakoB. [Iponecc
BOCCTaHOBJIEHUS [iepeBa, 0003HaYeHHbI MYHKTUPOM Ha puc 11.5, omuceiBaeTcs
nanee.

Puc. 11.5. [Toomsepscderue sxnoverus 6 depese Mepxna

CrpyxkTypa pepeBa Mepkna

IlepBbIM ReNOM “TOHKMII K/IMEHT CO3/aeT OOLIYI0 CTPYKTYpY AepeBa Mepkia.
A TIOCKO/IBKY fiepeBbst MepK/la CTPOATCA CHU3Y BBEPX OT MCTbeB K KOPHIO, “TOH-
KOMY~ K/IMEHTY MOTpebyeTca KOMMYeCTBO CYLIECTBYIOLIMX TUCThEB, YTOOBI 3HATD
CTPYKTYPY 3TOrO fiepeBa. TaK, y fepeBa Mepkia Ha puc. 11.5 uMeerca 16 mucrtbes,
II03TOMY “TOHKMIf® K/IMEHT MOXeT CO3[laTh IYCTOe fepeBo MepKia ClemyoLuM
obpasom:

>>> import math

>>> total = 16

>>> max_depth = math.ceil (math.log(total, 2)) (1]

>>> merkle tree = [] (]

>>> for depth in range(max depth + 1): ®
num_items = math.ceil(total / 2**(max_depth - depth)) 4]
level hashes = [None] * num_items ®

ces merkle tree.append(level hashes) o

>>> for level in merkle_tree:
print (level)
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[None]

[None, None]

[None, None, None, None]

[None, None, None, None, None, None, None, None]

[None, None, None, None, None, None, None, None, None, None,\
None, None, None, None, None, None]

Ha kaxmoM ypoBHe ocTaeTcs NONIOBMHA Xellelt, ¥ nmo3ToMy norapuém log, ko-
NUYECTBA IUCTbEB OIpEAeNAeT, CKOMbKO TUCTbEB MMeeTCA B flepeBe Mepkia.
3nech 3TO KOMMYECTBO OKPYI/IAETCA € MOMOIbI0 MeToAa math.ceil (), yTo-
6Bl COKPAaTUTD €ro BABOE Ha KaXKOM ypoBHe. Ho MOXXHO 6b1710 6b1 OCTYIINTD
pasyMHee, ynoTpe6uB BbipakeHue len (bin(total))-2.

B nepese Mepkia KOpHEBOIt ypoBeHDb Oy/leT XpaHUTBCA IO HYNIEBOMY MHIEKCY,
a 6o/1ee HU3KMIt YpPOBEHb — IO EAMHUYHOMY MHAEKCY U T.A. VIHBIMHU criOBamy,
MHAeKc 0603HayaeT “rMyOMHY” fiepeBa, HAUMHAA C €ro BEPIUMHBL.

B stom piepeBe Mepkna uMeroTCA yPOBHY OT Hy/neBoro Ao max_depth, o6o-
3Hayasd MaKCUMaIbHYIO ITTyOMHY JaHHOTO AepeBa.

Ha xaxgoM nocnenyoieM ypoBHe KOMYECTBO Y3/I0B PaBHO KOMMYECTBY BCex
Y3710B, [IeIEHHOMY Ha 2, HO ¢ y4eTOM TeKyllell ITyOMHBI fepeBa.

3nech mobble ellle HeM3BeCTHBIE XELIM 3aJAI0TCA paBHbIMM None.

Cnenyer umeTb B BuAY, 4To merkle tree — 3TO CIIMCOK Xelleit B BUAE ABYX-
MEPHOTO MacCuBa.

YnpaxHeHue 5

Coaspaitte mycroe fepeBo Mepkna ¢ 27 y3naMu ¥ BbIBEUTE Ha 9KpaH KadKAbIi

€ro YPOBEHb.

MporpammHan peanusauus gepesa Mepkna

A Temepb MOXHO CO3aTbh K1acc MerkleTree, B KOTOPOM peann3yeTcs AEPEBO

Mepxna, KaK ITOKa3aHO HMKE.

class MerkleTree:

def _ init (self, total):
self.total = total
self.max_depth = math.ceil (math.log(self.total, 2))
self.nodes = []
for depth in range(self.max depth + 1):
num_items = math.ceil(
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self.total / 2**(self.max_depth - depth))
level hashes = [None] * num_items
self.nodes.append(level hashes)
self.current_depth = 0 0
self.current_index = 0

def _ repr_ (self): o
result = []
for depth, level in enumerate{self.nodes):
items = []
for index, h in enumerate(level):
if h is None:

short = 'None'
else:
short = "{}...'.format (h.hex() [:8])

if depth == self.current_depth and index
== self.current_index:
items.append ('*{}*'.format (short[:-2]))
else:
items.append('{}'.format (short))
result.append(', '.join{items})
return '\n'.join{result)

© 3pech coxpaHseTcs ykasaTelb Ha KOHKPETHBIN y3ell flepeBa, YTO MOXET IIpU-
TOOUTBCA B Ja/IbHENIIEM.

e 3).1er BBIBOIUTCA NIPENCTAB/IEHUE N€pEBA.

Teneps, KOIfa UMeeTCA MycToe flepeBo Mepk/a, MOXKHO TEPENTH K €ro 3amoj-
HEHMIO, YTOOBI BBIYMCIUTD KOpEHb 3TOT0 AepeBa. Ecnu Obl B KOXAOM MCTe fepeBa
Mepka Haxopuacs OTHAENbHBIA Xelll, TO MOMYYUTh €r0 KOPEHb MOXKHO ObINO GbI
CleRyoIIuM 00pasoM:

>>> from merkleblock import MerkleTree

>>> from helper import merkle parent level

>>> hex_hashes = [ :
"9745f7173ef14ee4155722d1cbf13304339£d00d900b759¢c6£9d58579b5765£fb",
"5573c8ede34936c29cdfdfe743f7£5£fdfbd4£54ba0705259e62£39917065cb3%b",
"82a02ecbb6623b4274dfcab82b336dc017a27136e08521091e443e62582e8£05",
"507ccae5ed9p340363a0eb6d765af148be9cblc8766ccc922£83e4ae681658308",
"aT7adaec28e7162ele%9ef33dfa30£f0bc0526e6cf4bllas76£6c5de58593898330",
"bb6267664bd833£d9fc82582853abl44fece26b7aB8abbf328£8a059445b5%add",
"eabd7aclee77fbacee58fc717b990c4fcccflbl9af43103c090£601677£d8836",
"457743861ded96c429912558a106b810b0507975a49773228aa788d£40730d41",
"7688029288efc9e9a0011c960abed9e546658labf3e3abc26ee3l7461ladd6bl9a”,
"blae7£15836cb2286cdd4e2c37bf9bb7dala2846d06867a429f654b2e7£383c9",
"gh74f89fa3f93e71££2¢c241£32945d877281aba50abbf%4adac002980aafe5ab",
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"b3a92b5b255019bdaf754875633c2de9fec2ab03ebb8ce669d07cb5b18804638",
"b5¢0b815312b%bdaedd2bB86aa2d0f8feffc73a2d37668£d3010179261e25€263",
"c9d52c5cble557b92¢c84c52e7cdbfbce859408bedffc8a5560£fd6e35e10b8800",
"c555bc5£c3bc096d£0a0c9532£07640bfb76bfedfclace214b8b228al297a4c2”,
"f9dbfafc3af3400954975da24eb325e326960a25b87fffe23eef3e’ed2fb610e",
]

>>> tree = MerkleTree(len(hex hashes))

>>> tree.nodes[4] = [bytes.fromhex(h) for h in hex hashes]

>>> tree.nodes[3] = merkle parent level (tree.nodes[4])

>>> tree.nodes[2] = merkle parent level (tree.nodes[3])

>>> tree.nodes[l] = merkle parent level (tree.nodes([2])

>>> tree.nodes[0] = merkle parent level (tree.nodes[l])

>>> print (tree)

*597c4baf.*

6382df3f..., 87cf8fa3...

3ba6c080..., B8eB894862..., 7ab0lbbé6..., 3df760ac...

272945ec..., 9a38d037..., 4a64abdd..., ec7c95el...,\

3b67006c..., 850683df..., d40d268b..., 8636b7a3...

9745£717..., 5573c8ed..., 82al02ecb..., 507ccae5...,\

a7adaec2..., bb626766..., eabd7acl..., 45774386...,\

76880292..., blae7f15..., 9b74£89f..., b3a92b5b...,\

b5¢0b915..., c¢9d52c5¢c..., c555be5f..., f9dbfafec...

B npuseneHHOM Bblllle KOAe 3aMONHAETCA AepeBo Mepkia M MonydaeTcs ero
KopeHb. TeM He MeHee B cOOOILIEHMN U3 CETU MOTYT OBITh IPESOCTAB/IEHb] He BCe
€ero JIMCTbA, XOTA OHO MOI/IO OBl COepXaTh U HEKOTOpble BHYTpeHHMe y3ibl. [lo-
3TOMY Heo6X0mMMO HaifTi 6o/lee pasyMHBIit CIOCO6 3aro/IHeHMA gepeBa Mepkia.

U Takum cnoco60M MOXeT cTaTb 06x00 depesa. B yacTHocTH, fepeBo Mepkiia
MOXKHO 060/TH B ITyOUHY, 3aIIO/THUB JIUILIb T€ Y3/IbI, KOTOPbIe TOARATCA BBIYMC-
nenuio. Yto6b1 060/TH AepeBo, HEOOXOAUMO OTC/IEXMBATb TeKYllee II0NOXKeHNne
B HeM, IO/Ib3ysACh CBoMCTBaMM self.current _depth u self.current index.

Insa o6xopa pepeBa Mepkina nmoTpe6yIOTCA ROMONTHUTENbHbIE METOABI, a TakoKe
PAR APYTUX IO/IE3HBIX METOAOB, ONpeNe/IAeMbIX HIXKe.

class MerkleTree:

def up(self):
self.current depth -=1
self.current index //= 2

def left(self):
self.current _depth += 1
self.current_index *= 2

def right(self):
self.current depth += 1
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self.current_index = self.current index * 2 + 1

def root (self):
return self.nodes{0] (0]

def set current node(self, value): 0
self.nodes[self.current_depth] [self.current_index] = value

def get current_node(self):
return self.nodes[self.current depth] (self.current index]

def get_left node(self):
return self.nodes[self.current_depth + 1][self.current index * 2]

def get_right node(self):
return self.nodes([self.current_depth + 1] [self.current index * 2 + 1]

def is leaf{self): (]
return self.current_depth == self.max_depth

def right exists(self): ]
return len(self.nodes(self.current_depth + 1]) > \
self.current index * 2 + 1

O 3nech TpebyeTcss BO3SMOXKHOCTb YCTAHOBUTb HEKOTOPOE 3HaUeHMe B TeKyIleM
y3ne aepesa.

® 3pecs TpebyeTcs BBIACHUTD, ABMAETCA M TEKYLUMIA y3€M fiepeBa TUCTOBBIM.

0 B OMpENECTEHHBIX CNTyYasaX MOOXOAAINETO NOYEPHETrO y3/1a B IEPEBE MOXET U HE
oKasaTbcA. Bepp, 06X0nﬂ AE€pEBO, Mbl MOXXEM OKa3aTbCsA Ha YPOBHE xpaimero
CIIpaBa y3/1a, HA NOYE€PHEM YPOBHE KOTOPOro HaXOAUTCA HEYETHOE KOMUYE-
CTBO 3/IEMEHTOB.

Wrak, B HalleM pacniopspbkeHUM umelorca Metofnl left (), right () u up ()
[ o6xona fepeBa Mepkia. IT03TOMY BOCHOMb3yeMCs STUMU METOAAMM, YTOObI
3aTIO/IHUTD JepeBo, 06XOMIA ero B Iy6MHY, KaK IIOKa3aHO HIKe.

>>> from merkleblock import MerkleTree

>>> from helper import merkle parent

>>> hex hashes = [
"9745£7173e£14ee4155722d1cb£13304339£d00d900b759c6£9d58579b5765£b",
"5573cBede34936c29cdfdfe743£7£5fdfbd4£54ba070525%e62£39917065¢cb9b",
"82a02ecbb6623b4274dfcab82b336dc017a27136e08521091e443e62582e8£05",
"507ccaebed9b340363a0eb6d765af148be9cblcB8766ccc922f83e4ae681658308",
"aT7adaec28e7162ele9ef33dfa30£f0bc0526e6cf4bl11a576£6c5de58593898330",
"bb6267664bd833£d9fcB82582853abl44fece26b7a8a5bf328£8a059445b5%add",
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"eaéd7aclee77fbacee58£c717b990c4£fcccflbl9af43103c090£601677£d8836",
%457743861de496c429912558a106b810b0507975a49773228aa788d£40730d41",
"7688029288efc9e9a0011c960abed9e5466581labf3e3abc26ee317461laddbloa”,
"blae7£15836cb2286cdd4e2c37bf9bb7dala2846d06867a429£654b2e7£383¢9",
"9h74£89fa3f93e71££2c241£32945d877281aba50abbf94adac002980aafedab”,
"H3a92b5b255019bdaf754875633c2de9fec2ab03e6b8ce669d07cb5b18804638",
"b5c0b915312b9bdaedd2b86aa2d0f8feffc73a2d37668£d9010179261e25€263",
"c9d52c5¢cble557b92c84c52e7c4bfbce859408bedffc8a5560£d6e35e1008800",
"c555bc5£c3bc096d£0a0c9532£07640bfb76bfedfclace214b8b228a1297a4c2",
... "f9dbfafc3af3400954975da24eb325e326960a25b87fffe23eef3eTed2fb610e™,
o]
>>> tree = MerkleTree(len(hex_hashes))
>>> tree.ncdes[4] = [bytes.fromhex(h) for h in hex_hashes]
>>> while tree.root() is None: (1]
if tree.is_leaf(): 2]
tree.up()
else:
left hash = tree.get left node()
right hash = tree.get right node()
if left hash is None: ]
tree.left ()
elif right_hash is None: o
tree.right ()
else: ®
tree.set_current_node (merkle_parent (left_hash, right hash))
v tree.up ()
>>> print (tree)
597c4baf. ..
6382df3f..., 87cf8fa3...
3ba6c080..., 8eB894862..., 7ab0lbb6..., 3df760ac...
272945ec..., 9a38d037..., 4a64abd9..., ecTc93el..., \
3b67006c..., 850683df..., d40d268b..., 8636bT7a3l...
9745£717..., 5573c8ed..., 82a02ecb..., 507ccaeb5..., \
aJadaec2..., bb626766..., eabd7acl..., 45774386...,
76880292..., blae7f15..., 9b74£89f..., b3a92bSb..., \
b5c0b915..., c9d52c5¢..., c555bchf..., f9dbfafc..

-

© 3pech obxop nepeBa Mepkiia OcyIecTBIsETCA A0 TEX MOP, IOKa He 6yzeT BbI-
YMCIEH ero KopeHb. Ha kaXkoM 11are nyukaa o6XoauTcsA KOHKPETHBINA Y3er fe-
peBa.

@ Ecnu 3710 MUCTOBOI y3e1, 3HAYMT, MCKOMBIiT Xell JOCTUTHYT, ¥ TIO3TOMY OCTa-
€TCA TUIIb BEPHYTbCA Hasafl.

o Ecnu OTCYTCTBYET JIEBBIM Xelll, TO CHavya/ja BbIUMC/ISAETCA ero 3Ha4YeHue, a 3a-
TEM — Xe€II TEKYILEro y3sna.
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© Ecnu oTcyTCTBYeT IpaBBlit Xelll, TO CHaYa/la BBIYUC/IAETCA ero 3HaYeHMe, a 3a-
TeM — Xell Tekyuero y3na. Crenyer, OfHaKO, MMeTb B BUAY, YTO B JaHHOM
CITy4ae y>ke MMeeTcs JIEBbI Xelll, JOCTUTHYTHI B pe3ynbraTe 06XoAa B IMy6uHy.

© IlockonbKy yxKe MMEIOTCA JIEBBIA M TIPABBIN XLy, BHIYUCIAETCH POAUTENb-
CKMIA XeIll ¥ YCTaHAaB/IMBAETCA B TeKYLIeM y3/e AepeBa Mepka. M kak Tonbko
OHO OyfieT YCTaHOB/IEHO, MOXXHO BEPHYThCA Ha3af.

IIpuBeneHHbI Bhillle KOA OYAET AEMCTBOBATh JIMUIL B TOM CIy4ae, €C/IU KO-
JIMYECTBO JIMCTbEB B [lepeBe KPATHO CTENEHM [BYX, a KpaifHMe C/Ty4ay, KOrfa Ha
OTHE/TbHOM YPOBHE OKa3bIBAa€TCA HeYeTHOE KOIMYECTBO Y3/IOB, B JAHHOM KOfie BO
BHMMaHMe He IpuHMMaloTca. Cyyait, KOria pOXUTENbCKUIA y3el OKa3bIBaeTCA Po-
AUTETbCKUM /I KPAifHETo CIIpaBa y3/1a Ha YPOBHE C HEYETHBIM KO/TMYECTBOM Y3-
JIOB, YYUTBIBAETCS C/IERAYIOIIMUM 06pasom:

>>> from merkleblock import MerkleTree

>>> from helper import merkle parent

>>> hex_hashes = |
"9745f7173e£14e€e4155722d1cb£f13304339£d004900b759¢c6£9d5857905765£fb",
"5573cB8ede34936c29cdfdfe743£7£5£dfbd4£54ba0705259e62£39917065¢cb9b™,
"82a02ecbb6623b4274dfcab82b336dc017a27136e08521091e443e62582e8£05",
"507ccae5ed9p340363a0ebd765af148be9cblcB87166ccc922f83e4ae681658308",
"a7adaec28e7162ele9%e£33dfa30£f0bc0526e6cf4bllab76£6c5de58593898330",
"bb6267664bd833£d9fc82582853abl44fece26b7aBa5bf328£8a059445b59%add",
"eabd7aclee77fbacee58fc717b990c4fcccflbl%af43103¢c090£601677£48836",
"457743861de496c429912558a106b810b0507975a49773228aa788df40730d441",
"7688029288efc9%e9a0011c960abed9e5466581labf3e3abc26ee31l7461ladd6l9a”,
"blae7£15836cb2286cdd4e2c37bf9bb7da0a2846d06867a429£654b2e7f383¢c9",
"Ob74£89fa3£f93e71££2c241£32945d877281a6a50abbf94adac002980aafe5ab”,
"b3a92b5b255019bdaf754875633c2de9fec2ab03e6b8ce669d07cb5b18804638",
"b5c0b915312b9%bdaedd2b86aa2d0f8feffc73a2d37668£d9010179261e25e263",
"c9d52¢c5¢cble557b92c84c52e7c4bfbce859408bedffc8a5560£fd6e35e10b8800",
"c555bc5£fc3bc096d£0a0c9532£07640bfb76bfedfclace214b8b228al297a4c2",
"f9dbfafc3af3400954975da24eb325e326960a25b87fffe23eef3e7ed2fb6l0e",
"38faf8cB811988df£f0a7e¢6080b1771c97bcc0801c64d9068cffb85ebe7aacafsl™,

|

>>> tree = MerkleTree (len(hex_hashes))

>>> tree.nodes[5] = [bytes.fromhex(h) for h in hex_hashes]

>>> while tree.root(} is None:
if tree.is_leaf():

tree.up()
else:
left _hash = tree.get_left node{()
if left hash is None: 1]
tree.left ()
elif tree.right exists(): o
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right_hash = tree.get_right_node()
. if right_hash is None: ®
.. tree.right ()
else: @
tree.set current node (merkle parent (
left_hash, right hash))

A tree.up()

ces else: ®
tree.set_current_node(merkle_parent (left hash, left_hash))
tree.up{)

>>> print (tree)

0a313864...

597c4baf..., 6£8a8190...

6382df3f..., 87cf8fal3..., 5647f4le...

3ba6c080..., 8eB894862..., 7ab0lbb6..., 3df760ac..., 28e93b98...
272945ec..., 9a38d037..., 4abdabd9..., ec7c95el..., 3b67006c..., \
850683df..., d40d268b..., 8636b7a3..., ce26d40b...

9745£717..., 5573c8ed..., 82a02ecb..., 507ccae5..., a7adaec2..., \
bb626766..., eabd7acl..., 45774386..., 76880292..., blae7fl5...,
9b74£89f..., b3a92b5b..., b5c0b915..., ¢c9d52¢5¢c..., ¢c555beS5f..., \
f9dbfafc..., 38faf8c8...

-

@ Eciu B faHHOM y3/le OTCYTCTBYeT JeBbLA Xell, TO 060/TH NeEBBI y3eN, 1o-
CKOJIbKY BCE BHYTPEHHME Y3/Ibl [APAHTHPOBAHHO ABJIAIOTCA €ro JIEBBIMU JO-
YepHUMM Y3/IaMM.

® Cxavana npoBepuTh, MMeETCs MU Yy AAHHOTO Y3/1a IPABbIi HOYEpHMIt y3em. ITo
yCNOBMe MCTUHHO, €CTIM TONBKO AAaHHBII Y3€ He 0Ka3bIBaeTCs KpaifHuM CIipa-
Ba, 4 HA €r0 JOYepPHEM YPOBHE HaXOAUTCA HeYeTHOE KOUYECTBO Y3/IOB.

©® Ecmn B faHHOM y3/e OTCYTCTBYeT NpaBblit Xelll, TO 060MTH ITOT y3er.

©® Ecm B ganHom y3/1e MMEIOTCA JIEBBI Y IIPABBINA XelUM, BHIYUCTUTD Xelll B Te-
KYll[eM y3Jie ¢ moMolblo MeToga merkle parent ().

©® Ecnu B gaHHOM y3/1e MMeeTCs NIEBBIA Xelll, HO OTCYTCTBYeT IIpaBhlif Xelll, 3Ha-
YMT, ITO KPalHUit CIIpaBa y3e/l HA JAHHOM YPOBHe, I03TOMY 06beIMHUTD Jie-
BBbIA Xelll ABaXK/bL.

A Tenepb MOXXHO 060171TM B I€pe€BE KONUYECTBO JIUCTLEB, KOTOpO€ HE KPAaTHO
CTEIIEHHU ABYX.
Komanpga merkleblock

Ilonuelit y3en, nepeganmmit APeBOBUAHBIN 610k Mepkna, oTmpaBnseT Bce
CBefieHMs, Tpebyolyecs ANA TOrO, YTOOBI NPOBEPUTH, HAXOAUTCA NN Npex-
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CTaB/AIILAA MHTEPEC TPaH3aKUMA B iepeBe Mepkna. [Ina nepefauu MMEHHO 3THUX
CBElEHUI U CTY>KMUT ceTeBas KOMaHAa merkleblock, Kak ImokasaHo Ha puc. 11.6.

Puc. 11.6. Pe3ynomam cunmaxcu4ecko20 aHanu3a cemegoi KOMaHob
merkleblock

IlepBbie mecTh nonelt B JAHHOM KOMaHJle TOYHO TaKMue Xe, KaK U B 3aro/IOBKe
6/10Ka, OMCaHHOM B I7laBe 9. A B 4eTbIpex IOCTEeMHUX IO/LIX XPAHUTCS MOATBEPXK-
AeHue BKIIOYEeHU.

B none xonuMyecTBa TpaH3aKIMiA yKa3bIBaeTCs, CKOIKO IUCTbEB NOMKHO ObITh
B JaHHOM KOHKDETHOM fiepeBe Mepk/a. 310 faeT “TOHKOMY K/IMEHTY BO3MOX-
HOCTb [TIOCTPOMTH MycToe AepeBo Mepkma. B none xeiest copepxarca xemn, o6o-
sHaveHHble KaK Hypcpppgry Hyp Hy Hy, Hy, Hy v Hgp Ha puc. 11.5. A nockonsky
KO/MYeCTBO Xelllel, yKa3blBaeMoe B TIO/Ie Xelllel, He GUKCUPOBaHO, OHO NpefBapA-
eTCcs MX KOMu4ecTBOM. VM HaKoHell, B 11071 IPU3HAKOB IIPEAOCTABIAIOTCA CBENEHUA
0 MeCTOIIONOXEHUN Xelueit B AepeBe Mepkma. CMHTaKCMYECKMIT aHAMN3 TIPMU3HA-
KOB OCYILECTB/IAETCA C IOMOILBIO ITPUBEIEHHOrO HIKe MeTofla bytes to bits_
field(), B KOTOpOM OHU npeo6pa3yxorcx B CIIMCOK 6MTOB (T.€. eAMHHULL U Hyneﬁ).
[TopsARoK cnenoBaHMsA 6aTOB B JaHHOM CITy4ae He COBCEM OOBIYeH, HO 3TO 03-
HayaeT, YTO OMTHI IIPM3HAKOB, Tpebyloluecs N BOCCTaHOBNEHM KOPHA fiepeBa
Mepka, mpeo6pasyioTcs 04eHb IPOCTO.

def bytes to bit field(some_bytes):
flag bits = []
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for byte in some bytes:
for _ in range(8):
flag bits.append(byte & 1)
byte >>= 1
return flag bits

YnpaxHeHue 6

Hammmmure Metop parse () a1 xnacca MerkleBlock, B KOTOpOM CMHTaKTHYe-
CKM aHa/IM3UpYeTCA ceTeBas KOMaH/a merkleblock.

NpumeHenne 6UTOB NPU3HAKOB M XeLlen

BuThI pU3HaKoB CTyXaT /1 0603HaueHNA Xelueil Ipu o6xofe nepeBa Mepkia
B rny6uny. Huke mepeuncneHbl mpaBuia, 10 KOTOPbIM YCTaHABIMBAIOTCA GUTHI
NIPU3HAKOB.

1. Ecnu 3sHaueHMe Xellla U3 JAHHOTO y3/1a 3a/laHO B ITOJIe Xeluelt (Kak 0603HayeHO
Hpeperewy Hip Hp Hyp # Hop Ha puc. 11.7), To B 6ute npusHaka ycTaHaBIu-
BaercA 0.

2. Ecnu ysen ABnAeTcs BHYTPEHHMM, a 3HaYeHME Xellla B HEM JIODKHO OBITH BbI-
YUC/IEHO “TOHKMM  K/IMEHTOM, KaK BBIfIEIEHO MYHKTUMPOM Ha puc. 11.7, To B
6uTe mMpu3HaKa yCTaHaB/MBaeTCcs 1.

3. Ecnu ysen ABNAETCA TMCTOBBIM M COREPXKUT NPEACTAB/AILIYIO MHTEPEC TPaH-
3axumio (kak o6osnaseno Hy u Hy Ha puc. 11.7), To B 6uTe npu3Haka ycTaHaB-
NuBaeTcs 1, a 3HaYeHMe Xellla B JAHHOM Y3J/le 3afiaeTcA B IoNe Xeweit. Takue
37IeMEHTHI OKa3bIBAIOTCA BKIIOYEHHBIMY B lepeBo Mepkia.

YuuTbiBas CTPYKTYpY AepeBa Mepkia, IpUBeeHHYI0 Ha puc. 11.7, MOXHO yT-
BePXKAATh CIERYIOLIee.

e [Jlnsa KopHeBoro y3na (1) B 6uTe npu3HaKa yCTaHOB/IEHa 1, IOCKO/IBKY 3Hade-
HMe Xellla B HeM BBIYMCAAETCA “TOHKMM ™ KIMEHTOM.

o JleBnlit mouepHuit ysen (2), o6o3naueHHbIN Kak H,pperoyy BKIIOYAETCS B
COCTaB II0/IA Xelleit, ¥ IIO3TOMY B 61Te NpU3HaKa yCTaHOBIEH 0.

e Orcroofa ocymecTBasAeTcs Iepexof K y3ny (3), o603HaueHHOMY Kak
Hijxi mnop» BMECTO y3710B, 0603Ha4eHHbIX Kak H,pp wmm Hipgy, TOCKOMBKY
y3en, 0603HaueHHbl Kak H,gproqy, TIpeAcTaBnseT oba a1 y3na, KOTopbie
HE HY>XHBL
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e 3HayeHMe Xellla BHIYMCIAETCA U B ITPaBOM JOYE€PHEM Y3I1€, 0603HaYEeHHOM

KaK Hy \inops ¥ TIO9TOMY B 6MTe €ro npusHaka ycTaHOB/eHa 1.

L/ G
Puc. 11.7. O6pabomxa dpesosudHozo 6noxa Mepxna

YTo6b! BRIMMCIUTL 3HAYEHNE Xela B y3/le, 0603HaYeHHOM KaKk Hyy \ivops
HOTpeOYIOTCA 3HAYEHNA Xellleit 1A Y3/oB (4) 1 (9), 0603HaYeHHBIX KaK Hy
1 Hynop cOOTBeTCTBeHHO. CrienyrommMm npyu o6xope gepeBa B IMyOuUHY AB-
NIAETCA NIeBbl RoYepHMI Y3en (4), 0603HaYeHHBI! KaK Hyjx, - VIMenHo ¢ aTo-
IO y3/ia ¥ IIPOfO/KaeTCA 06XOR paccMaTpUBAaEMOTO 3/iech AepeBa Mepkiia.

VY3en, 0603HauYeHHBIN KakK HUKL, ABNAETCA BHYTPEHHUM, I[l€ BBIYUCAAETCA
3HaueHMe Xellla, ¥ MO3TOMY B OMTe ero NpMU3HaKa yCTaHOB/IEHa 1.

Ortciona ocyuecTBIAeTCA NepeXof, K IEBOMY fo4YepHeMy y3ny (5), 0603Ha-
ueHHOMY kak Hy,. Ilocne BosBpara k 9TOMYy Y311y 06X0 IPONOIXUTCA K Y31y,
o6o03HayeHHOMY KaK Hy.

Cnepnytomum npu o6xofie fepeBa B ITyOMHY AB/AETCA y3ell, 0603HaUYeHHbI
Kax Hyy, . Ero xew BxioyaeTcs B CIMCOK xewelt, a B 6uTe ero npusHaxa
yctaHoB/eH 0.

Yaen, o6osnavueHHslt kKak Hy,, ABNAeTCA BHYTPEHHMUM, Ifie BHIYMCIIAETCS
3HaYeHMe Xellla, ¥ TO3TOMY B 61UTe ero npu3HaKa yCTaHOB/IeHa 1.

Vaen (7), 0603HaueHHBIN KAk Hy, ABNAETCA MUCTOBBIM, a2 €T0 IPUCYTCTBUE
B 6710Ke IIOATBEPXK/AAETCA, U TIOITOMY B OMTe €ro NpU3HAaKa YCTAHOB/EHa 1.
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Ysen (8), o6o3nayenHsit kak H;, comepxuT 3HaueHMe Xellla, BK/IIOYaeMOe B
TIO/Ie Xelleit, ¥ T03TOMY B 6MTe €ro MpU3HaKa ycTaHoBJEH 0.

O6xopn mepeBa MpOJIO/KAETCA BBEPX TI0 AePeBY K Y3y, 0603Ha4eHHOMY Kak
Hy;, @ 3aTeM BBIYMCIIAETCA 3HAYEHME Xellla B HeM, OCKOIbKY COfEpXKUMOe
yanoB, o6o3HaueHHnIx kak H, u H;, yxe usBecrso.

O6xopn aepeBa IPOMIO/IKAETCA BBEPX IO AePeBY K Y3y, 0603HaYEHHOMY Kak
Hyjx;» @ 3aTeM BBIMMCIIAETCA 3HAYEHME Xela B HEM, TIOCKOTIBKY COAEPXKUMOe
y37108B, 0603HavenHbIx kak Hy; u Hy,;, yxe ussecrno.

O6xopn mepeBa MpoONO/KAETCA BBEPX TI0 EPeBY K Y3y, 0603Ha4eHHOMY Kak
H ki mnops HO 3HAYEHME Xella BBIMUCTUTD B HEM BCe JKe Helb3sl, MOCKO/BKY
ellle He IOCTUTHYT y3en, 0603HaueHHbl KaK Hyyop.

O6xop mepeBa IpoRO/MXKaeTCA BHU3 K Y31y, 0603HaueHHOMY Kak Hypop ¥
ABJIAOLLEMYCS OYepeSHbIM BHYTPEHHUM Y3/I0M, [TO3TOMY B OUTe €ro mnpu-
3HaKa YCTaHOBJIeHa 1.

Yaen (10), o6o3HauenHblit Kak Hy .y, ABNAETCA OYepeHBIM BHYTPEHHUM Y3-
JIOM, ¥ IIO3TOMY B 61Te ero mpu3Haka yCTaHOBJeHa 1.

Ysen (11), o6o3nauennsiit kak Hy;, comep>xuT 3HaueHKe Xela, BK/IIOUYEHHOE
B COCTaB IIOJIA Xelllel, ¥ MOTOMY B 6}Te ero mpu3Haka ycTaHOBJIeH 0.

Ysen (12), o6o3nauennniit kak Hy, mpencrapnser nHTepec, 1 Mo3TOMy B
61Te ero Mpu3HaKka yCTaHOB/IEHa 1 ¥ 3HaYeHMe Xellla B HeM BBOJUT B COCTaB
TIOJIA XELlei.

O6xop nepeBa MpoflO/KaeTcsA BBEPX K y3ny, o6o3HaveHHOMY Kak H,,\, rae
MO>XXeT GBITb Tellepb BHIYMCIIEHO 3HAUEHMe Xellla.

O6xopn mepeBa CHOBa BO3BpallaeTcsA K y3ny, o603HaueHHOMY KaK H,,\ops
HO 3HayeHMe Xellla B HEM HeNb3sl BBIYMCIIUTD, TOCKO/IBbKY ellie He JOCTUTHYT
y3en, o603HayeHHbI Kak Hp.

e , 0003HaYeHHBI Ka , , ¥ TI03TOMY B 6uTe U3H
Vsen (13), o6o3Hay i xak Hyp, 3anan, u 6MTe €ro NpusHaKa
yCTaHOB/IEHA 1, a 3HaueHMe Xellla B HeM AB/AETCA KOHEYHBIM B TI0JIe XelLeit.

O6xon nepesa KOXOAMT A0 Y3713, 0603Ha4eHHOTro KaK Hypqps B KOTOpOM MoO-
eT OBbITh Telepb BHIYMC/IEHO 3HaUEHME Xellia,

O6xopn aepeBa JOXOAUT AO y3/1a, 0603HAYEHHOTO KaK Hyjx1 Mnop» B KOTOPOM
MOXXET OBITb Temepb BHIYUCTIEHO 3HAYEHUE Xella,

Mnasa 11, YnpoweNHan NposepKa onnarbi I 269



e U HakoHel, 06XOX JepeBa HOXOAMUT HAO Y3712, 0003HAYEHHOrO Kak
HABCDEFGHIH(U‘,“,‘IOP U ABNIAOLLErocs KOpHeM y3na Mepka, KOTOpbIt 1 BbI-
ypucnaercs!

TakuM o6pa3zom, 6MTHI IpU3HAKOB A/ Y3/10B (1-13) HaxopATCA B ClERyIOLIEM
COCTOAHUMN:
1, 0, 1, 1,90, 1, 1, 0, 1,1, 0, 1, O

CrnenoBarenbHO, ceMb Xelllel 13 MPOaHaTM3MPOBAHHOrO BbIlle AepeBa Mepkia
cofepXarcs B IoJIe Xellleit B CIeAYIOLeM ITOPAAKE.

* H,pcperon * Hy
. HII e H,
e Hyg * Hgp
™ HL

Ob6parure BHMMaHMe Ha 6yKBbI A-P, KOTOpBIMM BbIlIIE 0603HAYEHDI XeIn. TUX
CBENEHMIt [OCTATOYHO, YTO6bI yoenuThes, yro Xemn Hy 1 Hy Bkmodens B 670K.

Kak crmenyer u3 puc. 11.7, 6UTbI NPU3HAKOB YCTaHABIMBAKTCA IO IOPAA-
Ky obxofia iepeBa B rybuHy. Beakmit pas, xoraa B gepese Mepkia focTturaeTcs
xew (kax, HanpuMmep, H,p prrr)s €ro MOTOMKM NPONMYCKAITCA M 06X0OR AiepeBa
npopo/mkaercs. Tak, 06xof AepeBa MPORO/KAETCA OT y3/1a, 0603HAYEHHOro Kak
H,pcperary K Y37y, 0603HaueHHOMY KaK Hijeyvnops @ He Hypepe Takum obpasom,
6UTBHI IPU3HAKOB CITY)KAT Pa3yMHBIM MEXaHM3MOM JI/I KOAMPOBAHMA KOHKPETHBIX
3HaYEeHUI Xelllelf B OTAEeNbHBIX y3/1ax fepeBa Mepka.

A Tenepp MOXXHO 3aNONIHUTD filepeBO MepK/a ¥ BbIYMCIIUTD €T0 KOPEeHb IIpH yC-
JIOBMM, YTO YCTAHOBJICHBI HAJIIeXKall1e 6MThI IIPM3HAKOB ¥ 3alaHbl COOTBETCTBYIO-
1I[Me XellM, KaK ITOKA3aHO HMXKe.

class MerkleTree:

def populate_tree(self, flag bits, hashes):

while self.root() is None: 0
if self.is leaf(): o
flag bits.pop(0) ©®
self.set current_node(hashes.pop(0}) o
self.up()
else:
left_hash = self.get_left node()
if left_hash is None: o
if flag bits.pop(0) == 0: @

self.set _current node(hashes.pop(0))
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self.up()

else:
self,left () )
elif self.right_exists(): ®
right hash = self.get right_node()
if right hash is None: o
self.right{()
else: L10]
self.set current node(merkle parent(left hash,
right_hash))
self.up()
else: (1)
self.set current node (merkle parent(left_hash, left hash))
self.up()
if len(hashes) != 0: ®

raise RuntimeError ('hashes not all consumed (}'
.format (len (hashes)))

for flag bit in flag bits: ®

if flag_bit != 0:

raise RuntimeError('flag bits not all consumed')

Toyka 3anmonMHeHMA HaHHOTO JepeBa Mepk/a CIY>XMT A/IA BBIYMC/IEHUA €ro
kopHs. Ha kaxaom mrare nuxna o6pabatsiBaeTcst OfiMH Y3en gepeBa Mepkia
oo Tex HOp, IIOKa He 6yneT BBIUYUCJIEH €TI0 KOpeHb.

JI/1A MTUCTOBBIX Y3/10B Xelll BCerAa 3ajjaH.

Bri3os flag bits.pop (0) cayxur B Python ana ussnedenusa 6ura cmeny-
IOI[ero MO OYepeay MPpU3HaKa M3 COOTBETCTBYIOLIETO MOMs. ITOT 6UT MOXKHO
NpOaHaMU3upOBATb A OTCIEXMBAHUA NPEACTAB/AIOLIMX MHTEPEC Xellleit, HO
37lech 3TO II0KA YTO He JenmaeTcs.

Bri3oB hashes.pop (0) cmy>kxMT A/ MOMyYeHUA CHERYIOLIErO IO OYepeau
Xellla U3 ITO/IA Xelleit. ITOT Xelll HeOOXOAMMO YCTAHOBUTD B TeKYLIEM y3/e Je-
peBa.

Ecnu B nesom AOYEPHEM Y3/1€ OTCYTCTBYET 3HaY€HUE Xellla, TO UMEIOTCA OBE
BO3MOXXHOCTM: ITONBITATHCA HANTHU 3TO 3HAYEHME B IOJI€ Xellle MU >Ke BBI-
YUCIINUTD €ro.

But cnenyiomero npusHaka ykaspiBaeT, CefyeT MMM BHIYMCIUTD 3HAYEHME
xeia B f;aHHoOM Yy3rte. Tak, ecnu B 3ToM 6ure ycTaHoB/IeH 0, TO MCKOMOE 3Ha-
YeHJe Xellla U3BJIEKAETCA KaK OuepelHOe U3 IO/A Xellel. A ecu B 3TOM bure
YCTaHOB/IEHa 1, TO MpUAETCA BHIYMCIUTD 3HaYeHMeE Xella A/ 1eBoro (a Bo3-
MO>XHO, 1 IIPaBOro) y3/1a jiepesa.
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OTo rapaHTMPOBAHHO JIEBBIN MOYEPHUIA y3eN fiepeBa, U II03TOMY IepeiTy K
HeMy ¥ IIONTYYUTDb HAaXOAsAILIeecs B HEM 3HAYeHMe Xellla.

3mech poBepsAETCA, CYLIECTBYET 1M IIPaBBIi y3el.

3nech MMeeTCA JIEBbIIA, HO He IIPaBblif Xelll, IO3TOMY IIepeitTH K IPaBOMY Y3y
¥ TIONYYUTDb HaXOAsAILeecs B HEM 3HaYEHMe Xellla.

e 0 ©

311er MMEIOTCA 3HaYeHUA XellleN U3 JIEBOro U IIPAaBOTO y3/10B A€PEBA, IIO3TOMY
BBIYUC/IUTD 3HAYCHUE UX POAUTENDbCKOIO X€IIA KaK 3HAYCHUE /I TEKYLIEro
Y3na fgepeBa.

m 311er MMeeTCA 3HAYCHUE XeEIllA U3 JIEBOTO y3/1a OEpE€Ba, TOrqa KakK 3Ha4CHUE
Xella B IIpaBOM Y3/I€ OTCYTCTBYET. B Takom c1ydae BbIYUCIUTD 3HAYCHUE €TO0
POAUTENBCKOrO Xellla ABaXXABI 110 IIpaBMIaM, IIDUHATBIM /15 AE€PEBa Mepwxa.

® Bce xemy Bo/mKHBI OBITb MCIIONBb30BAHBI, @ MHa4Ye OYAYT MOMTYYeHBI HEIPUTOf-
Hble JaHHBIE.

® Bce xeun BO/MKHBI OBITD MCIIONB30BAHBI, @ MHAYE OYAYT IOMTY4YeHbl HEIIPUTOX-
Hbl€ JaHHBIE.

YnpaxHeHue 7

Hammmure Metop is_valid () mna knacca MerkleBlock, 4TOOBI peanu3oBaTh
B HeM IIPOBEPKY PeBOBUAHOrO 6710ka Mepkia Ha JOCTOBEPHOCTb.

3akniouenue

YripoweHHas NpoBepka OIUIATHI, KOHEYHO, YAOOHA, HO He NMIIEHa HeJoCTaT-
KOB. V1 XOTA TIOJTHOE ONMCAaHMe YIIPOILEHHO IIPOBEPKY OIIAThl BHIXOAMT 3a paMKM
NAHHOJ KHUIY, 4 ee IPOrpaMMHas peanu3alisa He COCTAB/IAET 6O/MBLIOro TPYHa, B
60nbIIMHCTBE “TOHKMX KOLIENLKOB OHA BCE )K€ He NIPUMEHSETCA; BMECTO 3TOTO
[OBepUTeNbHAA MHPOPMALMA TIONYYaETCA U3 CepBEPOB IIOCTABIUMKOB IOMOOHBIX
KOLIeNIbKOB. [7IaBHbI HEMOCTATOK YIIPOILIEHHOI MPOBEPKY OIIATBI 3aK/II0YAETCA
B TOM, YTO T€M Y3/IaM CeTH, K KOTOPHIM BbI TIOAK/IIOYaeTeCh, KOE-4TO U3BECTHO 06
MHTEPeCYIOMX BaCc TPAH3AKLMAX. A 3TO O3HAYAET, YTO, MONB3YACH YIPOILIEHHOM
IIPOBEPKO1 OIUIATBI, BBl YaCTUYHO TepseTe CBOX KOH(UAeHIManbHOCTD. [Togpo6-
Hee 00 3TOM peyb NOMAET B IMaBe 12, rae paccMarpuBalTcs GuabTpnl bryma, ve-
pes KOTopble MOXHO COOOIINTD APYTUM Y3/1aM CETH O NMPEACTAB/AIOLINX MHTEPeC
TPaH3aKLMAX.
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TMABA 12
OunbTpbl bnyma

B rrmaBe 11 moACHANOCH, KaK MPOBEPATh ApPeBOBUAHBINA 610K Mepkia Ha go-
cToBepHOCTD. IIOMHBIN y3en MoXeT NMpefoCTaBUTb NMOATBEPXAeHNE BKIIOYEHUA
INA NpeACTaBIAKIINX MHTepeC TPaH3aKLMIA 10 ceTeBO KoMaHAe merkleblock.
Ho otkypa nonHomy y3ny u3sBecTHO, KaKMe MMEHHO TPaH3aKLMM PEACTAB/AIOT
uHTEpec?

“ToHKMit” KIMEHT MOT 6b1 COOBIIMTD IOTHOMY Y31y CBOM afpeca (MM OTKpHI-
Thle Kmoun u3 cueHapus ScriptPubKey). TlonHblit y3en MoxeT npoBepUTb TpaH-
3aKLIMM, COOTBETCTBYIOLINE 3TUM aApecaM, HO B TO K€ BPEMA 3TO MOXET Hapy-
IIMTh KOHPUAEHLMANTBHOCTD ‘“TOHKOr0” K/IMeHTa. Beib “TOHKOMY” KIMEHTY BPAR
JIA 3aXO4ETCA PAacKpbIBATh IIOJTHOMY Y371y, YTO OH, HalpuMep, o6mafaeT cyMMoit
1000 6MTKOMHOB. YTeukyu KOHPUAEHIIMANTPHOCTH O3HAYAKOT YTeYKy MHPOpMaLmy,
1 B GUTKOIIHE, KaK IPaBU/IO, PEKOMEHAYETCA TP BCAKOM BO3MOXHOCTH U3beraThb
MIOOBIX yTeueK KOHPUAEHIMATBHOCTH.

Ho B ogHOM cny4ae “TOHKMIA” K/IMEHT MOXKET COOOIIUTD TIOTHOMY Y37y OCTa-
TOYHO CBefIeHUit, YTOObI CO3/{aThb HAOMHOMECNB0 BCEX MPEACTABIAIOLNX UHTEpeC
TpaH3aKumit. YTo6BI CO3RaTh TaKOe HaJMHOXECTBO, IPUAETCA BOCIONb30BATbCA
TaK Ha3bIBaeMbIM ¢unosmpom bnyma.

Y1o Takoe dpunbTp bnyma

Ounbtp bnyma cmyxur GuabTpom A1 BceX BO3MOXKHBIX TpaH3akuuit. [Ton-
Hble Y3/Ibl BBIIIOZTHAIOT TPaH3akuuy Yepe3 GunpTp bayMa M OTCHIIAIOT KOMaH/bI
merkleblock ansa BHINOMHEHUA MPOMYCKAaEMBIX Yepe3 HEro TpaH3aKLMM.

HomycTuM, 4TO BCero uMeercs 50 TPaH3aKIMiA, a “TOHKOTO” KIMEHTa MHTepe-
CyeT NMUIIb OFHA U3 HUX. B YacTHOCTH, “TOHKOMY” KIMEHTY TpebyeTcs “CKpHITD”
TPaH3aKILMIO M3 TPYINbI, COCTOAIEN U3 IATH TpaH3akumit. s sToro tpebyer-
ca GyHkums, cocTaBnsgomas 50 TpaH3akuit B 10 pasHbIX TPYI, YTOOBI MOTHBINA
y3€71 CMOT 3aTeM OTIIPAaBMTb, YCIOBHO FOBODSA, EAMHYIO TPYNITy TpaH3aKIuii. Takoe



TPYIIIMpPOBaHMe OBbINIO Obl OemepMUHLPOBAHHBIM, T.€. OHO JO/DKHO OBITH IIOCTOSH-
HO ofuHakoBbIM. Kak ke 3Toro mo6utsca? Pemenue B TOM, YTOOBI IOTYYUTD C
IOMOLIBIO Xell-GYHKIMY AeTePMUHUPOBAHHOE YMC/IO ¥ OCTATOK II0 MOAYIIO ANIA
OpraHM3aluy TPaH3aKUMI B TPYTIIIBL.

Ounprp BriyMa sABNsAETCA CTPYKTYpOi BBIYMCIUTENbHOM TEXHUKHM, KOTOPYIO
MOXXHO TIPMMEHUTD K I00bIM JaHHBIM U3 MHOXKeCTBA. JJOIYCTHM, 4TO MMeeTcs
opuH 3neMeHT Bpope ctpoku “HelloWorld” (3gpaBcTByit, Mup), ans koToporo Tpe-
6yercs co3pars ¢unbTp Bryma. [ins aToro notpebyeTcs Xeur-GyHKINMA, X IO3TOMY
BOCIIONIb3YeMCA YKe 3HaKoMoit HaM xeur-pyHkuueit hash256. Hike mokasaHo, ka-
KUM 06pa3oM IpoLecc BbIACHEHMA, K KaKOit MMEHHO TPYIIIIe OTHOCUTCSA AaHHBII
37IEMEHT, peain3yeTcs HEIIOCPENCTBEHHO B KOfe.

>>> from helper import hash256

>>> bit field size = 10 @

>>> bit field = [0] * bit_field size

>>> h = hash256(b'hello world') ®

>>> bit = int.from bytes(h, 'big') % bit_field size ©
>>> bit field[bit] =1 (]

>>> print (bit _field)

{o, 0, 0, 0, 0, 0, 0, 0, 0, 1]

© B nepemennoit bit field coxpanserca cmcok “rpynm” u3 10 sneMeHTOB.
® 3pech MCXORHBIM 3TEMEHT XeWIMPYETCA C IOMOILBI0 Xeur-yHKiyu hash256.

3nech ONy4eHHbIN pe3y/bTaT MHTEPIIPETUPYETCA KaK 1e/IOUMUC/IEHHOE 3HaYe-
HMe, [IpefCTaB/IeHHOe 6aiTaMM B 06PAaTHOM IOPALKE UX CNIEfOBaHMA, A TaK-
e 0cTaTKa mo Moaymo 10, 4To6bl olpenenuTs rpymny, K KOTOpOy OTHOCHTCA
JaHHBINA 3/IEMEHT.

@ 3pecs 0603HayaeTcsa rpynma, kotopas Tpebyercsa B ¢unbTpe bryma.

Bce, 4TO 6bI7I0 CAENMaHO B IIPUBEEHHOM BBIIIE KOAE, CXeMaTUYeCKM NOKa3aHO
Ha puc. 12.1.

TakuM obpasoM, paccMaTpyBaeMslit 3nech GuabTp Bryma cocTouT U3 criemylo-
ILVX 37IEMEHTOB.
1. Pasmep 6uroBOroO nons.
2. IIpuMenseMas xem-QyHKIMA, a TAIOKE AITOPUTM IPeob6Pa3oBaHMA B YUCIIO.

3. BuroBoe mone, 0603Havalolee MPeACTABIAIOIYI0 MHTEPEC TPyTIYy.
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Puc. 12.1. 10-pa3spaonviti punvmp Bnyma c 00Hum anemermom

Takoit GUNBTP NpUTOAEH A/1A €fUHCTBEHHOIO 3/IEMEHTa, TO3TOMY OH MOAXOAUT
M [/ MPeACTaBIAIOIIEro MHTepec afpeca, cueHapus ScriptPubKey i unentu-
¢dukaTopa TpaH3aKUMMU. A YTO Jie/aTh, €C/IM HaC MHTEpeCyeT He OfMH 3TIEMEHT?
BBIOTHUTE BTOPOJ 3/1eMEHT MOXKHO Yepe3 TOT XKe caMblif GUIBTP, a Takxke
YCTAQHOBUTB 1 B COOTBeTCTBYy0IeM 6uTe. M TOT/Ia MOMHBLI y3€7T MOXXET OTIPaBUTb
HeCKO/IBKO TPYIIN TPaH3aKUMi BMECTO OFHOM rpymmsl. VITak, cospapum GuabTp
Bnyma ¢ aBymsa anementamu (“Hello world” u “Goodbye”), Bocmonpsosasiucs
CTIEeRYIOIUM KOZIOM:
>>> from helper import hash256
>>> bit _field size = 10
>>> bit_field = [0] * bit field size
>>> for item in (b'hello world', b'goodbye'): 0
h = hash256 (item)
bit = int.from bytes(h, 'big') % bit field size
... bit_field[bit] =1
>>> print (bit_field)
, 0, 1, 0, 6, 0, 0, 0, G, 1]
© 3nech cospaeTcs GUALTP ALA ABYX 37EMEHTOB, XOTA JAHHYIO IIPOLIENYPY MOX-
HO paclMpUTDb U Ha 6o/Iblllee KOTUIECTBO 3/IEMEHTOB.

[Topsanok co3panua ¢unbrpa bnyma ¢ aByMA aneMeHTaMM CXeMaTHMYECKH I10-
Ka3aH Ha puc. 12.2.

Ecnu xonuyecTBO Bcex BOSMOXXHBIX 371EMEHTOB paBHO 50, TO 4yepe3 Takou
¢uneTp B cpenem Oyper nponymeHo 10, a He 5 MpeACTaBIAOIIMX MHTEPEC d/Te-
MEHTOB, KaK B TOM C/1y4ae, ey 6Bl OH OBUI OfHO3/IeMEHTHBIM. Belb B TaHHOM
cly4ae BO3BPAILIAIOTCSA [iBe IPYIIbI 3/IEMEHTOB BMECTO ORHOI.
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Puc. 12.2. 10-pa3spaonviti punvmp bayma
C 08YMS anemeHmamu

YnpaxHeHne 1

Paccunraiire dunbrp Bryma s crpok “Hello world” u “Goodbye’, npumenus
xem-pyHkumio hash160 x 6uroBomy oo pasmepom 10.

MpoaBuMXeHne Ha war panble

JlomycTuM, YTO IPOCTPAHCTBO BCEX 3/1EMEHTOB COCTaB/IAET 1| MU/IIMOH U Tpe-
6yercs OCTaBUTH pasMep IPYNIIBl paBHBIM 5. U s aToro morpebyercss Gpuasrp
Bnyma gnuuoit 1000000 / 5 = 200000 6uToB. IIpu 3ToM Kaxkgas rpynmna 6yaer B
CPeiHEM COCTOATb U3 5 3/IEMEHTOB, ¥ TOTA MBI IIOJTYYUM B 5 pa3 60/blile 3/1eMeH-
TOB, YeM HYXKHO, T.e. Tuib 20% OT BCEro KOMMYecTBa 371eMEHTOB OYAYyT IpeAcTaB-
nATH Ana Hac uHTepec. Ho mepegats aaHHble 06BeMoM 200000 6uToB mmu 25000
6aifToB He TaK-TO NPOCTO. MOXHO /M B TAKOM C/Ty4ae MOCTYIUTS Tyydie?

Ecnu Bocnonp3oBaThbcsA HECKONBKMMM Xenl-QyHKUMAMYU B GuabTpe Brayma,
TO MOXKHO 3HAYMTE/IbHO COKPAaTUTh pa3Mep 6urToBoro mons. Tak, ecnn mpume-
HUTh 5 XewI-QyHKUMIA K GUTOBOMY IOMIO pa3MepoM 32, TO B MTOTre IONTYyIUTCA
321/(27!5!) ~ 200000 BO3MOXHBIX KOMOMHALMIA U3 5 OUTOB B 3TOM 32-paspsAgHOM
none. A U3 1 MMIIMOHA BO3MOXHBIX 37IEMEHTOB B CPEHEM 5 O/DKHBI MMETb Ta-
KyI0 KoMOMHauuio u3 5 pa3panoB. Takum ob6pasom, BMecTo 25 K6aifToB B JaHHOM
CTy4ae MOXKHO IepefaTh uub 32 6ura mmm 4 baifra!

Huxe mokasaHo, kakMM 06pa3oM Takoi GpUIBTp peannsyeTcss HEMOCPENCTBEH-
HO B KOfie. [l IPOCTOTHI B IaHHOM IIpUMeEpE MUCTIONB3YIOTCA TO XKe caMoe 10-pas-
pAHOE 1107I€ U [1Ba NIPEACTABIAILIMX UHTEPEC 3TIEMEHTa.

>>> from helper import hash256, hashl60
>>> bit field size = 10
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>>> bit_field = [0] * bit field size
>>> for item in (b'hello world', b'goodbye'):
for hash_function in (hash256, hashl160): 1]

h = hash function(item)

bit = int.from bytes(h, 'big'} % bit field_size
- bit field(bit] = 1
>>> print(bit _field)
L, 1, 1,¢0,0 0, 0, 0, 0, 1]
© 3pech UMKIMYECKM BBHINOMHAKWTCA fBe pasHble xem-pynxuuu (hash256 u

hash160), Ho ¢ TeM ke ycriexoM MOXHO CAenaTh GOMbIIE.

[Topanox cosmanus ¢unpTpa bayMa ¢ AByMsa smeMeHTaMy ¥ Xelu-pyHKUMAMMU
CXeMaTMYeCcKy MOKa3aH Ha puc. 12.3.

Puc. 12.3. 10-paspaonviti punsmp Bayma c 0eyms
SNEMEHMAMY U Xetd- Py HKUUAMU

®unstp byMa MOXHO ONTMMU3UPOBATD, U3MEHUB KONTMYECTBO Xell-PyHKIMIA
¥ pasMep 6MTOroOBOro MO/A, YTOOBI MOMYYUTh TPebyeMyIo FOMIO TOXKHOIIOMOKM-
TE/IbHBIX pe3y/IbTaToB.

@unbTpbl bayma no npotokony BIP0037

B nporoxone BIP0037 ompenensiorcs ¢unpTpsl Bryma, npumeHsieMble nipyu me-
penade MaHHBIX 1O ceT. Hike mepeyncieHsl cBefeHMs, XpaHAMecs B OuasTpe
brnyma.

1. Pasamep 6MTOBOTO IONMA MIM KOMMYECTBO MMEIOLIMXCA TPymI. ITOT pa3Mep
ykasbiBaeTcs B 6aifTax (1o 8 6MTOB Ha KaXkAblit 6aMT) ¥ OKPYI/IAETCA MO Mepe
HeoOX0MMMOCTH.

2. KomnyecTBO XemI-QyHKIMIMA.
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3. “Hactpoiika’, cnoco6Has HeMHOTO M3MeHUTb GunbTp BnyMma, ecnu oH BcTpe-
TUT C/IMIIKOM MHOTO 3/IEMEHTOB.

4. ButoBoe mnone, mony4aeMoe B pe3y/nbTaTe BbINONHeHus GuabTpa Bryma Hap
NPeACTaB/AIIMY MHTEPEC 3/IEMEHTAMM.

HecMoTpsi Ha BO3MOXHOCTb ONpeAenuTbh HeMano Xxeu-¢yHkumit (sha512,
keccak384, ripemd160, blake256 u T.n.), Ha MpaKTVKe NpUMEHAETCSA eAUHCTBEHHAA
xelll-QyHKIMA, HO C pa3sHBIMM Ha4a/TbHBIMM CITyYaiiHbIMM 3HaueHuAMU. Bnarogaps
3TOMYy YNIPOILAETCA peanu3alus AaHHOro QuIbTpa.

M1 6yneM nonb3oBaTbcs 3hech Xell-QyHKuMelt, HasbiBaeMoy murmur3. B or-
nuume oT Xell-pyHKuum sha256, xem-pyHkuma murmur3 He ABNAAETCA KPUNTO-
rpadpuyeckyu 6e3onacHoM, HO AeiiCTBYeT HaMHoro 6bicTpee. M X0Ta AnA pemeHus
3afauyu QUIbTpALMM U TONYYEHUS AEeTEPMUHUPOBAHHOrO, PABHOMEPHO paclpe-
[leIeHHOTrO 3HaYeHUs MO MOAyNM0 Kpunrorpaduyeckas sammra He TpebyerTcs,
OHO TONIbKO BBIMTPaeT OT MOBbIIIEHNS GBICTPONENICTBUA, @ TOTOMY Xell-PyHKIMA
murmur3 60bllle TOAXORAUT ANA pelneHMA 3Toit 3ajaunu. HavanbHoe cnyvalinoe
3HayeHMe /1A xew-GyHKIMM murmur3 onpefiendeTca 1o clenykouei popmyrne:

i*0xfba4c795 + tweak

3pmecs fbadc795 — 3TO KOHCTaHTa AnA ¢puibTpoB Bryma, mpuMeHAeMbIX B 6UT-
KOJHe, i paBHO 0 AnA nepBoif xew-GyHKUMHU, 1 — ANA BTOPON Xeul-QYHKIMH,
2 — pna TpeTbeit Xell-QYHKUMM M TaK Aanee, a tweak — J0NA SHTPOIMM, KOTO-
pas MoXeT ObITh BBEfIEHA, EC/IY He YAOBIETBOPAIOT PE3YNIbTaThl OAHOM HACTPOMKH.
Xew-pyHKUMM U pa3Mep OGMTOBOrO MONA CMYXKAT [/ BBIYMCIEHUA CONEP>XUMOTO
6MTOBOrO 1NONA, KOTOpOE 3aTeM INepefaeTcs, Kak ITOKa3aHo HIDKe,

>>> from helper import murmur3 (1]

>>> from bloomfilter import BIP37_CONSTANT ]

>>> field size = 2

>>> num_functions = 2

>>> tweak = 42

>>> bit_field size = field_size * 8

>>> bit field = [0] * bit field size

>>> for phrase in (b'hello world', b'goodbye'): ©

for i in range(num functions): (1]

seed = i * BIP37_CONSTANT + tweak ()
h = murmur3(phrase, seed=seed) (]
bit = h % bit_field size

bit field[bit] =1

>>> print(bit field)

0, 0, 0, 0, 6, 2,1, 0,011 0,0, 0,0, 0]
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Xewr-¢ynkums murmur3 peanusyeTcs B UCXORHOM daitie helper . py TONbKO
Ha a3bIke Python.

KoncranTa BIP37_CONSTANT copepxut 4ncno fbadc795, ykasaHHoe B npo-
Toxosne BIP0037.

3nech UMKIMYECKY TTepeOUpaloTCA NPeACTAB/IAOLINE UHTEPEC ITTEMEHTHI.
3aech NpUMEHSAIOTCA ABe Xell-QYHKIMM.

3nech peann3yerca cbopmyna AN ONIpenenI€eHNUs Ha4aJIbHOTO cny‘iafmoro 3Ha-
YEHUA.

Xem-¢yHKuMA murmur3 BO3BpAIA€T CAYYaitHOE YMUC/IO, ¥ TIOITOMY €ro He
HY>KHO Npeo6pa3oBbIBaTh B 1L[€7I0€ YUCIIO.

B deTnipex u3 wwecTHaguaTH 6MTOB (T.e. ABYX 6aifTOB) peanTn3oBaHHOTO BbIlIe
¢unsTpa biyMa ycTaHOB/IeHa 1, M TO3TOMY BEPOATHOCTDb IIPOXOXKACHUSA IPOU3-
BOJIHOTO 3/71eMeHTa 4epe3 3TOT PpuasTp paBHa 1/4 x 1/4 = 1/16. Tak, ecin konude-
CTBO BCE€X 3/1eMEHTOB paBHO 160, K/IMeHT nony4yuT B cpegHeM 10 371eMEHTOB, 2 U3
KOTOPBIX 6YAYT NMpPeACTaBNATh MHTEPEC.

A Tenepb MOXXHO IIPUCTYIIUTD K ONpefie/IeHNIO K1acca BloomFilter, peanusy-
oouiero ¢punsTp Byma cnenytomum o6pasom:

class BloomFilter:

def _ init (self, size, function count, tweak):
self.size = size
self.bit field = {0] * (size * 8)
self.function count = function_count
self.tweak = tweak

YnpaxHeHue 2

Ecnu sagan ¢ounetp bryma ¢ mapamerpamu size=10, function count=5,
tweak=99, To Kakme 6aifThl yCTAHAaBNIMBAIOTCA I0C/Ie BBOAA NIPUBEREHHBIX HUXKE
aneMeHToB? (ITodcxaska: Bocnions3yiTech GyHKIMEN bit field to bytes() us
ucxoaHoro ¢aita helper.py A npeo6pa3oBaHus CONEPKMMOTO OUTOBOTO ITONA
B 6ajtThl.)

e b'Hello World’
e b'Goodbye!'’
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YnpaxHeHue 3

Hanumure Metopn add () ans xnacca BloomFilter, 4To6bl peann3oBaTh B HEM
BBOJ 3/71eMeHTOB B ¢unbTp Bnyma.

3arpy3ka ¢unbrpa bnyma

Kak Tonbko “roHkmit” KIMeHT cospacT ¢unpTp bryma, emy npupercs ysepo-
MUTB IIO/IHBIN y3e/1 06 3TOM GUIbTPe, YTOOBI MOMHBINA Y3€/1 CMOT OTIPAB/IATD MOA-
TBEpX[eHUA BKIOYeHuA. /s 3TOro “TOHKMI® K/IMEHT HOJ/DKEH, MpeX/ie BCeTo,
ycTaHOBUTDb 0 B JOTIO/THUTE/ILHOM IIpU3HAKe IePEeChUIKM U3 COOOIIeHNs 0 BepCUM
(cM. rnaBy 10). 3TMM IIOTHOMY Y31y YKa3bIBaeTCA He OTIPAB/IATb COOOIIEHUSA O
TpaH3aKLMAX, eCIM TONbKO OHM He MpoyayT ¢unpTp Brnyma nnu He 6yayT 3anpo-
IeHB! crenuanpHo. IToce yCTaHOBKM NIpM3HAaKa MEPECBUIKM “TOHKMIt” KIMEHT
HO/IXXEH MepefaThb IIOJIHOMY Y31y caM ¢uabTp Biayma. [lna sToro u cy>xuT KoMaH-
pa filterload, cTpykTypa KOTOpoOit IIpuBeaeHa Ha puc. 12.4.

Puc. 12.4. Peaynobmam cunmaxcu4eckozo ananusa xomanon: filterload

Onementn unsrpa Bryma kogupylorcsa B 6aitrax. buroBoe none, nonsa nop-
cyeTa Xell-(QYHKIMI Y HACTPOIKYM KOUPYIOTCA B coobiennu o ¢umbprpe Bryma.
A mocregHee mojne ¢ IpU3HAKOM COBIAfAIOLIETO 3/IEMEHTa CIY>XMT [JIA 3ampoca
TIO/THOTO Yy3/1a Ha BBOJ /IIOOBIX COBMA/AIOLIMX TPaH3aKuuit B GunsTp Bryma.

YnpaxHeHve 4

Hanunuure meton filterload () ans knacca BloomFilter, 4To6nl peanuso-
BaTb B HeM 3arpysky ¢unsTpa Bnyma.

Monyuexne apeBoBUAHBIX 6n0KoB Mepkna

“TonkoMY” K/IMEHTY NOTpebyeTcs ellje OfHa KOMaH/a, YTOOBI TOMTYYNTh U3 TIO-
HOTO y3/1a CBeleH!A 06 MHTEPeCYIOIMX ero TPaH3aKIMAX, HaXORALIMXCA B APEBO-
BUAHOM 6/10Ke 13 gepeBa Mepkna. CBegeHMA 0 6/10KaxX ¥ TPaH3aKLMAX Nepenaer
KoMaHpa getdata, a KOHKPETHBbIit TUII JaHHBIX, KOTOpble MOTPeOYIOTCA “TOHKOMY”
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K/IMEHTY U3 TIOTIHOTO y371a, HasblBaeTcA Punvmposannvim 6noxom. Takoit 610K sAB-
AeTCA 3aIpOCOM TPaH3aKUMI, IPOXOAAIMM Yepe3 duabTp Briyma B popme fmpe-
BOBMAHOrO 6110ka Mepkia. VIHBIMM CTIOBaMy, “TOHKMIT” K/IMEHT MOXKET 3allpOCUTD
ApeBOBUAHbIe 6710k Mepkiia, B KOTOpbIX HAXOAATCS TPaH3aKUMH, KOTOpble MHTe-
PecyioT JaHHOIO KIMeHTa U COBIAZIAl0T C KPUTEPUEM NPOXOXKAEHMA Yepe3 PUIbTp
bryma. CtpykTypa xomanab! getdata nmpusefieHa Ha puc. 12.5.

Puc. 12.5. Pesynsmam cunmaxcu4ecko2o ananusa xomanos getdata

KonuyecTso 3neMeHTOB JaHHBIX TMIIA varint o6o3HavaeT, CKOIbKO Tpebyer-
CS TaKMX 37eMeHTOB. KaXkfIblit 91eMeHT JAHHBIX OTHOCUTCS K KOHKPETHOMY THMITy.
B wacTHOCTHM, 3HaueHMe TMIIA 1 OTHOCUTCA K TpaH3akuuu (CM. I71aBy 5), Tmna 2 —
K 06BIYHOMY 6710KY (cM. r71aBy 9), TMHa 3 — K fpeBoBUMAHOMY 610Ky Mepkia (cM.
rnaBy 11), a TMma 4 — K KOMIIAaKTHOMY 610Ky (3TOT TUII B ZaHHOM KHUTe He pac-
CMaTpUBaeTcs).

B ucxomHoM daitne network. py MOXKHO CO3aTh CeAyollee COOOIIeHNMe:

class GetDataMessage:
command = b'getdata’

def _ init_ (self):
self.data = [] L) ]

def add data{self, data_type, identifier):
self.data.append({data_type, identifier)) (]

© Coxpanuts Tpebyrommecs 31eMeHTHl JAHHBIX.

@® BsecTu sneMeHTHI [aHHBIX B cOO61eHMe, ucnonb3ysa MeTop add_data().

YnpaxHeHue 5

Hanuunrte MetTop serialize () mnsa xnacca GetDataMessage, 4To6sI peanu-
30BaTh B HEM CepManu3alIMIoO [TOTy4aeMbIX 3/1€eMEHTOB JaHHBIX.
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HOHY‘IEHME npencrasnmomeﬁ MHTepecC TpaH3aKUUKn

“ToHKMI” KNMEHT, 3aTpy>Kawolmit urbTp bryma u3 momHOro yana, monyduuT B
CBOe pacropsbkeHHe Bce HeOOXOAMMbIe CBefleHNA, TO3BO/IAIOIME eMy YOeauThCA,
YTO MHTEpeCyIolle ero TPAH3AKUMUN AECTBUTENBHO BXOAAT B COCTAB KOHKpET-
HbIX 6/I0KOB, KaK ITOKa3aHO HMXKe.

>>> from bloomfilter import BloomFilter
>>> from helper import decode base58
>>> from merkleblock import MerkleBlock
>>> from network import FILTERED BLOCK DATA TYPE, GetHeadersMessage,\
GetDataMessage, HeadersMessage, SimpleNode
>>> from tx import Tx
>>> last_block hex = '00000000000538d5c2246336644f9a4956551afb44ba\
47278759ec55ea%12e19’
>>> address = 'mwJnlYPMq7y5F8J3LkCS5Hxg9PHYZ5KACFV!
>>> h160 = decode base58 (address)
>>> node = SimpleNode ('testnet.programmingbitcoin.com', testnet=True,\
logging= False)
>>> bf = BloomFilter(size=30, function count=5, tweak=90210) 0
>>> bf.add (h160) ()
>>> node.handshake ()
>>> node.send{bf.filterload()) o
>>> start block = bytes.fromhex(last_block hex)
>>> getheaders = GetHeadersMessage (start _block=start_block)
>>> node.send (getheaders) ]
>>> headers = node.wait for (HeadersMessage)
>>> getdata = GetDataMessage () o
>>> for b in headers.blocks:
if not b.check pow():
raise RuntimeError ('proof of work is invalid’)
getdata.add_data(FILTERED_BLOCK_DATA_TYPE, b.hash()) (]
>>> node.send{getdata) o
>>> found = False
>>> while not found:
message = node.wait for (MerkleBlock, Tx) ®
if message.command == b'merkleblock':
if not message.is_valid{(): o
raise RuntimeError('invalid merkle proof')
else:
for i, tx _out in enumerate (message.tx outs):
if tx_out.script pubkey.address{testnet=True} \
== address: (10)]
print ('found: {}:{}'.format(message.id(), 1))
found = True
break
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found: e3930ele566ca9b75d53b0eb%chb7607£547e1182d1d22bd4b661\
cfel8dcddfl:0

Cosparb Gunstp bryma pasmepom 30 6aifToB, MCTIONB3YIOWIMI Xell-QYHKIMK
¥ HaCTPOUKY, OCOOEHHO pacIpoCTpaHeHHYIo B 1990-e rofsl.

OT¢unpTpoBaTh O NMPUBEREHHOMY BbILIE A/[PECY.
Otnpasuts koManay filterload u3s cosganHoro ¢unpTpa biayma.

[Tony4nTh 3aronoBKYM 6/10KOB MOC/IE WECTHAALATEPUYHOTO HAEHTUDHUKATOpA
nocnenHero 6noka (last block hex).

CospaTp coobiuieHMe AnA NMONYYeHMA AAHHBIX A/ APEBOBMAHBIX 610KOB
Mepxiia, B KOTOPBIX MOTYT IIPUCYTCTBOBATh NPEACTAB/AIOLIME MHTEPEC TPaH-
3aKIIUH.

3anpocuTh ApeBOBUAHDINA 610K Mepkia, YTOObI YOEAUTHCA B HAIMYUM B HEM
IpeACTaB/IAOLIMX MHTEpEC TPaH3aKUMi. B 6onbumHCcTBe 610KOB OHM, BEpO-
AITHee Bcero, 6yAyT OTCYTCTBOBATb.

3anpocuThb B coobiennn s nony4eHus faHHsXx 2000 IpeBOBUAHBIX 6/I0KOB
Mepxia nocne onpenenenus 6710Ka Mo €ro MeCTHAALATEPUIHOMY UAEHTUDH-
karopy (last_block hex).

O>xnpate koMaHAb merkleblock, moaTBepXkAaoONle BKIIOYEHME, 2 TAKKE
KOMaHJBl tX, MpefOCTaBNAIOLLEeHA UCKOMYIO TPAH3aKLMIO.

IIposepuTh, MOATBEPXKAAET MM APEBOBUAHBINA 610K Mepkia BKIIOYeHME TPaH-
3aKIUMN.

Hajttu HemspacxopgoBanHbe BhIBOABI TpaH3akiuit UTXO no KoHKpeTHOMY
agpecy (address) u BrIBeCTHM HalieHHOE Ha 3KpaH.

B nanHOM cnyvyae nmpoaHanusupoBaHsl 2000 6/10K0B IOC/Ie KOHKPETHOrO 6/10Ka,

4TO6BI 0OHApYXUTh Hen3pacxofoBaHHble BbiBoAbl TpaH3akuuit UTXO, cooTseT-
CTBYIOIIIE€ KOHKPETHOMY afipecy. A IIOCKO/IbKY BCe Cle/IaHO 6€30 BCAKOM TTOMOILH
o6o3peBarensa 6/10KOB, B KaKOM-TO CTETIEHM 3TO COXPAHMU/IO HAIly KOHDUAEHLIN-
a/IbHOCTb.

YnpaxHeHue 6

ITonyunre upeHTUPUKATOP TEKyLIero 610Ka B ceTH testnet, OTIIpaBbTe cebe He-

MHOTO MOHET IIO CeTH testnet, HaliiuTe HEM3PACXONOBAHHBIN BBIBOJ TPaH3aKIIMH
UTXO, coOTBETCTBYIOIMIA STUM MOHETAM, He NONb3YACh 0603peBaTeneM O0KOB,
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co3paitTe TpaH3aKuMio, ucnonb3ys AanHbA UTXO B KayecTBe BBOAA, a TAKXKe Ile-
pewnmuTe coobienne tx mo cetu testnet.

3aKkniouenue

B 3T0it rnaBe 6bITO [IOKa3aHO, KaK CO3AaTh BCe, YTO TpebyeTcs AN MOAKIIode-
HMA “TOHKOro” KJIMEHTa [0 OJHOPAHTOBOM CETH, 3aIpOCa ¥ MOMydeHUs Heuspac-
XOIOBaHHbIX BbIBOAOB TpaH3akumu UTXO, Heo6XOnUMBIX /11 IOCTPOEHMUA TPaH-
3akuuu. Y Bce 3TO MOXHO CliefIaTh, COXPaHUB KOHQUAEHIMATLHOCTD C TOMOLIbIO
¢unvrpa byma. A Tenepp nepeitaeM K IPOTOKOMYy Segwit, onpenensioliemMy Ho-
BBII TUII TPaH3aKUuy, BHepeHHblt B 2017 ropy.
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FMABA 13
[ipotokon Seqwit

HasBanue Segwit (aHIT.) 03Ha4aeT “pasfenpHoe 3aBepeHue” U CIYXHUT 1A 06-
PaTHOM COBMECTMMOCTM MM HEPAaMKaNIbHOIO U3MEHEHHS B IPOTOKO/E KPUIITOBA-
TIOTHI (TaK Ha3bIBAEMOJ “MATKOI BUIKK ), BHEAPEHHOE B CETH OMTKOMHA B aBIyCTe
2017 ropa. HecMoTps Ha BC10 NpOTMBOPEYNBOCTD BHEAPEHUS JaHHOM TEXHOIOTUM,
ee QYHKIIMOHA/IbHBIE BO3MOXKHOCTH TPe6OYIOT HEKOTOPHIX MOSACHEHUH. B aTo ra-
B€ ONMCHIBAIOTCSA NPUHLMI EACTBUA MPOTOKONA Segwit, MPUYMHBI €ro 06paTHOI!
COBMECTMMOCTHU U YTO, COGCTBEHHO, OH aKTUBU3MUPYeT.

Ecnu xpatko, To B Segwit 6bIIM BHeIpeHBI MHOTME M3MEHEHUS, B TOM YMCIIE
CrlenyloLiue.

* VYBenuyeHue pasmepa 6moka

® YcTpaHeHMe NTOAATIMBOCTY TPaH3aKLIMi

* Konrpons Bepcuit Segwit, 4To6b! IPOACHUTD MY TH A/ OGHOBNIEHUA
» JcnpaBnenue anrroput™Ma KBaipaTU4HOTO XeUIMPOBaHUS

o ObecneyeHne 6e30MaCHOCTH BBIUMCIAEHMUSA OMIAThl U3 JJIEKTPOHHOTO KO-
1r€jibka B aBTOHOMHOM peXume

Ecnu He paccMOTpeTbh 0CO6EHHOCTH peanusaluu MPOTOKONMa Segwit, To ero Ha-
3HayeHue 6ymeT He BHONHe o4eBUAHBIM. [I03TOMY HauHeM C PacCMOTpPEeHUs 3Ne-
MEHTApHOrO TUIIa TPaH3aKIMy Segwit: OIIaTHI IO XEUIy OTKPBITOTO K/Il04a C pas-
RENbHBIM 3aBEPEHUEM.

Onnara no Xelwy OTKpbITOro Kniova
C pa3fe/ibHbIM 3aBepeHuem

Onarta o Xeury OTKpBITOro KI04a ¢ pasfenpHbiM 3aBepeHueM (p2wpkh) sB-
NIAETCA ONHUM U3 YEThIPEX ClieHapueB, ONPe/ic/IEHHbIX 10 TEXHONMOrMMu Segwit B
npotokonax BIP0141 u BIP0143. SToT yMHBI# KOHTPAaKT BO MHOIOM JReACTBYET



HOA06HO OIUIaTe MO XeIly OTKPHITOTO K/II04a, TO3TOMY OH OB/ M Ha3BaH CXORHBIM
o6pasom. [1aBHOe oT/MuKe OT cuieHapus p2pkh cocTouT B TOM, YTO aHHbIE LA
clieHapus ScriptSig Temepb HaXoAATCs B MHOJe 3aBepeHus. Takas peopraHusauus
CHeNaHa I YCTPaHeHNs MOJATIMBOCTY TPaH3aKIMM.

NMoaaTnMBOCTb TPaH3aKLUK

Iodamnusocms mpansaxyuu (transaction malleability) — saTo cnmoco6nocTs 13-
MEHATH UAEHTUGONKATOP TPAH3AKUMM, HE MEHAA ee Ha3HadeHNe, VICIONMHUTENbHBIN
AMpeKxTop 6Mpxxy kpunropamoTel Mt. Gox Mapk Kapnenec Ha3Ban nogatinsocTs
TPaH3aKUMM IPUIUHON, TI0 KOTOPON Ha 3TOI OMpie He paspellauch ONepaluy
1o U3bATUIO cpeAcTB B 2013 rony.

IMopaTnnBOCTb MAEHTUPUKATOPA CTY>KUT BXXHBIM COOOpaKeHMEM IpY CO3/a-
HUY IUIaTEXHBIX KaHA/IOB, KOTOPbIE SIB/IAIOTCS aTOMAPHBIMMU €IMHMI[AMU TIaTeX-
Horo mporokona Lightning Network. Mnentudukarop nogarinpoit TpaH3aKLuu
HAaMHOTO YC/IOXHsET 6e30macHoe co3flaHMe TPaH3aKLMiA B IIATeXHBIX KaHa/Iax.

TpyaHocTH, 06yC/IOB/IEHHBIE IOAATIMBOCTBIO TPAH3AKLMIA, OOBACHAIOTCA TEM,
uto upeHTudguKaTop (T.e. xeu-kof hash256) TpaH3aKLUMM BEIYMCIAETCA IO BCEH
TPaH3aKLMK B Lie/IoM. BonMbIIMHCTBO NO/Iell B TPaH3aKUMM HENb3s M3MEHMUTD, HE
NpU3HAB HEJOCTOBEPHOM MOANMCH JAHHOM TPAH3AKLIMM, & C/IEAOBATENBHO, U CaMy
TPaH3aKLMIO, I03TOMY TaKye II0/I He BBI3BIBAIOT 0COOBIX 3aTPyAHEHMI B OTHOILe-
HUY TIOAT/IMBOCTH, a IO CYIIEeCTBY, YASBUMOCTY TpaH3aKIMiA.

K uncny moneit, KoTopble JONYCKAIOT KaKoe-TO MaHUOYMMpoBaHue 6e3 Hpyu-
3HaHUA MOANMCH HeNeNCTBUTENbHOM, OTHOCUTCA NoJe ScriptSig Ha KaX oM BBO-
ne TpaHsakuuu. [Tone ScriptSig onopo>xHsAeTCs Mepes Co3aHMeM Xella HOAIMCH
(cM. r1aBy 7), ¥ HO3TOMY €ro COlep>KMMOe MOXKHO M3MEHUTh, He HAPYLIMB HOCTO-
BEPHOCTH NofnucK. Kak MoscHANOCH B I71aBe 3, MOAIMCH CONEPXKAT CTy4aiHyIo CO-
CTaB/IAKOILYIO, 3 3TO O3HAYAET, YTO ABA pPa3HbIX N0/ ScriptSig MoryT, no cymecTny,
03Ha4aTh OFHO M TO XK€, XOTS M pas3Iu4aTbcs nobaiTHo.

BcnenctBue atoro mone ScriptSig oka3pIBaeTCA nOOGMAUBbIM, T.€. €TO MOXKHO
M3MEHUTDb, He MeHAS ero Ha3HadyeHKe. ITO O3HAYaeT, YTO MAEHTUPHUKATOP TpaH-
3aKLMM M BCA TPaH3aKUUA B LI€7IOM OKa3bIBAIOTCA MOAATAMBLEIMU. [lomaTnmBocTh
UaeHTU(UKATOPA TPaH3aKLMM O3HAYAET, YTO /M0Oble 3d8UcUMble TPAH3AKLIUY, K
KOTOpBIM OTHOCHUTCS M06as TpaH3aKUMA, PACXOAYIOIAsA OfUH U3 IOAATIMBBIX
BBIBOJOB TPaH3aKUMM, He MOTYT ObITh CO3/{aHbI NIOZOGHBIM 06pa3oM, 4TOOBI ra-
PaHTUPOBATb €€ JOCTOBEPHOCTb. Xelll IpeAbIAyIiel TPAH3AKLMIN HE ONpENe/IeH,
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a ClIefoBaTeNbHO, TAPaHTUPOBATb AOCTOBEPHOCTD COEPXKMMOTO 110711 BBOAA 3aBU-
CUMOM TpaH3aKLIMM HemNb3s.

Kaxk npaBuno, 3To He BbI3bIBaeT 0COOBIX 3aTpyAHeHMit. Beab kak TONbKO TpaH-
3aKLMA BXOAUT B LIETIOYKY O/IOKOB, €€ MAEHTUPUKATOP OCTaeTCs PUKCUPOBaHHBIM
u 6onblle He IOAAAETCA U3MEHEHMAM, II0 KpaitHelt Mepe He TpeOyeT IOMCKa NOA-
TBepx/AeHus paborbl! Ho B nmaTeXxHbIX KaHanmax 3aBUCHMMble TPaH3aKLMM CO3/a-
I0TCA npexcde, 4eM (POHAMPYIOIAA TPAaH3AKLMA BBOAUTCS B LIETIOYKY 6TI0KOB.

YcTpaHeHue nofaTAMBOCTYA TPaH3aKLUUA

YT06bI YCTPaHUTD MOAATIMBOCTD TPAH3AKLIMY, JOCTATOYHO OMOPOXHUTH IONE
ScriptSig u pasMecTUTb AaHHbBIe B APYTOM IIONe, KOTOpOe He MpUMEHsAeTCS As
BBIUMC/IEHNUS UAIEHTUPUKATOpa TpaH3akuum. B cuenapuu p2wpkh noanuce u ot-
KPBITHIN K04 ABJIAIOTCSA 3NIEMEHTaMMU, M3B/IeKaeMbIMU U3 nonA ScriptSig, a cnemo-
BaTe/MbHO, MX MOXXHO IIePEMECTUTD B IIONle 3aBepeHUs, KOTOpoe He NpUMeHAETCA
I BHIMMCTIEHUS UAEHTUOMUKATOPa TpaH3aKuyuK. TakuM 06pa3oM, UAeHTUDHUKATOP
TPaH3aKLMM OCTAETCA YCTOMYMBBIM IO Mepe MCYe3HOBEHUS BEKTOpa MOAATINBO-
ctu. Ilone 3saBepeHMs U pe3ynbTaT cepuanu3aLMy BCelt TPaH3aKLMY IO MPOTOKO-
ny Segwit OTIIPaB/IAIOTCA TONBKO TEM Y371aM, KOTOPbIE MX 3alpallunBaioT. VIHbIMK
CTOBaMM, IIPeXXKHME Y37Ibl, KOTOPble He MepellIi Ha TeXHONoruio Segwit, He npu-
HMMAIOT II0/Ie 3aBepeHNs U He IPOBEPAIOT JOCTOBEPHOCTh OTKPBHITOIO KII0Ya U
TIOAIHCH.

3TO KaXeTcs y>Ke 3HAKOMBIM, ¥ TaK OHO U ecThb. Beab 3T0 moxoxe Ha cLieHapuit
p2sh (cM. r1aBy 8) B TOM OTHOILIEHMM, YTO HOBBIE Y371bl BBIMOMHSAIOT JOMONTHUTENb-
HYIO IIPOBEpPKY AOCTOBEPHOCTH 10 CPABHEHUIO CO CTAPbIMM y371aMu. VIMeHHO 1o-
aroMy Segwit M Ha3biBaeTCA “MATKOM BUIKOI (T.e. 0OpaTHO COBMECTHMMBIM 06-
HOBJIEHMEM TIPOTOKO/IA), @ He “OKeCTKO} BUAKOIL (T.e. 06paTHO HECOBMECTUMBIM
06HOBIEHMEM TIPOTOKOTIA).

Tpan3akuuu no cueHapuio p2wpkh

YT06BI CTan MOHATHee IPUHLMIL AeACTBUA Segwit, 10/1e3HO [T0Ka3aTh, KaK BbI-
IIAGMT TPaH3aKLUMsA, KOTA OHa OTChIIaeTCsA CTapoMmy y3ny (puc. 13.1), B oTnnune
OT HoBorO y3na (puc. 13.2).

Pasnuune pesynbTaToB cepuanmsaunuu, NpuBefeHHbIX Ha puc. 13.1 u 13.2, co-
CTOMT B TOM, YTO BO BTOPOM Clly4yae TpaH3aKLMA, cCepUanu3upoBaHHaA 10 Ipo-
TOKONy Segwit, COmep>XMUT Monsg Mapkepa, IpU3HaKa M 3aBepeHusA, a B OCTajb-
HOM 06e TpaH3aKUMM OAMHAKOBBI. VINEHTU(PUKATOp TpaH3aKLMM OKa3blBAETCs
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HEMOAAT/IMBbIM IIOTOMY, YTO B IIEPBOM CIy4a€ CEPUATUIALINA CTYXXUT OJIS BBIUUC-
JICHUA merTmbm(aTopa TpaH3aKLI M.

Puc. 13.1. Onnama no xeuty ompuimozo Kno4a ¢ pasdenvHvim 3a8epeHuem
(p2wpkh) 0o eHedperus npozpammrozo obecnewernus no npomoxony BIP0141

Puc. 13.2. Onnama no xeuty omxpuimozo Ko4a ¢ pasoensHoim 3asepeHuem
(p2wpkh) nocne enedperus npozpammrozo obecneueruss no npomoxony BIP0141

ITone 3aBeperus B p2wpkh copiepXuUT MOANUCH M OTKPHITHIA K/IIOY B KayecTBe
ABYX €ro 3/1€eMEHTOB. 3TO IOJIe CYXUT A/A NPOBEPKM AOCTOBEPHOCTH TONBKO
o6HoBNeHHbIX y3710B. [lone ScriptPubKey ana p2wpkh copepxut nocnegosatens-
HOCTb KOMaHJ OP_0 <20-6astToBrnt xem>, mone ScriptSig mycro, kak cregyeT us
puc. 13.1 n 13.2, a o6'beuHeHHDII CLieHapuil IpUBefeH Ha puc. 13.3.
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Puc. 13.3. Ilons ScriptPubKey u ScriptSig ons onnamvt no xeuty
OMKPBIMO20 KNI04A ¢ pa3denvHuiM 3a8eperHuem (p2wpkh)

Ob6paboTka 06BeIMHEHHOrO ClieHapUsA HAaYMHAETCA TaK, KaK [O0Ka3aHO Ha
puc. 13.4.

Puc. 13.4. HauanvHoe cocmosaHue
cueHapus p2wpkh

Onepauus OP_0 pasmemaer 0 B cTeke (puc. 13.5).

CueHnapwii Crex

( <20-6aitroswiii xew> ) ( 0 )

Puc. 13.5. Ilepeas cmaous 6vinonHeHus
cueHapus p2wpkh

20-6aTOBBIN Xelll ABAAETCA 37IEMEHTOM M I103TOMY pa3MeIaeTcs B CTeKe
(puc. 13.6).

Puc. 13.6. Bmopas cmaous evinonHeHus
cueHapus p2wpkh

Ha maHHOI cTagum cTapble y3/bI OCTaHOBATCS, IIOTOMY 4TO B CTeKe 6osblie
He OCTaeTcs KOMaHA Script amsa o6paboTkyu. A MOCKONBKY Ha BepLIMHE CTeKa
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HaXOAMTCS HEHY/EBOM 3/IEMEHT, OH OyAeT TPaKTOBaTbCA KaK JOCTOBEPHBIN ClieHa-
puit. VI aTo 04eHb NOXOXe Ha p2sh B TOM OTHOLIEHUM, YTO CTapble Y3/1bi 60onblIe
He CMOTYT BBIIIO/IHATbH NPOBEPKY Ha IOCTOBEPHOCTb, @ HOBbIE Y3/Ibl OYRYT Aeit-
CTBOBaTb 110 0COOOMY IpaBUIy Segwit, Bo MHOrOM NoORo6HOMY 0CO60MY TIpaBUITy
ans p2sh. Kak ynomuHanoch B rnaBe 8, KOHKpeTHas IOCIEfOBATEIbHOCTb KOMaHA
clieHapua <RedeemScript> OP HASH160 <xem> OP_EQUAL npMBOAMUT B AEMCTBUE
ocoboe npaBuno s p2sh.

A B p2wpkh noc/negoBaTeNIbHOCTb KOMaHJ ClieHapus TakoBa: OP 0 <20-6ajt-
TOBES! Xem>. Korga B clieHapuy BCTpedaeTcsa TaKas IOCTef0BaTe/IbHOCTb KOMaH/,
OTKPBITHI} K/I0Y M TOAMNCh U3 NONSA 3aBepeHusa u 20-6aifTOBbIA Xel BBOAATCA
B Ha6Op KOMaHI MMEHHO B TaKOJ MOCIESOBAaTeNbHOCTH, Kak U B p2pkh, a umen-
HO: <noxamuce> <OTKPHTEY Koy> OP_DUP OP_HASH160 <20-6anToBrit Xem>
OP EQUALVERIFY OP CHECKSIG. CocTosHMe BHIIOMTHeHMs clieHapus p2wpkh Ha
cnenyloileit cTaguu NpUBEAEHO Ha puc. 13.7.

Puc. 13.7. Tpemvs cmaous 8vinonHeHus
cueHapus p2wpkh

OcTtanpHas 4acTh 06paboTku crieHapusa p2wpkh BbimonHseTCA TakuM ke obpa-
30M, Kak ¥ cueHapus p2pkh (cm. rnaBy 6). A ero kOHeYHOe COCTOSTHME OT/IMYaeTCA
TeM, 4TO B CTEKe OCTaeTCsl TO/MBKO 1, HO /IUIUbL B TOM clydae, ecnu 20-6aiATOBBI
xel npencTaBnser coboit xem-kop hash160 oTKpeITOro K/m04a, a NOANMCDH fe-
CTBUTeNbHa (puc. 13.8).

Puc. 13.8. Yemaepmas cmaous
8bINOTHEHUS CyeHapus p2wpkh
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B crapom y3ne o6paboTka ocTaHaBNMMBaeTCs, ecu <2(-6a4TOBES! Xem> paBeH
HY/II0, TOCKO/IbKY CTapbIM y3/1aM HeU3BeCTHO ocoboe mpaBuiao Segwit. M numb
B 0OHOB/IEHHBIX y3/1aX OyAeT BBIIO/MTHEHA OCTa/lbHasA YacTb MPOBEPKU JOCTOBEP-
HocTH, Kak u B p2sh. CrenyeT, ogHako, ¥MeTb B BUAY, YTO 00beM HaHHBIX, KO-
TOPBIMM OOMEHMBAKOTCA O0GHOB/ICHHBIE Y3/IbI, OKa3bIBa€TCA MEHbIUe, YeM 06beM
CTaphIX y3710B. Kpome TOro, y3nam npenocTaBia€eTcA BOSMOXKHOCTDb He 3arpyKaTh,
a C/Ie[lOBaTeNbHO, M He IPOBEPATb TPAaH3AKUMU, €C/TM OHM YCTapelyu Ha X 6/I0KOB.
ITo cymecTBy, noanuck 3aBepeHa MHOTMMM JMIAMMU, M TIO3TOMY y3€/1 MOXET J0-
BEPUTBHCA UM, [IOCYUTAB €€ [IeCTBUTENILHOM BMECTO TOTO, YTOOBI IIPOBEPUTD €e
[OCTOBEPHOCTb HENOCPEACTBEHHO.

CrnenyeT Taxke MMeTb B BURY, YTO AaHHOE 0C0H0€e IIPaBU/IO0 OTHOCUTCA K Bep-
cum 0 mpoTokona Segwit, a B Bepcuu Segwit 1 npouenypa o6pa6oTku MoxeT ObITH
coBceM fipyroit. B 4acTHocTH, <20-6astToBEST Xem> 1 MOXeT 6BITh 0c060it cle-
HapHOM NOC/Iel0BaTeIbHOCTDIO, IPUBOAALLEN B AeiicTBME fpyToe IpaBuo. B no-
clepyomux o6HoBNMeHMAX Segwit MoryT 6bITh BHeapeHs! mopnucu IIHoppa, Tex-
Honorua Graftroot unu Boobue Kpyrue CUCTeMBI cLieHapueB Bpope Simplicity.
ITporokon Segwit mpegocTaB/AeT ACHBIA NMyTh K OGHOB/IEHNIO, ¥ NTPOrpaMMHOE
obecneyeHne, Cnoco6Hoe MPOBEPUTD JOCTOBEPHOCTL Bepcum Segwit X, 6yaer nmpo-
BEpATb NOR06HBIE TPAH3aKIIMM Ha JOCTOBEPHOCTb. A IporpaMMHoOe obecneyenue,
He CIIoco6HOe NTPOBEPUTD AOCTOBEPHOCTD Bepcuy Segwit X, mpocTo 6yReT BBINON-
HATb 06pabOTKY BIIOTH IO TOTO MECTA, ITie BCTYTIaeT B A€iCTBME 0CO60€E IPaBUIIO.

Cuenapuit p2sh-p2wpkh

Cuenapuit p2wpkh 3amedareneH, HO, K COXa/leHUIO, 3TO HOBBI TUI CLieHa-
pus, a NpeXXHUe KOWIETbKM He CIIOCOOHBI IepechlaTh GMTKOMHBI 110 ClieHapy-
aM ScriptPubKey ana p2wpkh. B p2wpkh npumenserca HoBblit GopMaT afgpecos
Bech32, onpenenennnlit B nporokone BIP0173, Ho B cueHapusax ScriptPubKey
TIpeXXHMUX KOIIENIbKOB HEM3BECTHO, KaK GOPMMPOBATh Takue afpeca.

ABTOpHI Segwit 1306 peny MCKYCHBIN crToco6 obecneynTs 06paTHYI0 COBMECTH-
MocTb Segwit, “3akmounB” p2wpkh B 06010uKy p2sh. 310 Tak Ha3bIBaeMBbIi “B7O-
JKEHHBIiT” TIPOTOKON Segwit, MOCKONbKY clieHapuit ScriptPubKey BrioxeH B cueHa-
puit RedeemScript mma p2sh.

Anpec p2sh-p2wpkh apnsetca o6prynbpIM agpecoM p2sh, Ho none RedeemScript
COEPXUT IOC/ENOBATENBHOCTh KOMaH] OP_0 <20-6a#ToBED! xem> UK ClieHa-
puit ScriptPubKey ana p2wpkh. Kak u B p2wpkh, Tpansakuun oTchinatorcs cra-
pbiM y3naMm (puc. 13.9), kak ¥ HoBbIM y3naM (puc. 13.10).
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Puc. 13.9. Onnama no xewly CueHapus u OmKpbvimozo Kaw4ua ?asbeﬂbubm
3aseperuem (p2sh-p2wpkh) 0o eHedpeHus npozpammHozo obecneveHus
no npomoxony BIP0141

Puc. 13.10. Onnama no xewsy CyeHAPUS U OMKPHINO20 KOUA C PA30ENbHBIM
3aseperuem (p2sh-p2wpkh) nocne sHedpeHUs npozpammHozo obecneveHus
no npomoxony BIP0141

OT/m4me paccMaTpMBaeMoro 37iechb BIOXKEHHOTO cLieHapus oT p2wpkh cocrout
B TOM, 4TO nojte ScriptSig 6o/bliie He ABIAETCA MyCTHIM. B HeM copepXuTcs cle-
Hapuit RedeemScript, 4To paBHO3Ha4HO cLieHapuio ScriptPubkey B p2wpkh. A mo-
CKO/IbKY 3TO 4acThb cueHapus p2sh, mone ScriptPubkey oxasbiBaeTcss TakuMm e,
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Kak ¥ B mo6oM apyroM cueHapuyu p2wpkh. Ha puc. 13.11 nokasaHo, KaK BBITIAAUT
06beaMHEHHBII CLIEHAPHIL.

Puc. 13.11. Ilone ScriptPubKey 6 p2sh-p2wpkh oxa3vigaemcs
maxum xe, kax u obviuHoe none ScriptPubKey 8 p2sh

Borumcnenne o6beRMHEHHOTO ClLieHapUs HAYMHAETCA TaK, KaK ITOKa3aHO Ha
puc. 13.12.

Puc. 13.12. Hauanvroe cocmosnue cuenapus p2sh-p2wpkh

Cnenyet, onHako, MMeTb B BUAY, YTO KOMaH/bI, KOTOpBIE JO/DKHBI 06pabathl-
BaTbCsl, OKa3bIBAIOTCA TAKMMM Ke, KaK M Te, KOTOpbIe IPUBOASAT B AECTBUE OCO-

60e npaBuno B p2sh. B wacTHOCTH, crieHapuit RedeemScript HanpaBnseTca B cTek
(puc. 13.13).

Puc. 13.13. Ilepsas cmadus évinonnenus cyenapus p2sh-p2wpkh

Onepanus OP_HASH160 Bo3BpaTuT Xelll 1o cleHapuio RedeemScript (puc. 13.14).

[TonyyeHHBIN B MTOTE XeIll HAIPABUTCA B CTEK, a 3aTeM OYAET BLINONHEHA KO-
MaHfa OP_EQUAL (puc. 13.15).

Ecny Ha gaHHOM CTafuy XEMy OKaXYTCA OFMHAKOBBIMM, TO B CTAphIX y3/ax
(mo BHempenus mpoToxona BIP0016) BBox TpaH3akuum 6yHeT NPOCTO OTMEYEH KAk
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ABOCTOBEPHBIN, TTOCKONbKY B 3TUX y3/71aX HEM3BECTHBI NMpaBua IPOBEPKU LOCTO-
BEPHOCTH, IpUMeHseMble B p2sh. A B HOBBIX y3/1aX (II0C/e BHEpeHMA MPOTOKO/A
BIP0016) pacro3HaeTcs 0cobas mocmeRoBaTeNbHOCTb A CLieHapuA p2sh, u mo-
sToMy cuieHapuit RedeemScript 6yner 3aTeM BerumcieH B Bue komaHg Script. Cue-
Hapuit RedeemScript cocTouT 13 nocneaoBaTenbHOCTH KoMaHA OP 0 <20-6asTo-
BEIT Xem>, 4TO paBHO3Ha4HO cueHapuio ScriptPubKey mnsa p2wpkh. Takum obpa-
30M, COCTOSIHME CLIeHapUs Ha JaHHOM CTafuy OyfeT BBITIARETD TaK, KaK MOKa3aHo
Ha puc. 13.16.

Puc. 13.14. Bmopas cmadus évinonHeHus
cyenapus p2sh-p2wpkh

Puc. 13.15. Tpemvst cmadus 8binoOnHeHUst
cyenapus p2sh-p2wpkh

Puc. 13.16. Yemsepmas cmaous
8binONHeHUS cyueHapus p2sh-p2wpkh

9TO AOMKHO OBITH YXKe 3HAKOMO, ITOCKO/IbKY HaIlOMUHaeT COCTOAHMUe, C KO-
TOpOTO HauMHaeTCs BbIOMHeHMe cleHapus p2wpkh. ITocne omepanuu OP 0 u
20-6aitTOBOTO Xellla B CTEKe OCTAETCA HY/b, Kak ITOKa3aHo Ha puc. 13.17.

Ha aroit craguyu cTapsle y3abl (B0 BHeApPEHMs IMPOTOKONa Segwit) OTMeTAT
[aHHBbI BBOJ TPaH3aKLMM KaK AOCTOBEPHBIN, IIOCKOIBKY MM HEU3BECTHBI IIpa-
BU/Ia IPOBEPKY OCTOBEPHOCTH, MPUHATHIE B Segwit. A BOT HOBbIE Y3/IBI (ITOCTE
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BHeJIpeHNs1 IPOTOKO/Ia Segwit) Paclo3HAIOT 0COOYI0 OCTIEROBATENBHOCTD /1A CLie-
Hapus p2wpkh. IToanuces M OTKPBITHI KI0Y U3 IO/ 3aBEpeHNUs HapAay ¢ 20-6ait-
TOBBIM XellleM OyAyT BBefieHbl B HA60Op KOMaHA A cueHapusa p2pkh (puc. 13.18).

Puc. 13.17. IIamas cmadus evinoaHeHus
cuenapus p2sh-p2wpkh

Puc. 13.18. lllecmas cmadus
ebinonHenus cuenapus p2sh-p2wpkh

OcranbHas 4acTh 06pabOTKM pacCMaTpMBaeMOTO 3/1eCh CLIEHapUs TaKad XKe,
Kak u ana p2pkh (cm. rmasy 6). Ecii mognmce M OTKpHITBHIA K04 NIPU3HAHBI el -
CTBUTENIbHBIMY, TO B CTEKe OCTaeTcsA 1, Kak Ioka3aHo Ha puc. 13.19.

Puc. 13.19. Koneunoe cocmosatue
cuenapus p2sh-p2wpkh

Kak BuauTe, TpaH3aKuMyu 1o BIO>KEHHOMY clieHapuio p2sh-p2wpkh sBisror-
cA 06paTHO COBMECTMMBIMM BIUIOTH 4O BHegpeHus mpoTokona BIP0016. Bonee
cTapble y3isl (fo BHegpeHus npoTokona BIP0016) mocyuramT cueHapuit A0CTO-
BepHBIM, ecu cueHapuu RedeemScript okasanuch ogyHakOBBIMM. A MeHee CTa-
pble y3nbl (mocne BHegpeHus mpoTokona BIP0016, Ho fo BHefpeHUA NMPOTOKONA
Segwit) MOCYMTAIOT CLieHapUif FOCTOBEPHBIM IO 20-6aifToBOMY Xemry. Bnpodem, u
T€, M APYTHE Y37IbI BHIIOMHAT IPOBEPKY AOCTOBEPHOCTYU HE MOMTHOCTHIO U IPUMYT
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TpaH3aKuio. /1 HakoHell, HOBbIE Y3/IbI (ITOC/Te BHEAPEHUA IPOTOKONA Segwit) BBI-
HO/IHAT NPOBEPKY KOCTOBEPHOCTM IOMHOCTBIO, B TOM YMC/Ie IIPOBEPKY NOAMMUCH
Y OTKPBITOrO KJII0Ya.

-
|

Bce nn moryT pacxoaosartb BbiBOAbI TPaH3aKL WA NO
nporokony Segwit

ITpoTuBHMKM NpOTOKONMA Segwit Ha3BamyM BBIBOABI TPaH3aKLMil 10
NpOTOKONIY Segwit “HOCTYIHBIMM BCAKOMY I/ISl PacXofgoBaHus . ITo
610 6BI BepHO, ecmu 6bI GUTKONH-COO6IIECTBO OTBeprIO Segwit.
VIHpIMM C7TOBaMy, ecmu Obl MaTepuMalbHO 3aMHTEPECOBAHHAA 4acTh
6MTKOIMH-CO001eCTBa OTKa3a/Iach BBINONHATb ITPOBEPKY AOCTOBEP-
HOCTH ITO IPOTOKONMY Segwit ¥ aKTMBHO OTAENUIACh OT CETH, IPUHM-
Mas TO/MBKO Te TPaH3aKLMM, KOTOpble ObIIM HEXOCTOBEPHBI IO NpPO-
TOKONTy Segwit, TO BBIBOABI TAaKMX TPaH3aKLuit ObIIM 6B JOCTYIIHBI
JU/IS PacXofOBaHMA BCAKOMY. TeM He MeHee IIPOTOKON Segwit ObIn
BHEpeH IO CaMbIM Pa3HBIM NPUYMHAM SKOHOMMYECKOIO XapaKTepa,
a pasjieNleHMA CeTH He MPOM3OLI/IO, ¥ HeMano GUTKOMHOB Temepb 3a-
6/10KMpOBaHbl Ha BBOAAX TPaH3aKILMit Segwit, KOTOpble IPOBePEHDI
Ha JOCTOBEPHOCTb IO MPAaBM/IAM ‘MATKOM BMIKM B OONBIIMHCTBe
3KOHOMMYECKM 3aMHTEpPeCOBAHHBIX Y3/I0B. VI Temepb MOXHO C yBe-
PEHHOCTBIO CKa3aTh, YTO MPOTUBHMKM NPOTOKONA Segwit ObIIn He
TIpaBbl.

lporpaMMHan peanusauua cueHapues
p2wpkh u p2sh-p2wpkh

I[TepBoe M3MeHeHMe Mbl coOMpaeMcs clenaTh B Kinacce TX, riae TpebyeTcsa mome-
TUTb TPAaH3aKIMIO KaK OTHOCAINYIOCA K Segwit MM ApyroMy ImpoTOKOmy:

class Tx:

command = b'tx'

def _ init__(self, version, tx_ins, tx_ outs,
locktime, testnet=False, segwit=False):
self.version = version
self.tx_ins = tx_ins
self.tx outs = tx_outs
self.locktime = locktime
self.testnet = testnet
self.segwit = segwit
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self. hash prevouts = None
self. hash sequence = None
self. hash outputs = None

3areM BHeceM M3MeHEeHUA B METON parse () B 3aBUCMMOCTH OT IIo/Iy4a€Moro
pe€3ynbpTaTra cepuaan3anuy, Kak II0Ka3aHO HMXKe.

class Tx:
@classmethod
def parse(cls, s, testnet=False):
s.read(4) (1]
if s.read(l) == b'\x00': o
parse_method = cls.parse segwit
else:
parse_method = cls.parse legacy
s.seek(-5, 1) ©

return parse method(s, testnet=testnet)

@classmethod
def parse legacy(cls, s, testnet=False):
version = little endian_to_int(s.read(4)) o
num_inputs = read_varint(s)
inputs = []
for _ in range(num_inputs):
inputs.append(TxIn.parse(s))
num_outputs = read varint{(s)
outputs = []
for _ in range (num outputs):
outputs.append (TxOut.parse(s))
locktime = little _endian_to_int(s.read(4))
return cls(version, inputs, outputs, locktime,
testnet=testnet, segwit=False)

O IIpoananusyvpoBaTh MATHIA H6aiT, YTOOB! BBIACHUT, OTHOCUTCA U MPOBEPS-

eMas TpaH3akIuA K nporokony Segwit. [lepBrie yeTsIpe 6aifTa 0603HaYaOT
BEPCUIO, @ NATHINA 6aliT — Mapkep Segwit.

®© Ecau naThit 6aiiT paBeH HYIIO, 3TO O3HAYaeT, YTO JAHHAA TPaH3AKLMA OT-
HOCHUTCS K IIPOTOKONY Segwit (3TOT KpUTEPMI UCTIONB3YeTCs 37€Ch HECMOTPSA
Ha TO, YTO OH HEHaJleXXeH). B 3aBMCUMOCTH OT TOrO, OTHOCUTCA /U TPaH-
3aKIuA K NpoToKony Segwit, 3eCh IPMMEHAIOTCA pa3sHble CMHTaKCHYeCKuUe
aHa/IM3aTOPBbL.

© BepHyTb NOTOK B COCTOSHME, PENIIECTBYIOLIEE TPOBEPKE NEPBBIX MATH GaiiTOB.

© 3necs npexxHnit MeTox parse 3amelaeTcs HOBBIM METOAIOM parse legacy ().
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Huxe npuBefeH cMHTAaKCHMYeCKMIt aHANM3ATOp pe3ynbTaTa Cepuanusaliuy 1o
IIPOTOKONY Segwit.

class Tx:

@classmethod
def parse segwit{cls, s, testnet=False):
version = little endian to_int(s.read(4))
marker = s.read(2)
if marker != b'\x00\x01': o
raise RuntimeError (‘Not a segwit transaction {}’
.format (marker))
num_inputs = read_varint(s)
inputs = []
for _ in range(num inputs}:
inputs.append(TxIn.parse{s))
num_outputs = read varint(s)
outputs = []
for _ in range(num_outputs):
outputs.append (TxOut.parse(s))

for tx_in in inputs: (]
num_items = read varint(s)
items = []

for _ in range(num_ items):
item len = read varint(s)
if item len ==
items.append(0)
else:
items.append(s.read(item len))
tx_in.witness = items
locktime = little endian_to_int(s.read(4))
return cls(version, inputs, outputs, locktime,
testnet=testnet, segwit=True)

o 3116Cb MMEIOTCA OBA HOBLIX IIONIA, U B OMHOM M3 HUX conepxm‘c;{ Mapxep
Segwit.
9 A BO BTOpOM HOBOM IIO/I€ CONEPXKUTCA 3aBEPEHUE, COCTOAIECE U3 OTAETBHBIX
9NIEMEHTOB O/IA KOLKJOIro BBOaa Tpaﬂaaxunn.
A Tenepb MOXXHO 3anp0rpaMMMPOBaTb COOTBCTCTB}UOIHMC U3IMEHEHUA B METO-
aax cepnannsaunn:
class Tx:
def serialize(self):

if self.segwit:
return self.serialize segwit ()
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else:
return self.serialize legacy()

def serialize_legacy(self): (1]
result = int to_little endian(self.version, 4)
result += encode varint(len(self.tx_ins))
for tx in in self.tx ins:
result += tx_in.serialize()
result += encode_varint(len(self.tx outs))
for tx out in self.tx outs:
result += tx out.serialize({)
result += int to_little endian(self.locktime, 4)
return result

def serialize segwit (self):
result = int to little endian(self.version, 4)
result += b'\x00\x01' o
result += encode varint(len(self.tx_ins))
for tx_in in self.tx_ins:
result += tx_in.serialize{)
result += encode_varint(len(self.tx outs))
for tx _out in self.tx outs:
result += tx _out.serialize()
for tx_in in self.tx_ins: (4]
result += int to_little endian(len(tx in.witness), 1)
for item in tx in.witness:
if type{item) == int:
result += int to_little endian(item, 1)
else:
result += encode varint{len(item)) + item
result += int_to_little endian(self.locktime, 4)
return result

© 3pech onpenensercsa MeTon serialize legacy (), KOTOpBIt paHbllle Ha3bl-
BancAa erialize ().

® Cepuanusaums no npoToKony Segwit JOIMOMHAETCS 3€Ch COOTBETCTBYIOLIMMU
MapKepaMu.

® Ilon xoHen cepuanuanpyercs 3aBepeHMme.

Heob6xonumo BHecTM U3MeHEHMA U B MeToA hash (), Kak IIOKa3aHO HIKe, 4TO-
6Bl BOCIIONb30BATHCA NPEKHUM MEXaHM3MOM CepUanM3aLMy — JaxXe JUIA TPaH-
3aKIuit Segwit, MOCKONBKY 3TO 06€CIIEYUT YCTONYMBOCTD MAEHTUDUKATOPA TPaH-
3aKIVMU.
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class Tx:

def hash(self):

"' 'IBOMYHED! XemW-KOR MpexHeit cepmanusamms' '’

return hash256(self.serialize legacy())[::-1]

B npuBeneHHOM H1Ke MeTofe verify input () TpebyeTca mpyroit xem nop-

IUcK z AnA TpaH3akuui Segwit. IIopAnOK BbIYMCIEHNA Xella [TOANMUCH /IS TPaH-
3akuuy Segwit onpenenserca B npotokone BIP0143. [lomumo Hero, MexaHH3MY
BBIMMC/ICHMA CLIeHapUEB IepefjaeTCsA 11071e 3aBEPEHMA.

class Tx:

def verify input(self, input index):

tx_in = self.tx ins[input_index]

script pubkey = tx_in.script pubkey(testnet=self.testnet)

if script pubkey.is p2sh_script_pubkey():
command = tx_in.script sig.commands{-1]
raw_redeem = int_to_little endian(len(command), 1) + command
redeem_script = Script.parse(BytesIO(raw_redeem))

if redeem script.is_p2wpkh_script_pubkey(): (1]
z = self.sig hash bipl43(input_index, redeem script) (]
witness = tx_in.witness

else:

z = self.sig hash(input index, redeem script)
witness = None
else:
if script pubkey.is p2wpkh script pubkey(): 3]
z = self.sig hash bipl43(input index)
witness = tx in.witness
else:
z = self,.sig_hash(input_index)
witness = None
combined script = tx in.script_sig
+ tx_in.script _pubkey(self.testnet)
return combined script.evaluate(z, witness) (]

3pmech npoBepsieTCA BAPUAHT BIIOXKEHHOTO cLieHapusa p2sh-p2wpkh.

Kon ans renepupoBanusa xema nognucyu no nporoxkony BIP0143 naxopurca
B MCXORHOM daiinie tX.py U3 NpUMePOB KOfa K 3TOl I71aBe.

3nech mpoBepseTcs BapuaHT cueHapus p2wpkh.

3aBepeHue mepefaeTcA MEXaHM3MY BBIYMCIIEHUSA ClieHapueB, ¥ NO3TOMY 10
cueHapuio p2wpkh MoXxHO TOCTpouTh NoAXoAALIMe KOMaH/bL.

HeobxonuMo Takxe ONpefennTdh ClieHapuit B ucxofgHoM ¢aitne script.py,

KaK ITOKa3aHO HMXE.
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def p2wpkh_script (h160):
' ' puriadaer xem-xon hashl60 u Bo3Bpamaer
cueHapmt ScriptPubKey mns p2wpkh''!

return Script([0x00, hl160]) (] ]
def is p2wpkh script pubkey(self): o
return len(self.cmds) == 2 and self.cmds[0] == 0x00 \
and type{self.cmds[1l]) == bytes \
and len(self.cmds[1l]) == 20

© 3I710 nocnenoBaTeNLHOCTL KOMAHN OP_0 <20-6asToBEBT XEIr,

® 3pecs NIpOBepseTCA, OTHOCUTCA MM TEKYIuit cieHapmit k Tumy ScriptPubKey
ana p2wpkh.

W HaxoHel, He06XOMMO peann3oBaTh 0coboe NpaBuIo B MeTofe evaluate ()
clenyommM obpasom:

class Script:

def evaluate(self, z, witness):
while len(commands) > 0:

.

else:
stack.append (command)

if len(stack) == 2 and stack[0] == Db'' \
and len{stack([l]} == 20: (1]
hl60 = stack.pop()
stack.pop()
cmds.extend (witness)
cmds.extend (p2pkh_script (h160) .cmds)

© !iMeHHO 37ech BBHINONHAETCA HyNeBas BepcUs CLieHAapUs 3aBEpPeHMA ANA
p2wpkh. O6bepunenHbIl crieHapuit p2pkh cHavana cosgaercs u3 20-6aifTo-
BOTO Xellla, TIOATMCH M OTKPBITOTO K/II0Ya, a 3aTeM BBIYMC/IAETCHL.

Onnarta no xewwy cueHapus ¢ pa3feNbHbiM
3aBepeHunem (p2wsh)

HecMoTps Ha To 4TO cueHapuit p2wpkh CTy>KMT OCHOBHBIM BapMaHTOM OIIaThl
C 3aBepeHMeM, Bce JKe TpebyeTca 6onee TMOKMIL CIOCOO BBINONMHEHUA YCIOXKHEH-
HBIX CLieHapyeB (HalmpuMep, ¢ My/IbTUIIOANMUCAMM). VIMEHHO 3[eCh U NPUXOANUT Ha
TIOMOILb CIIOCO6 OTUIATHI MO XeIly CLieHapMs C pasfieNibHbIM 3aBepeHueM (p2wsh).
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Cuenapuit p2wsh mogo6eH cuenapuio p2sh, Ho Bce faHHbIe IIEpEHOCATCA B HEM U3
nonsa ScriptSig B mone 3aBepeHus.

Kaxk u B p2wpkh, gaHHbIE OTCHINAITCA CTAPOMY IPOTPAMMHOMY 06eCTIeYeHNI0
(mo BHegpenusa mporokona BIP0141; puc. 13.20), a He HOBOMY IIPOrpaMMHOMY
obecnevennio (mocne BHepeHus nporokona BIP0141; puc. 13.21).

Puc. 13.20. Onnama no xeuty CUeHAPUs ¢ pa3oenbHuIM 3a8epeHuem, pacno3Hasde-
Mas cmapoim npozpammHuim obecneueruem (00 sHedpenus npomoxona BIP0141)

Puc. 13.21. Onnama no xeuty CueHapus ¢ pa3oenbHbiM 3a8epeHuem, pacnosHasde-
Mas HOB8bIM NPoZPamMmHbIM obecneyeruem (nocne 8redpenus npomoxona BIP0141)
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Cuenapuit ScriptPubKey pns p2wsh cocTouT 3 mocnenoBarenbHOCTH KOMaH
OP_0 <32-6asnroBrit xeur>. ITa NMOCNEROBATEIbHOCTh KOMaHJ MIPUBOAUT B Je€if-
CTBMeE [pyroe ocoboe IpaBuio, a nose ScriptSig, kak u B ceHapuu p2wpkh, octa-
eTCs MycThiM. Ecniu BBIBOABI TpaH3aKUMiA OTCBHINIAIOTCA IO CUeHapuio p2wsh, To
00beIHEHHBIN CLieHapHit BBIIARAUT TakK, KaK I0Ka3aHO Ha puc. 13.22,

Puc. 13.22. ITona ScriptPubKey u ScriptSig ons onnamot no xeudy
CUeHapus ¢ pasdenvHoim 3aseperuem (p2wpkh)

O6paboTKa ZaHHOTO CIeHapUs HaYMHAETCA TAKUM )Ke 06pa3oM, KaK M CLieHa-
pus p2wpkh (puc. 13.23 u 13.24).

Puc. 13.23. HauanvHoe cocmosHue
cuerapus p2wpkh

Puc. 13.24. Ilepsas cmaous 8vinonHenus
cuenapus p2wpkh

32-6aiiTOBBI Xell ABAETCA 37IEMEHTOM U IO3TOMY pa3MeIaeTcsi B CTeKe
(pmc. 13.25).

Puc. 13.25. Bmopas cmaous 8vinonHenus
cuenapus p2wpkh
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Kak u B p2wpkh, crapbie yambl 0cTaHOBATCA Ha 3TOM, IIOCKONbKY 6O/blile He
ocTaHercs KoMaHR Script 11 o6paboTKM. A HOBbIE Y3/Ibl PacHO3HAIOT 0COOYIO
NIOCTIEf0BATEILHOCTh KOMAHJ M BBINOMHAT JBOIOTHUTENBHYIO IIPOBEPKY Ha JO-
CTOBEPHOCTD, [IPOAHANM3NPOBAB COREPKMMOe IO/A 3aBepeHMA. B maHHOM cmy-
yae 1ose 3aBepeHns Aus p2wsh OyneT copep>xaTh MyIBTUIOANNCH THNA “2 U3 3”
(pmc. 13.26).

Puc. 13.26. Codepscumoe nons saseperus ons p2wsh

ITocnemuuit aneMeHT B 1I0/Ie 3aBEPEHNS Ha3bIBaeTCA WitnessScript, U OH OMKEH
61T 32-6ai1TOBBIM Xel-KoaoM sha256, momydaemsim 3 nons ScriptPubKey. Cre-
KyeT, OHAaKO, MMeTb B BUAY, YTO STOT Xell-KOJ IIOTy4aeTcs no anroputmy sha25s6,
a He hash256. Kak Tonpko aneMeHT WitnessScript npoitfieT npoBepKy KOCTOBep-
HOCTM Ha TO )K€ CaMOe 3HaueHMe Xellla, OH OyZieT MHTepNpeTUPOBaH KaK MOC/efo-
BaTeNIbHOCTb KOMaHJ CLieHapus, BBOOMMYIO B Ha6Op BHINONHAeMbIX KoMaHA. Ha
puc. 13.27 nokasaHo, KaK BBIITIAAMUT cuieHapuit WitnessScript.

Puc. 13.27. Cyenapuii WitnessScript onst p2wsh

OcranbHas 4acTh NONS 3aBepeHMsA BBORUTCA B CTEK CBEPXY, YTOOBI B MTOTE IO~
Ny49mIcs Habop KOMaHJ, IpUBeNeHHbI Ha puc. 13.28.
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Puc. 13.28. Tpemvs cmaous 6vinonHeHus
cueHapus p2wpkh

Kak Bupgure, sT0 MynpTunmopnmuch tima “2 u3 3”, aHa/OrMYHAA TOi, KOTOpas
paccMarpuBanach B rnaBe 8 (puc. 13.29).

Puc. 13.29. Yemeepmas cmaous 8vinonHeHUs
cyeHapus p2wpkh

Ecnn noanmcyu ReicTBUTENbHDI, TO JAHHBINA ClleHapMit 3aBEpUIAETCA TaK, Kax
nmokasaHo Ha puc. 13.30.

Puc. 13.30. IIamas cmaous svinonHeHus
cueHapus p2wpkh
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Cuenapuit WitnessScript ouenp 1moxoxx Ha cueHapuit RedeemScript B ToM 0T-
HOIIEHMH, 4TO obpalleHMe K Xelll-KoAy sha256 cepuanmusaliuy ocylecTBnseTcA B
none ScriptPubKey, XoTs oH BBIAB/IAETCA MUIIBL B TOM CIy4ae, eC/IM OTCHUIAETCS
BbIBOA TpaH3akuuu. M kak rombko xem-xon sha256 u3 cuenapus WitnessScript
6yneT BBIABNIEH TAKMM )Ke, KaK M 32-6aitToBb1it xew, WitnessScript untepnper-
pYeTcs Kak IOC/IeNoBaTeIbHOCTh KOMaH/ ClieHapus, BBOAMMAA B HAOOp KOMaHS.
A ocTanmbHas 4acTb NOJIA 3aBepeHMs AobaB/seTCa 3aTeM K Habopy KoMaHz, obpa-
3ys TeM CaMbIM OKOHYATENMbHBI Habop BhIMOMHAeMBIX koMaHA. CueHapuit p2wsh
uMeeT 0co60e 3HauYeHMe, IOCKONMbKY A/ CO3RAHUA ABYHANIPAB/IEHHDIX IIATEXHBIX
xaHanoB no nportokony Lightning Network TpebyroTcsa HemopaTnuBele TpaH3ax-
LMY C MYTbTUIIOATIMCAMMU.

CueHapui p2sh-p2wsh

ITomo6uro BnoXxeHHOMYy clieHapuio p2sh-p2wpkh, cuenapuit p2sh-p2wsh o6e-
Crie4nBaeT O6PaTHYI0 COBMECTMMOCTb p2wsh. VI B 3TOM cnydae cTapsiM y3nam
(puc. 13.31) u HOBBIM y3naM (puc. 13.32) OTCBUIAIOTCS pa3Hble TPAH3AKLMM,

Puc. 13.31. Onnama no xewty cyeHapus u c pasoenvHoim 3aseperuem (p2sh-p2wsh)
0718 nPpoZpamMmHOz0 obecneyeHus 0o 8HedpeHus npomoxona BIP0141

Kak B cuenapum p2sh-p2wpkh, mone ScriptPubKey Huuem He oTnmuyaercst
oT moboro Apyroro afpeca B p2sh, a mone ScriptSig comepxxut muub cueHapuit
RedeemScript (puc. 13.33).

Briuncnenne cuenapus p2sh-p2wsh HaumHaeTcs TOYHO Tak Xe, Kak ¥ CLieHapus

p2sh-p2wpkh (puc. 13.34).
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Puc. 13.32. Onnama no xeuty cyeHapus u ¢ pasdenvHoim 3ageperuem (p2sh-p2wsh)
074 npozpammmozo obecnevenus nocne eHedpenus npomoxona BIP0141

Puc. 13.33. Ilona ScriptPubKey u ScriptSig ons onnamet no xeuty
CUeHapus u c pasdenvrvim 3aseperuem (p2sh-p2wsh)

Puc. 13.34. HauanvHoe cocmosarue
cuenapus p2sh-p2wsh

3areM cuenapuit RedeemScript pasmemaercs B creke (puc. 13.35).
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Puc. 13.35. Ilepsas cmadus 6binonHeHus
cyenapus p2sh-p2wsh

Omnepaunus OP_HASH160 Bo3BpaTHT Xel u3 ciieHapus RedeemScript (puc. 13.36).

Puc. 13.36. Bmopas cmadus évinonHeHus
cuenapus p2sh-p2wsh

llanee X1 paamemaeTcx B CT€Ke, IIOC/I€ Y€ro BBINIO/THAETCA onepaumx OP_
EQUAL (13.37).

Puc. 13.37. Tpemvs cmadus evinonteHus
cyenapus p2sh-p2wsh

Kak B cuenapum p2sh-p2wpkh, crapble ysnbl (Do BHegpeHMsA NIPOTOKONA
BIP0016) oTMeTAT BBOJ TPaH3aKLMM KaK AOCTOBEPHBINA, €CTTY CPABHUBAEMbIE XEIlIN
PaBHBI, IOCKONBbKY MM HMYETO HEM3BECTHO O NpaBM/IaX NMPOBEPKM HAa JOCTOBEP-
HOCTb B p2sh. A HOBBbIe 315! (10C/Ie BHeApeHus nporokona BIP0016) pacnosnalot
0Co0YI0 NOC/TeOBaTeNIbHOCTb KOMaHA /I BbINOMTHEHMsA CLieHapua p2sh, 1 mo3aTo-
My cueHapuit RedeemScript 6ymeT MHTepnpeTHpPOBaH KaK HOBble KOMaH/bI CLieHa-
pus. B wactHOCTH, cuieHapuit RedeemScript cocTouT M3 Takol Xe caMo¥t mocneno-
BaTe/IbHOCTY KoMaH[ OP_0 32-6astToBrpt xerm, Kak u cuieHapuit ScriptPubKey ana
p2wsh (puc. 13.38).

B urore cocTosiHMe ClieHapys OKaXXeTcA TAKMM, KaK I0Ka3aHo Ha puc. 13.39.

W 3to, KOHEYHO, TaKoe XXE€ caMoe HadyajgbHOe COCTOAHUE, KaK M [UIA ClieHapus
p2wsh (13.40).
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Puc. 13.38. Cyenapuii RedeemScript ons p2sh-p2wpkh

Puc. 13.39. Y4emsepmas cmadus
8bINONIHEHUA cueHapus p2sh-p2wsh

Puc. 13.40. ITamasa cmaous 8vinonHeHus
cuenapus p2sh-p2wsh

32-6aifTOBBIN Xell SABAAETCA 3/7€MEHTOM M IIOITOMY pa3MellaeTcsl B CTeKe
(puc. 13.41).

Puc. 13.41. Illecmas cmadus 8vtnonHeHUs
cuenapus p2sh-p2wsh

Ha aroit craguu crapele y3ibl ([0 BHEAPEHMA IPOTOKO/MA Segwit) OTMETAT AaH-
HBIJi BBOJ TPaH3aKLMM KaK JOCTOBEPHBIN, NIOCKONbKY UM HEM3BECTHBI IpPaBU/Ia
NIpOBEPKM Ha JOCTOBEPHOCTD, IIPMHATHIE B Segwit. A HOBbIe Y3/bl (ITOC/Ie BHefpe-
HUSA IIpOTOKONa Segwit) paclo3HalOT 0co6ylo NMOCTIef0BaTeIbHOCTh KOMaHp ANA
BBINIO/THeHNA cueHapua p2wsh. ITone 3aBepenns (puc. 13.42) comep>xuT cueHapmit
WitnessScript (13.43). Xeu-kox sha256 u3 cuenapus WitnessScript cpaBHuBaetcs
¢ 32-6a/iTOBBIM XellleM, M eCTM OHY paBHbI, To WitnessScript MHTeprpeTnpyercs
KaK KOMaH/Ibl BBIIOZTHEHMA CLieHapys, BBOAMMbIe B Habop koMaHR (puc. 13.44).
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Puc. 13.42. Ilone 3asepeHus us cuenapus p2sh-p2wsh

Puc. 13.43. Cyenapuii WitnessScript ons p2sh-p2wsh

Puc. 13.44. Cedomasn cmadus
8binonHeHus cuerapus p2sh-p2wsh

Kak BupuTe, 3170 MynbTMIOATIMCD THIIA “2 U3 3", aHaTOTMYHAs pacCMaTpuBae-
Mot B rnase 8. Eciu noanmcy aeiicTBUTENIbHBI, TO AaHHBIN CLIEHapyIi 3aBeplIaeTcsa
TaK, KaK II0Ka3aHO Ha puc. 13.45.
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Puc. 13.45. KoxeuHoe cocmoasue
cyenapus p2sh-p2wsh

ITono6ubiM o6pa3om obecriednBaeTcss 06paTHas COBMECTMMOCTb CLEHAPUS
p2wsh. A npe>xHue KOLIEIbKM MOTYT MepPeChbUIaTh OMTKOMHBL /s ONUIATHI THUIIA
p2sh no cuenapusm ScriptPubKey.

MporpammHan peanusauua cueHapues
p2wsh n p2sh-p2wsh

CuHTakcHM4ecKuit aHa/IN3 M Cepuann3alumsa peaau3yloTcsa B JaHHOM ClTydae Ta-
KuM e 06pa3oM, Kak 1 npexxe. OCHOBHbIE M3MeHEHMUs IPUAETCA BHECTH B METOH
verify input () u3 ucxopHoro ¢aitna tx.py, a Takxe B MeTop evaluate () u3
ncxopHoro daina script.py, Kak M0Ka3aHO HIKe.

class Tx:

def verify input(self, input index):
tx_in = self.tx ins[input index]
script pubkey = tx in.script pubkey(testnet=self.testnet)
if script pubkey.is p2sh script pubkey():
command = tx_in.script_sig.commands[-1]
raw_redeem = int_to_little endian(len(command), 1) \
+ command
redeem script = Script.parse(BytesIO(raw_redeem))
if redeem script.is p2wpkh script pubkey():
z = self.sig hash bipl43(input_index, redeem script)
witness = tx_in.witness
elif redeem script.is_p2wsh_script_pubkey(): 1]
command = tx in.witness[-1]
raw_witness = encode_varint(len(command)) + command
witness_script = Script.parse(BytesIO(raw witness))
z = self.sig hash bipl43(input_ index,
witness_script=witness script)
witness = tx in.witness
else:
z = self.sig hash{input index, redeem script)
witness = None
else:
if script pubkey.is p2wpkh_script_pubkey():
z = self.sig_hash bipl43(input_index)
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witness = tx_in.witness
elif script pubkey.is p2wsh script pubkey(}: )
command = tx_in.witness[-1]
raw_witness = encode varint(len(command)) + command
witness_script = Script.parse(BytesIO(raw_witness))
z = self.sig hash bipl43(input_index,
witness script=witness script)
witness = tx_in.witness
else:
z = self.sig hash(input_index)
witness = None
combined script = tx in.script sig \
+ tx_in.script pubkey(self.testnet)
return combined script.evaluate({z, witness)

© 3pecs obpabarbiBaetcs cueHapuit p2sh-p2wsh.
® 3pech obpabarsiBaeTcs cieHapuit p2wsh.

3aTeM cefyeT 3anporpaMMUpPOBATh Cocob BbIABNIEHUA ClleHapusa p2wsh B uc-
xonHoM (aitne script.py:

def p2wsh_script (h256):
'V Ipunymmaer xem-xon hashl60 u Bo3Bpamaer
cueHapiwt ScriptPubKey mna p2wsh'''
return Script([0x00, h256]) ()]

class Script:

def is_p2wsh_script pubkey{self):
return len(self.cmds) == 2 and self.cmds([0] == 0x00 \
and type(self.cmds[1l]) == bytes \
and len(self.cmds([1l]) == 32

O Kakn IIPEATIONAranoch, MOCIEROBATENBHOCTh KOMaH OP 0 <32-6aiToBrit
xeu,

W HaxoHer, HUXe peanuayeTcs ocoboe mpaBuio ans p2wsh.

class Script:
..éef evaluate(self, z, witness):
-‘;hile len(commands) > 0:
else:
stack.append (command)
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if len(stack) == 2 and stack[0] ==Db'' \
and len(stack[1l])
5256 = stack.pop() 0
stack.pop () (]
cmds.extend (witness[:-1]) ®
witness_script = witness[-1] ]
if 5256 != sha256(witness script): ]
print('bad sha256 {} vs {}'.format(
s256.hex(), sha256(witness_script).hex(})))

return False
stream = BytesIO(encode_varint{len(witness script))
+ witness_script)
witness script cmds = Script.parse(stream).cmds o
cmds.extend(witness script cmds)

ONeMeHT Ha BeplIMHe CTeKa ABNAETCA Xell-kofoM sha256 u3 cueHapus
WitnessScript.

BTopoit aneMeHT B cTeke 0603Ha4aeT HY/IEBYIO BEPCUIO 3aBePEHMS.
Bce, kpome crieHapusa WitnessScript, BBoguTca B Habop KOMaH,.
Cuenapuit WitnessScript AB/IseTcs NOCIENHMUM /IEMEHTOM B II07I€ 3aBEPEHMA.

Cuenapuit WitnessScript clegyeT xemupoBaTb o anroputmy sha256, kak
0603Ha4eHO B CTeKe.

ITpoananu3uMpoBaTb CMHTaKcu4YecKM clieHapuit WitnessScript u BBecTH ero
B Habop KOMaHZ.

Mpoune ycoBepLIeHCTBOBAHHA

B npotokone Segwit pemaercsa TakXe 3afiaya KBafpaTMYHOIO X€UIMPOBAHUA
6narogaps MpUMEHEHMUIO PYTOTO aITOPUTMa BBIYMC/IEHUA Xella opmucu. Hema-
JI0 BBIYMCIIEHNI Xellla TOANMNCH (Z) MOXKHO MCIONb30BaTh TOBTOPHO BMECTO TOTO,
4TO6BI TpeboBaTh HOBBIN Xell-koA hash256 mna kaxporo BBopa Tpansakuymu. [lo-
PANOK, B KOTOPOM BBIYMC/IAETCA Xell MOAMMUCH, TOAPOGHO OMMCAH B MPOTOKO/IE
BIP0143 u peanusoBaH B ucxogHoM ¢aitne code-chl3/tx.py.

Eie ofHO ycoBeplleHCTBOBaHME COCTOUT B TOM, YTO IO MPUHATHIM IPaBy-
JlaM OTKpBIThIE K04y B HecxaToM popmare SEC Teneps 3anpemenst. Pagyu sko-
HOMUY MecTa B NMPOTOKO/ME IPUMEHSAIOTCA OTKPBIThIE K/IIOYM TONMBLKO B CXKATOM
dopmate SEC.
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3aKnioyenue

B 3Toi1 rmaBe 66111 IOAPOOGHO OMMCAHBI 0COOEHHOCTH NPOTOKONMa Segwit, YToO-
Ob1 CTa/M IOHATHBI ero PYyHKLMOHANIbHBIE BO3MOXKHOCTH. B rmaBe 14 paccmaTpu-
BAIOTCA CIERYIOLIMe LIary, KOTOpble BaM NPEACTOUT NIPENNPUHATD Ha IIYTH K pa3-
paboTke 6MTKONHA.
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[NABA 14

[lononHuTenbHble BOMPOCbI
W cnedyloLue Wwaru

Ecnu, mpopabaTbiBas MaTepynan JaHHOM KHUTH, BB JO6Panuch [0 3TOi [/IABBHI,
MoxeTe cebs no3apaBuTh! ITO 03HAYAET, YTO BHI Y3HA/M HEMA/O O BHYTPEHHEM
MeXaHMu3Me JeMCTBUA OUTKONMHA, ¥ MOXXHO HaJEeAThCSA, YTO ITO BAOXHOBM/IO Bac
y3HaTb 06 9TOJ TexHONMOrMM ele Gonmbure. [JaHHas TeMa 3aTPOHYTA B 3TOI KHUTe
I BCKOMBb3b. A B 9TOI I71aBe 6yaeT BKpaTlLie PACCMOTPEH PAR APYTHX BONpPO-
COB, KOTOPbIe MOTYT BaC 3aMHTEPECOBATDb, YTOOBI M3YYNTDh MX GOee OCHOBATE/b-
Ho. Kpome Toro, 3sech nosAcHAETCA, KaK HayaTb Kapbepy paspaboTumka GMTKOHa
¥ KaK IIPUCOEAMHMUTBCA K cO0oOLIeCTBY pa3pabOTYMKOB, aKTMBHO AEHCTBYIOIMUX B
HIaHHOM obnmacTu.

Tembl AnA panbHeiiwero U3y4YeHus

Huke BKpaTLie pacCMaTpPUBAIOTCA [IONONTHUTENbHbIE BOIPOCHI M 06CYXAAI0TCA
TEMBI JUIA Ja/TbHENIIET0 U3ydeHUs: OUTKOIMHA.

KpunTosan IOTHbIe KOLUeNbKK

Cosnalme KpUIITOBA/TIOTHOIO KOLIENIbKA — AE/I0 HETPOCTOE, IIOTOMY YTO 3allU-
TUTDb CEKPETHBIE K/IIOUM HEJIETKO. KpoMe TOro, UMEE€TCA uem,m PAR CTAaHAAPTOB,
KOTOPBIE MOTYT OKa3aTb IIOMOLIB B CO3TaHUU KPUIITOBA/TIOTHBIX KOIIE/ILKOB.

Mepapxmecxu AeTepMNHNpPOBaHHbIE KOWeNbKH

W3 coobpakeHnit KOHPUAEHIMATBHOCTH IOb30BATHCSA afpecamMy IOBTOPHO He
pexoMeHAyeTca (cM. ImaBy 7). 3TO 03HayaeT HEOOXOAMMOCTb B CO3JAHMM LIENO-
ro pana aapecos. Ho, k coxka/leHu10, XpaHeHMe Pas3HbIX CEKPETHBIX KIII0Yeil 1o
KaXJIOMY afipecy B OTAEMbHOCTM MOXET CTaTh HENPOCTON 3afjaueit obecrnedeHus
6€30MacHOCTY M pe3epBHOTO KomupoBaHuA. IIpy 3TOM BO3HMKAIOT CEAyIOUIMe



BOITPOCHI: KaK BBITIOIHUTh pe3epBHOE KONMMPOBaHMe BCEX CEKPETHBIX KITI04el, KaK
CreHepupOBaTbh MacCy CEKPETHBIX K/I04uel U BBIITONTHUTD MX pe3epBHOE KOMMUpPOBa-
HMe KaK BIlepBble, TaK Y MOBTOPHO, KaKyI0 CMCTeMY BHIGPaTh, YTOOBI 06eceunTh
aKTYaJIbHOCTb Pe3epBHBIX KOMIMIi?

[ns peleHns faHHOI 3afa4y OBUIM IEPBOHAYANIBHO Pealn30BaHbl OemepMuHU-
posaHHbie KOLIETbKY, B TOM YMC/Ie KPUNITOBAMIOTHBIA Komenek Armory. CyTs fe-
TePMUHMPOBAHHOI'O KPUIITOBA/IIOTHOTO KOIIETbKa COCTOUT B TOM, YTOOHI CreHepy-
pOBaTb OAHO Hada/lbHOE Cy4alfHOe 3HAaUYeHMe M CO3JATh 10 HEMY HEMAJIO PasHBIX
anpecoB. [JeTepMUHMPOBaHHbIE KOLIETbKY TUIIa Armory ObIM 3aMedaTe/lIbHBI BO
MHOTMX OTHOLIEHMAX, KPOMe HEeOOXOAMMOCTH KaKMM-TO 06pa3oM IpynmupoBaTh
agpeca. IToatomy 6511 puHAT cTaHAapT BIP0032 Ha uepapxuuecku demepmunupo-
8aHHbie KOLUIENTbKY CO MHOTMMM YPOBHAMM Y K/IIOYaMHU, Ipu4eM KaXKAbIA CO CBOMM
0co6bIM nyTeM BbiBoAa. B cranpapre BIP0032 6blmM ompepneneHbl COOTBETCTBY-
olMe creuuUKaLUKu ¥ TeCTOBbIe HabOPhI, TO3TOMY, peanu3oBaB COOCTBEHHBIN
AeTepMMHMPOBAHHBIN KOLIeNIeK B CeTH testnet, MOXXHO OYeHb MHOTOMY Hay4MTbCA.

Kpome toro, B nporoxone BIP0044 onpenensercs, YTO MMEHHO O3HAYaeT KaXK-
Ablit ypoBeHb Mepapxuu no crangapty BIP0032, a Taioke HOpMBI IepefoBoi Mpak-
TUKM AN NpMMEHEHMA eNMHCTBEHHOIO MepapXmMyecKu AeTepMMHMPOBAHHOIO
Ha4a/IbHOTO C/Iy4aifHOTO 3HAa4YeHMA A/ XPaHEHUSA MOHET B CAMBIX PasHBIX KpMII-
ToBanoTax. Peannsauus nporokona BIP0044 nossonseT Takke pa3obparbCs B UH-
bpacTpyKType Mepapxuiecku AeTepMMHMPOBAHHOIO Koluenbka. M XxoTa Bo MHO-
rux kowmenbkax (Trezor, Coinomi u T.1.) peanu3oBanbl 06a ctanaapTa, BIP0032 u
BIP0044, mocnegumit Boo6lie MTHOPUPYETCA B HEKOTOPBIX KOLIENbKAX, 3 BMECTO
3TOr0 MCNONb3YeTCA COOCTBeHHas MepapxuA mo ctaHaapty BIP0032 (nmpumepom
TOMY CTyXaT KpuntoBanioTHble kowenbky Electrum u Edge).

MHeMmoHNYecKHe HavyanbHbie cnyuaﬁuble 3HaMeHunA

3anuchiBaTh ¥ MeEpe3anyuchiBaTh 256-paspsAaHble Havya/lbHble CAyYailHble 3Ha-
YeHMA OYeHb HeYAOOHO M YpeBaTo olIMbOKaMu. B kauecTBe BBIBOJA M3 3TOro mo-
noxeHus B ctaHpapte BIP0039 onychiBaeTcsA cnoco6 KOAMpOBaHMA HavyaTbHOTO
CNY4aifHOTO 3Ha4YeHMA B BUAE L|€/IOTO pAfa C/IOB HAa aHIIMACKOM A3bike. Takux
croB MoxeT 6bITb 2048 (T.e. 2''), 2 3TO O3HawaeT, YTO KaX[oe CIOBO KORUpYET
11 6MTOB Hava/bHOTIO C/y4altHOro sHadeHus. B crangapre BIP0039 ToyHo ompe-
[enseTcs, KakKuM o6pa3oM 3ape3epBMPOBaHHAA MHEMOHMKA IIEPEBORUTCA B Ha-
Ya7ibHOE CIy4YaiiHOE 3HavyeHye no cTaHaapty BIP0032, a BMecTe co cTaHAapTaMu
BIP0032 u BIP0044 — kxaxum o6pa3oM peanu3yloTcA pe3epBHOe KONMMPOBaHUE
M BOCCTaHOB/EHMe GONBUIMHCTBA KollenbkoB. IJ03TOMy HamucaHue KOma Anis
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peann3alyuy KpUITOBaIOTHOTO KOLIeNbKa, AEACTBYIOIEro B CETH testnet IIo CTaH-
Rapty BIP0039, mo3Bo/muT BaM BOATH BO BKYC pa3paboTKu OMTKOIHA.

NMnartexHble KaHanbl u npotokon Lightning Network

[InaTexxHble KaHambl SABNAIOTCA aTOMAapHBIMM eauHuuaMmu cetu Lightning
Network, # moatoMy Ha cregyolieM 3Tare O4€Hb [O/IE3HO U3YYUTh MIPUHLIMAI UX
meitcTBUA. Pea/M30BaTh NIaTeXXHbIe KaHA/Ibl MOXKHO CaMbIMM Pa3sHbIMMU crnocoba-
My, Ho B ctaHAapTe BOLT onucobiBaeTcA creuudukaums, npuMeHseMas B y3nax
cetu Lightning Network. Ha MOMeHT HanucaHus JaHHOM KHUTM 3TH crieluduKa-
LIMM HaXORATCA Ha CTaAMM pa3paboTKy M JOCTYMHHI IO afpecy https://github.
com/lightningnetwork/lightning-rfc/.

Yyactune B paspabotke 6uTKoitHa

Bonbuias yacTh 3TMKM GUTKOMHA OTHOCUTCA K aKTMUBHOMY Y4YacCTHIO B COoO1e-
CTBe pa3paboTunkoB. M OCHOBHOM CNOCO6 CAenaTh 3TO — NMPUHATH y4acTUE B
NPOEKTaX C OTKPLITBIM MCXOAHBIM KofoM. [lepedeHb TaKMX NPOEKTOB JOBONBHO
OOLIMPHBIiL, M HUXKE B KauecTBe IIpMMepa IlepeyuncieHsl HEKOTOPbIe M3 HUX.
e Bitcoin Core (https://github.com/bitcoin/bitcoin)
DTa/IOHHBIA K/IMEHT

e Libbitcoin (https://github.com/libbitcoin/libbitcoin-system)
AJIbTepHaTMBHasA peanu3alus 6uTkoitHa Ha C++

e btcd (https://github.com/btcsuite/btcd)
Peanuaanmsa 6uTkoitHa Ha a3bike Golang

e Bcoin (https://github.com/bcoin-org/bcoin)

Peanusaums 6uTKOMHA Ha A3bIKe JavaScript ¢ O P>KKOI CO CTOPOHBI Be6-
CMy>x68I purse.io

e pycoin (https://github.com/richardkiss/pycoin)
Bubnmnoreka Python ans 6urkoitHa

e Bitcoin] (https://github.com/bitcoinj/bitcoinj)
Bubnmnorexa Java ais 6uTkoitHa

e Bitcoin]S (https://github.com/bitcoinjs/bitcoinjs-1ib)

Bubnuorexa JavaScript mna 6utkoitHa
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e BTCPay (https://github.com/btcpayserver/btcpayserver)
MexaHusM 06paboTKy mIaTeXxelt B GUTKOMHAX, HaIMCaHHbI Ha C#

Yyactue B MOAOOHBIX NPOEKTaX MOXET IMPUHECTH IO/Ib3y 1O MHOTUM IIPUYN-
HaM, BK/II0Yas IepCleKTUBHbIe BO3SMOXXHOCTH TPYAOYCTPOMCTBA, 00ydeHNs, yep-
IIaHMs 3aMbIC/IOB 110 TIOBOAY OTKPBITUA COOCTBEHHOTO fiefla M T.JI.

ﬂpyrue npepnaraembie NpoeKTbi

Ecnu BbI BCe elle pasgyMbiBaeTe, B KAKOM MMEHHO IIPOeKTe BaM BHITOJIHeE BCe-
ro NMPUHATb y4acTHe, OOpaTUTe BHMMaHNe Ha PAJl IPYTUX NIPOEKTOB, KPaTKO OIM-
ChIBaeMBIX B ITOC/TEAYIOLIMX pa3fenax.

KpunToBanioTHbif Kowenek B ceTu testnet

BaxxHocTp 06ecriederus 6e30macHOCTH OMTKOMHA TPYRHO INepeolieHuTh. Ha-
NMCcaHue KOAa, peanu3yIollero KpUITOBAMIOTHBIN KOILIENeK flaxke B ceTH testnet,
MIOMOXKET BaM J/Iy4llle IOHATh pas/INyHble COOOpaXKeHNs, KOTOphle CleflyeT Ipu-
HMMaTh BO BHMMaHMe, CO3/jaBast Takoit koluenek. [Tonb3oBaTenbckuit mHTEpdeiic,
pe3epBHbIE KOMMY, afipeCHBIe KHUTH Y NIPEAbICTOPUM TPAH3AKLMI ABAIOTCA TUIIb
HEKOTOPbIMYM BOIIPOCaMM, KOTOPble BaM IIPUAETCA pelIaTh, CO3/laBasd KPUIITOBA-
JIOTHBI KomeneK. A MOCKONbKY KPUIITOBA/IOTHBIA KOIIENeK SABNAETCA CaMbIM
pacipocTpaHeHHBIM NIPUIOXKeHNeM OUTKOVHA, CO3M1aBas €ro, Bl y3HaeTe HEMAJIO
0 OTPEGHOCTAX MO/Ib30OBaTE/NEN.

O6o03peBartenp 610K0B

Bonee yecTono6MBbIil MPOEKT MOAPa3yMeBaeT HaMucaHMe KOAa, pealnsyolle-
ro oboapeBare/nb 610k0B. KiTio40oM K co3faHmIo cBoero obospenarens 6710koB ciy-
XUT cOXpaHeHMe AaHHBIX U3 O/IOKYelfHa JIErKO JOCTYIHBIM CIoco6oM. 3/1eck Mo-
XeT NPUTORNTBCA IIPUMEHeHe TPaAULMOHHON 6a3bl JaHHbIX Bposie Postgres umn
MySQL. A nockonpky B Bitcoin Core OTCYTCTBYIOT MHIEKCBI aipECOB, BHEPUB MX,
BBl CMOX€ETe MCKaTh HeM3pacxofoBaHHbIe BhIBoAHI TpaHsakuuyu (UTXO) u mpo-
LL/Ible TPaH3aKLMK 110 afipPecy, YTO XKeNaTeNbHO /I GO/NBbIIMHCTBA NO/Tb30BATeNIe.

MHTepHeT-marasuH

VHTepHeT-MarasyH ¢ TOPrOBBIMM ONEPALMAMM B OUTKOVHAX SAB/IAETCA elle Ofi-
HMM IIPOEKTOM, pa6oTa Haji KOTOpPHIM NTOMOXET BaM B M3ydeHMM JJAHHOM TEXHO-
noruu. 310 0cO6EHHO YMECTHO A/ pa3paboTUYMKOB BE6-TIIPUNOXKEHNUIA, TTIOCKONbKY
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MM, KaK IIPaBMJIO, U3BECTHO, KaK CO3[1aBaTh Be6O-npunoxkenus. Beb-npunoxenne ¢
CEPBEPHON YacThIO 1A MOAREPKKYN OUTKOMHA MOXeT cTaTh 3P PeKTUBHBIM cpef-
CTBOM, NTO3BOJIAIOLIMM M36eraTb CTOPOHHUX 3aBMCUMOCTel npu omnare. Eure pas
COBETYyeM HayaTb C testnet ¥ MCIOMB30BaTh KpUOTOrpadpuuecKy 3alyieHHble 6u-
6/1MoTeku ¢ 6€30IIaCHBIM TYHHE/TBHBIM COEIMHEHMEM MI/IA BBIIIO/IHEHMUA TIATeXe.

Cnyxe6hnan 6ubnuoreka

Cospnanue cnyxebHoit 6M61mMoTexu, MOKo6HOM TOI, KOTOpas 6blIa MOCTPO-
€Ha B JAHHOJ KHUTE, CIY>KUT ellle ORHUM OTIMYHBIM CIIoco60oM y3HaTb Gonblie
o 6uTKOiHe. B 4acTHOCTH, HamMCcaHMe KOAA A/IA Cepyanu3aLyy Xella TOANNUCK B
npoTokone Segwit mo crangapty BIP0143 mMo)keT oka3aTh MOMOLIb B OB/IafieHUM
IIpPOrPaMMMUPOBAHMEM IIPOTOKOJIOB. A NePEHOC KOAa U3 NIPUMEPOB, IPUBENEHHBIX
B JaHHOM KHUTeE, Ha IPYTOJ A3BIK IPOrpaMMUPOBAHMUA MOXET TaKXKe CTaTb OT/INY-
HbIM TIOACTIOPbEM LA M3ydeHUA 6UTKOMHA.

TpyRoycTponcTso

Ecnu BbI IposiB/IsAieTe 3aMIHTEPECOBAaHHOCTD B 6oJtee ITy60OKOM OCBOEHUM AaH-
HOJ 06/1acTH, TO Iepen BaMy OTKPBIBAIOTCA O6LIMpHBbIe BO3SMOXHOCTH CTaTh MpoO-
dbeccuoHaIbHBIM pa3paboTYMKOM. A IIOATBEP>KAEHMUEM TOTO, YTO Bbl KOE-YTO 3Hae-
Te 0 OUTKOIIHe, MOXET CTaTh NOPTQEIb MPOEKTOB, BHIIIOTHEHHbIX BAMY CaAMOCTOS -
Te/bHO. Y4YacTHe B Ae/CTBYIOLIMX IPOEKTAX C OTKPHITHIM KOJIOM MJ/IU BBITNIOJTHEHME
COGCTBEHHOrO TMpPOEKTA IIOMOXET BaM 0OpaTUTh Ha ce6sl BHMMaHue paboTopare-
neit. KpoMe Toro, mporpaMMupoBaHue Ha YpOBHe NpuUKIafgHoro uHTepdeitca API,
paspaboraHHOro mo60i OTAETbHOM KOMIIaHMelN, — OTIMYHBINA C10CcO6 MOMYYUTD
TpuINaleHe Ha cobecenoBanye o MOBOAY TPYAOYCTpOYCTBa!

Kak npaBuso, HaifT1 paboTy 10 MeCTy >KMTeNbCTBA HAMHOTO IIPOLLe, TOCKO/Ib-
Ky paboTonarenn He 0CO6€HHO PUCKYIOT HaHMMATh Ha paboTy yaaneHHo pabora-
IOIMX pa3paboTymkoB. [ToceTuTe MecTHBIE CEMMHAPHI U HePOPMabHbIe BCTPEYN
II0 MHTEpecaM, CBSXKUTECh C MX YYaCTHUKAMU, ¥ BaM OyaieT HAMHOTO TIpOILe HaliTH
paboTy paspaboTumka B 06/macTu 6UTKOMHA.

AHanornyHo, 4To6bl HaiTH paboTy B yHa/IEHHOM peXXUMe, HY>KHO, YTOOBI Bac
3ametnmu. He Tonbko y4acTBYliTe B IpOeKTax ¢ OTKPLITBIM KOJOM, HO Y MOCEIa-
Te KOH(epeHLM, YCTaHAB/IMBAMTe KOHTAKTBI, CO3[1aBajiTe 1 MyONINKYTe TEXHUYe-
ckoe copep>xuMoe B ViHTepHeTe (Buaeopomnku B YouTube, 6mor-mocts: # 1.4.). Bee
3TO MIOMOXET BaM 06paTuTh Ha ce6s BHMMAaHUE ¥ MOMYYUTh PabOTy B yRa/IeHHOM
pexumMe.
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3aKnouenue

MHe oueHb NPUATHO, YTO BbI JOYMTANM 3TY KHUTY A0 KoHua. Ecnyu y Bac no-
ABUTCA JKe/TaHWe MOJEMUTbCA CBOMMM yCIleXaMM B OCBOEHMM NPeMYAPOCTEN Npo-
rpaMMMpOBaHUA OMTKOIHA, 6yAy paf momy4uThb OT Bac nsBectue! ITmmure MHe mo
agpecy jimmy@programmingblockchain.com
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NPUNOXKEHUE
0TBeTbI K ynpaXHeHHAM

naBa 1. KoHeuHble nona

YnpaxHeHue 1

Hamuummrte cooTBeTCTBYIOIMIL METOX __ne__ (), B KoTopoM 06a o6bexTa Tuma
FieldElement NMpoBEepAITCA HA HEPABEHCINBO.

class FileldElement:

def ne (self, other):

# 3TOT MeTOn OOJKEH BHIIONMHATH ONEpauup CpaBHEHMUS
# Ha HepaBeHCTBO, OOPATHYW Onepauum ==
return not (self == other)

YnpaxHeHue 2

Pemure NIpUBENEHHDbICE HMKE 3aJa4iM B KOHETHOM ITOJIE F57 npyu yCiIoBUH, 4TO
BcCe 3HakKu + 3qechb o6o3HayarwT onepanuio CI0>XEHUA +j° a BC€ 3HAKM - — OI€pa-
LU0 BBIYUTAHUA -fB OJaHHOM KOHE€YHOM I10JI€.

e 44433

e 9-29

o 17 +42+49
e 52-30-38

>>> prime = 57

>>> print((44+33)%prime)

20

>>> print{(9-29)%prime)

37

>>> print ({17+42+49) %prime)
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51
>>> print ({52-30-38)%prime)
41

YnpaxHeHue 3

Hanumure cooTBeTCTBYIOWMNNA METOL _ sub__ (), B KOTOPOM OIpefensercsa
omepauys BBIYUTAHUA ABYX 06bekTOB TMIa FieldElement.

clagss FieldElement:

def _sub_ (self, other):
if self.prime != other.prime:
raise TypeError(
'Cannot subtract two numbers in different Fields')
# nons self.num u other.num comepxaT KOHKPETHHE 3HAYEHUSA
# B mone self.prime HaxoOmMTCS 3HadeHMe ONA B3ATUS IO MOOYJD
num = (self.num - other.num) % self.prime
# BO3BpPAaTMUTL 3JEMEHT TOTO %e CaMoTo KJacca
return self. class__ (num, self.prime)

YnpaxHeHue 4

Pemure TNIpUBEAECHHDBIE HM)KE YPABHEHUA B KOHEYHOM II0/IE€ F97 Ipy ycl1oBuM,
YTO oIlepauuy yMHOXEHUSA U BO3BENEHUA B CTEINIEHD BLINIOTHAIOTCA B TAHHOM KO-
HECYHOM IIO0JIC.

e 95 x 45 x 31
e 17x13x19x44
o 127 x77%

>>> prime = 97
>>> print (95*45*31 % prime)

23
>>> print (17*13*19*44 % prime)
68
>>> print (12**7*77**49 % prime)
63

YnpaxHeHue 5

Kakoe 13 npuBefeHHBIX HY)KE MHOXXECTB YMCe/l HAXOAUTCA B KOHEYHOM I1071e
F g, ecnu k=1,3,7, 13, 18 EcTb 11 B 3TUX MHOX€ECTBa qTo-Hméynb npumeya-
TenbHOE?
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{kx0,kx1,kx2,kx3,.. kx18}

>>> prime = 19

>>> for k in (1,3,7,13,18):

. print ([k*i % prime for i in range(prime)])

o, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18]
o, 3, 6, 9, 12, 15, 18, 2, 5, 8, 11, 14, 17, 1, 4, 7, 10, 13, 16)]
o, 7, 14, 2, 9, 16, 4, 11, 18, 6, 13, 1, 8, 15, 3, 10, 17, 5, 12]
6, 13, 7, 1, 14, 8, 2, 15, 9, 3, 1le, 10, 4, 17, 11, 5, 18, 12, 6]
0, 18, 17, 1le, 15, 14, 13, 12, 11, 10, 9, 8, 7, 6, 5, 4, 3, 2, 1]
>> for k in (1,3,7,13,18):

v print (sorted([k*i % prime for i in range{prime)]))

(6, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18]
(6, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18]
(0, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18]
(0, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18)
(0, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18]

B PE3YyNbTaTe COPTUPOBKN BCErTA ITOTYYAETCA OOHO M TO XK€ MHOXXECTBO.

YnpaxHeHne 6

Hanummure cooTBeTcTBYIOIMIA MeTOA _ mul (), B KOTOPOM ONpelensAeTcA
onepaums yMHOXeH!A JBYX 371eMEHTOB KOHEYHOI'O IOJIA.

class FieldElement:

def _ mul_ (self, other):
if self.prime != other.prime:
raise TypeError(
'Cannot multiply two numbers in different Fields')
# nonsg self.num u other.num comepXaT KOHKpPETHHE 3HAaueHUS
# B none self.prime HaxomUTCA 3HaueHMe LN B3ATUA 110 MOZYJID
num = (self.num * other.num) % self.prime
# BOSBpaTMTb B3JIEMEHT TOI'O X€ CAaMOI0 KJjacca
return self. class__ (num, self.prime)

YnpaxHeHue 7

Ecnu p =7, 11, 17, 31, To KaKoe 13 IPUBENECHHBIX HIXKE MHOXXECTB OKAXETCA B
KOHewHOM nonte F?2

{10-1,26-D 361D 4=V (p-1)¢-Y}

>>> for prime in (7, 11, 17, 31):
.. print ([pow(i, prime-1, prime) for i in range(l, prime}])
1, 1, 1, 1, 1, 11
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f,1,1,1,1,11,1,1, 1]
fn,1,1,1,1,1,1,1,1,1,1,1,11, 1, 1]
(,1,1,1,1,1,1,1,11,1,1,11111, 1, 1, 1, L\
11,1111, 1, 1)

YnpaxxHeHue 8
Peunre cnepywlme 3agayu B KOHEYHOM I1071€ F31:
o 3/24
o 177
e 4*x11

>>> prime = 31
>>> print(3*pow (24, prime-2, prime) % prime)

4

>>> print(pow(l7, prime-4, prime))

29

>>> print (pow(4, prime-5, prime)*11 % prime)
13

YnpaxHeHnue 9

Hanumure coorseTcTBYIowmmit MeTon, _ truediv_ (), peanusyrowmuit onepa-
LMIO JieJIeHUA ABYX 37IEMEHTOB KOHEYHOTO IIO/LA.

Cnenyet, ogHako, MMeTb B BURY, 4To B Bepcuu Python 3 omepaumsa nenenns
pasgeneHa no AByM ¢yHkumam — _ truediv_ () m_ floordiv__ (). Ilepsas
GYHKUMSA BBINONHAET OOBIYHYIO ONEPALIMIO lelleHNs, 3 BTOpaA — ONEPALMIO LeTI0-
YUC/IEHHOT'O JIETIEHNA.

class FieldElement:

def _ truediv__ (self, other):
if self.prime != other.prime:

raise TypeError (
'Cannot divide two numbers in different Fields')

BOCMONIb30BATLCA Manoit TeopeMoit depMa:

self.num**(p-1) % p ==

3TC 03HayaeT clenypuee:

1/n == pow(n, p-2, p)

BO3BpAaTUTL 3JIEMEHT TOI'O Xe CaMoTO KJjacca

num = self.num * pow(other.num, self.prime - 2, self.prime) \
% self.prime

return self. class__ (num, self.prime)}

H = e S
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fnaBa 2. InAMnTHYecKue KpuBble
YnpaxHeHue 1

BrisacHuTe, xakue u3a NPUBEAEHHDBIX HMXKE TOYECK HAXOAATCA Ha KpMBOﬁ, OITMUChI-
BaeMOJt ypaBHEHNUEM ¥ = x° + 5x + 7.
(2,4), (-1,-1), (18,77), (5,7)
>>> def on_curve({x, y):
. return y**2 == x**3 + 5*x + 7
>>> print(on_curve(2,4))
False
>>> print(on_curve(-1,-1))
True
>>> print (on_curve(18,77))
True
>>> print(on_curve(5,7))
False

YnpaxHeHue 2

Hanumute Metor _ne () a1 xnacca Point, 4ToOBI CPaBHUTb B HeM 06a
06'beKTa AAHHOI'0 K/1acca Ha HEPABEHCTBO.
class Point:

def _ ne_ (self, other):
return not (self == other)

YnpaxHeHue 3

Peanusyitte npoBepKy B TOM Clydae, eciu 00e TOUKM ABIAIOTCA afiAMTUBHOM
MHBEpPCHUeEIL, T.e. UMEIOT OfMHAKOBbIE KOOPAMHATHI X, HO pa3Hble KOOPAMHATHI ), a
C/lefOBaTeNIbHO, Yepe3 HUX NMPOXOAUT BepTUKaNbHaA MuHUA. B pesynbrare Takoi
NIPOBEPKY O/MKHA ObITh BO3BpallieHa 6€CKOHEYHO yHa/leHHasA TOYKa.

class Point:

if self.x == other.x and self.y != other.y:
return self. class__ (None, None, self.a, self.b)
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YnpaxHeHne 4

Ine Ha xpuBOMH, ONIUCHIBAEMON YpPaBHEHUEM yz = x* + 5x + 7, HAXOAUTCA TOY-
Ka, IIoly4aeMan B pe3y/bTaTe CTOXXEHUA MCXORHBIX TOYeK C KOOpAMHaTamy (2,5)
+ (-1,-1)?

>»>>x1, yl =2, 5

>>> x2, y2 = -1, -1

>»> s = (y2 - yl) / (x2 - x1)
>>> x3 = s**2 - x1 - x2

>>> y3 =5 * (x1 - x3) -yl
>>> print(x3, y3)

3.0 -7.0

YnpaxHeHne 5

Hanuunre Meton  add () /14 mpoBepKy YC/IOBMA B TOM ClTydae, KOTAa X,
# X,

class Point:
def _ add_(self, other):

if self.x != other.x:
s = (other.y - self.y) / (other.x - self.x)
X = s**2 - self.x - other.x
y =s * (self.x - x) - self.y
return self. class_ (x, y, self.a, self.b)

YnpaxHeHue 6

[me Ha xpuBOIA, ONIMCHIBAEMOM YpaBHEHMEM yz =X’ + 5% + 7, HAXOJUTCA TOYKa,
nony4yaemas CloXXeHueM MCXOQHBIX Todek ¢ KoopauHataMy (-1,-1) + (-1,-1)?
>>> a, x1, yl =5, -1, -1
>>> s = (3 * x1**2 + a) / (2 * yl)
>>> x3 = s**2 - 2*x1
>>> y3 = s*(x1-x3)-yl
>>> print (x3,y3)
10.0 77.0

YnpaxHeHne 7

Hanuumre mMerog  add () AnA mpoBepky yCOBMA B TOM Ciydae, KOT/a
P, =P,
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class Point:
def __add (self, other):

if self == other:
s = (3 * self.x**2 + self.a) / (2 * self.y)
X = s**2 - 2 * self.x
y =s * (self.x - x) - self.y
return self._class_ (x, y, self.a, self.b)

[naBa 3. Kpuntorpa¢ma no annuNTHYECKUM KPUBbIM

YnpaxHeHwe 1

BrisAcHMTE, HAXOAATCA U NPUBEiEHHblE HUXKE TOYKYM Ha KPUBOIA, OIIMCHIBAEMOIA
ypaBHeHMeM y* = x° + 7 Haji KOHEYHBIM To7IeM F,,,.
(192,105), (17,56), (200,119), (1,193), (42,99)

>>> from ecc import FieldElement
>>> prime = 223
>>> a = FieldElement (0, prime)
>>> b = FieldElement {7, prime)
>>> def on_curve(x,y):

return y**2 == x**3 + a*x + b
>>> print(on_curve(FieldElement (192, prime), FieldElement (105, prime}))
True
>>> print (on_curve (FieldElement (17, prime), FieldElement (56, prime)))
True
>>> print (on_curve (FieldElement (200, prime}, FieldElement (119, prime)))
False
>>> print(on_curve (FieldElement (1, prime), FieldElement (193, prime)))
True
>>> print{on_curve(FieldElement {42, prime), FieldElement {99, prime)))
False

YnpaxHeHnve 2

BeInonHuTe cnoxeHue MpuUBeAEeHHbIX HIKe TOYEK ANA KPUBOI, ONMUCHIBaeMON
ypaBHeHueM y* = x° + 7 HaJi KOHEUHBIM no7eM F,,,.

o (170,142) + (60,139)
o (47,71) + (17,56)
o (143,98) + (76,66)
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>>> from ecc import FieldElement, Point

>>> prime = 223

>>> a = FieldElement (0, prime)

>>> b = FieldElement (7, prime)

>>> pl = Point (FieldElement (170, prime), FieldElement (142, prime), a, b)
>>> p2 = Point (FieldElement (60, prime), FieldElement (139, prime), a, b)
>>> print (pl+p2)

Point (220,181) 0 7 FieldElement (223)

>>> pl = Point (FieldElement (47, prime), FieldElement (71, prime), a, b)
>>> p2 = Point (FieldElement (17, prime), FieldElement (56, prime), a, b)
>>> print (pl+p2)

Point (215,68) 0_7 FieldElement (223)

>>> pl = Point (FieldElement (143, prime), FieldElement (98, prime}, a, b}
>>> p2 = Point (FieldElement (76, prime), FieldElement (66, prime), a, b)
>>> print (pl+p2)

Point (47,71) 0 7 FieldElement (223)

YnpaxHeHue 3

Brmomnaure pacumpenne knacca ECCTest aisa npoBepku NPaBUTbHOCTY Ofle-
paLMit CTIOXKeHMs TOYeK U3 NpeAbIIyLIero ynpaxHenus. [Ipucsoitte MeTony Takoim
IIpoBepKyM UMA test add.

def test_add(self):
prime = 223
a = FieldElement (0, prime)
b = FieldElement (7, prime)
additions = (
(192, 105, 17, 56, 170, 142),
(47, 71, 117, 141, 60, 139},
(143, 98, 76, 66, 47, 71),
)
for x1 raw, yl raw, x2_raw, y2_raw, x3 raw, y3_raw in additions:
x1 = FieldElement (x1 _raw, prime)
yl = FieldElement (yl raw, prime)
pl = Point(x1l, yl1, a, b)
x2 = FieldElement (x2_raw, prime)
y2 = FieldElement (y2_raw, prime)
p2 = Point(x2, y2, a, b)
x3 = FieldElement (x3 raw, prime)
y3 = FieldElement (y3_raw, prime)
p3 = Point (x3, y3, a, b)
self.assertEqual (pl + p2, p3)
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YnpaxHeHue 4

BbinmonHuTe cKanApHOE YMHOXKeHME IIPUBEREHHBIX HIDKE TOUEK RIS KPUBOM,
OIMCBHIBAEMOI YpaBHEHNEM yl = x° + 7 HaJ{ KOHEYHbIM [IO/IEM Fyps.

o 2x(192,105)
2 x (143,98)
o 2x(47,71)
o 4x(47,71)
o 8x(47,71)
o 21x(47,71)

>>> from ecc import FieldElement, Point
>>> prime = 223

>>> a = FieldElement (0, prime)

>>> b = FieldElement (7, prime)

>>> x1 = FieldElement (num=192, prime=prime)
>>> yl = FieldElement (num=105, prime=prime)
>>> p = Point(x1l,yl,a,b)

>>> print (p+p)

Point (49,71)_0_7 FieldElement (223)

>>> x1 = FieldElement (num=143, prime=prime)
>>> yl = FieldElement (num=98, prime=prime)
>>> p = Point(x1,yl,a,b)

>>> print (p+p)

Point (64,168) 0 7 FieldElement (223)

>>> x1 = FieldElement (num=47, prime=prime)
>>> yl = FieldElement {num=71, prime=prime)
>>> p = Point (x1,yl,a,b)

>>> print (p+p)

Point (36,111) 0 7 FieldElement (223)

>>> print (p+p+p+p)

Point (194,51) 0 7 FieldElement (223)

>>> print (ptp+ptpt+pt+p+ptp)

Point (116,55) 0 7 FieldElement (223)

>>> print (p+p+p+p+p+p+p+p+p+p+p+p+p+p+p+p+p+p+p+p+p)
Point {infinity)

YnpaxHenue 5

Haitpure nopanok rpynmsl, chopMMpOBaHHOM U3 TOUKM C KOOpAuHaTamy (15,86)
TV KPUBOA, OTIUCBIBAEMOM ypaBHEHUeEM ¥ = X° + 7 HaJi KOHEUHbIM TI0/IEM F,,,.
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>>> prime = 223

>>> a = FieldElement (0, prime)
>>> b = FieldElement {7, prime)
>>> x = FieldElement (15, prime)
>>> y = FieldElement (86, prime)
>>> p = Point(x, y, a, b)

>>> inf = Point{None, None, a, b)

>>> product = p

>>> count = 1

>>> while product != inf:
product += p

. count += 1

>>> print (count)

Ynpaxuenve 6

Hpoaepbre, JEeNCTBUTENBHEI TU Cnenyrmue rnognucu:

= (0x887387e452bB8eaccdacfdel0d9aaf7£f6d%a0£f975aabbl0d006e4das568744d06c,
0x61de6d95231cd89026e286df3bbacda894a3378e393e93a0£45b66632%a0ae34)

av]

nonmmce 1

Oxec208baalfclcl19f708a9cad6fdeff3ac3f230bbda7badaeded942ad003c0£60
= Oxac8dlc87e51d0d441be8b3dd5b05c8795b48875dffe00b7£ffcfac23010d3a395
0x68342ceff8935ededd102dd876ffdbéba72d6ad27a3edbl3d26eb0781cb423c4

v K N %
]

[OANMUCL 2
0x7c076££316692a3d7eb3c3bb0f8b1488cf72elafcd929e29307032997a838a3d
= Oxeff6%ef2blbd93a66ed5219add4fb51e11a840£404876325ale8ffe0529%a2c
0xc7207feel97d27c618aecab21406f6bf5ef6fca38e8ld82b2f06fddbdcebfeabb

w N N ¥
]

>>> from ecc import S256Point, N, G

>>> point = S256Point (
0x887387e452bBeaccdacfdel0d9aaf7£6d9a0£975aabbl10d006\
edda568744d06c,
0x61de6d95231cdB89026e286df3bbaedaB94a3378e393e93a0£f45\
b666329a0ae34)

>>> z = Oxec208baalfclcl9f708a9cad6fdefflac3f230bbdaTbadae\
ded942ad003c0£f60

>>> r = Oxac8dlc87e51d0d441be8b3dd5b05c8795b48875dffe00b7£E\

cfac23010d3a395

>>> s = 0x68342ceffB8935ededd102dd876£ffd6ba72d6ad427a3edbl3d26\

eb0781chd23c4

>>> u =z * pow(s, N-2, N) $ N

>>> v =1r * pow(s, N-2, N) § N

>>> print ((u*G + v*point).x.num == r)

True
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>>> z = 0x7c076££316692a3d7eb3c3bb0f8b1488cf72elafcd929e29\
307032997a838a3d

>>> r = 0xeff69%ef2blbd93ab6ed5219add4£fb51ellaBl0£404876325\
ale8ffel529%a2c

>>> s = 0xc7207feel87d27c618aeab21406£f6bf5ef6fca38681d82b2\
f06fddbdcebfeabs

>>> u =2z * pow{(s, N-2, N) $ N

>>> v =1 * pow{(s, N-2, N) ¥ N

>>> print ({(u*G + v*point).x.num == r)

True

YnpaxHeHue 7

HOJII'IMHIMTC cnenymouiee COO6IHCHMC 3aJaHHBIM CEKPE€THBIM K/IIIOYOM:
e = 12345

z = int.from bytes(hash256('Programming Bitcoin!'), ‘'big')

>>> from ecc import S256Point, G, N
>>> from helper import hash256

>>> e = 12345

>>> z = int.from bytes(hash256 (b'Programming Bitcoin!'), ‘'big')
>>> k = 1234567890

>>> r = (k*G) .x.num

>>> k_inv = pow(k, N-2, N}

>>> s = (z+r*e) * k _inv & N

>>> print (e*G)

S256Point (£01d6b9018ab421dd410404cb869072065522b£85734008£105\
cf385a023a80f, 0eba29d0£f0c5408ed681984dc525982abefccdIfTEL01N
dd26da4999c£3£6a295)

>>> print (hex(z))
0x969£60562a26£7d2795fd013fe88868d09c9f6aed96965016e1936ae47060d48
>>> print (hex(r))
0x2b698a0£f0ad4041b77e63488ad48c23e8e8838dd1£fb7520408b121697b782e£22
>>> print (hex(s))
Ox1ldbc63bfef4416705e602a7b564161167076d8b20990a0£26£316cff2cblbcla

fnaBa 4. Cepnanusayms

YnpaxHeHue 1

[IpencTaBbTe OTKPBITHI K/I0Y B Hec)KXaToM popMate SEC, ecnu uMeloTcsa cre-
RYIOLIME CEKPETHBIE KIOYM.

e 5000

o 2018°

e Oxdeadbeef12345

MpanoxeHue. OTBETHI K yNpamHeHUAM | 331



>>> from ecc import PrivateKey

>>> priv = PrivateKey(5000)

>>> print(priv.point.sec(compressed=False) .hex()})
04ffe558e388852f0120e46af2d1b370£85854a8eb0841811ecelN
€3e03d282d57¢315dc72890a4£10a1481¢c031b03b351b0dc79901\
calB8a00cf009dbdb157a1d10

>>> priv = PrivateKey(2018**5)

>>> print (priv.point.sec(compressed=False} .hex())
04027£3dal918455e03¢c46£659266albb5204e953db7364d2\
f473bdf8£f0al3cc9dff87647£d023¢c13b4a4994£17691895806\
e1b40b57£4£d22581a4f46851£3b06

>>> priv = PrivateKey (Oxdeadbeef12345)

>>> print (priv.point.sec (compressed=False) .hex())
04d90cd625ee87dd38656dd95c£79£65£60£7273b67d3096\
e68bd81e4£5342691f842efa762£d59961d0e99803c6ledbasd\
b3e3f7dc3a341836£97733aebf987121

YnpaxHeHue 2

[IpeacTaBbTe OTKPHITHINM K104 B ¢kaTtoM Qopmate SEC, ecnn umerorcs cneny-
IOLIMeE CeKPETHbIE KTIOYM.

e 5001
o 2019°
e Oxdeadbeef54321

>>> from ecc import PrivateKey

>>> priv = PrivateKey(5001)

>>> print (priv.point.sec (compressed=True).hex())
0357a4£368868a8a26d572991e484e664810££14c05c0£fa023275251151fele53d1
>>> priv = PrivateKey (2019**5)

>>> print (priv.point.sec(compressed=True) .hex(})
02933ec2d2b111b92737ecl2£f1¢c5d20£3233a0ad21cd8b36d0bca7alcfa5ch8701
>>> priv = PrivateKey(Oxdeadbeef54321)

>>> print (priv.point.sec(compressed=True).hex())
0296be5b1292f6c856b3c5654e886£c13511462059083cdf9c479623bfcbe77690

YnpaxHeHne 3

IIpeactaBbre B popmare DER mopmmce co cnepyromyumy BEAMIMHAMM I U S:
0x3720620610995¢58074999cb9767b87af4c4978db68c06e8ebe81d282047a7ch

[a}
1]

0x8ca63759c1157ebeaec0dl3ceccall9fc9a75bfBebd0fab5¢c841cBe2738cdaec

[¢]
1
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>>> from ecc import Signature

>>> r = 0x37206a0610995¢c58074999¢cb9767b87af4c4978db68c06e8\
e6e81d282047a7c6

>>> s = 0x8ca63759¢cl157ebeaec0d03ceccall9fc9a75bf8eb6d0fab5\
c841c8e2738cdaec

>>> sig = Signature(r,s)

>>> print(sig.der{() .hex{))
3045022037206a0610995¢c58074999¢cb9767b87af4c4978db68\
c06e8e6e81d282047a7¢c60221008ca63759cl157ebeaec0d03\
ceccall9fc9a75bfB8e6d0fat5c841c8e2738cdaec

YnpaxHeHue 4

Chavana npeobpa3syiiTe IpMBeAeHHbIE HUXKE IECTHAAUATEPUYHDIE 3HAYEHNSA B
IBOMYHYIO QOpMY, a 3aTeM NpeACTaBbTe MX B KOAMPOBKe Base58.

e 7c076££316692a3d7eb3c3bb0£8b1488cf72elafcd929e29307032997a838a3d
e eff69ef2blbd93a66ed5219add4fb51lella840£404876325ale8ffe0529%a2¢c
e c7207feel97d27c618aeab621406f6bf5ef6fca38681d82b2£f06fddbdcebfeabt

>>> from helper import encode base58

>>> h = "7c076f£316692a3d7eb3c3bb0f8b1488cf72elafcd929\
€29307032997a838a34d’

>>> print{encode base58 (bytes.fromhex(h)))
9MA8fRQrT4uB8Zj8ZRA6MALLyaxb2Y1CMpvVkHQUShVM6

>>> h = 'eff69ef2blbd93a66ed5219add4fb51lellag40\
£404876325ale8ffe0529a2c"

>>> print (encode_base58 (bytes. fromhex(h)))
4fE3H2E6XMp4SsxtwinF7w9a34o0UrwWedWsW1458Pd

>>> h = 'c7207feel97d27c618aeab21406£f6bf5ef6\
fcal38681d82b2f06fddbdcebfeabb’

>>> print (encode base58 (bytes.fromhex(h)))
EQUsjkd6JaGwxrjEhfeqPenqHwrBmPQZj JGNSCHBKCF7

YnpaxHeHue 5

Haﬁnme aapeca, COOTBETCTBYIOIIME OTKPBITHIM KAI0YaM, KOTOPBIM OTBEYaIOT
Cnenyromne CEKpEeTHbIC K/IIOIH.

e 5002 (ncronb3oBaTb HecxaTslit popmat SEC B cetu testnet)
e 20205 (ncnonp3oBats cxatbiit Gopmar SEC B cetu testnet)

e 0x12345deadbeef (mcrionpsosars cxatsiit popmar SEC B cetu mainnet)
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>>> from ecc import PrivateKey

>>> priv = PrivateKey(5002)

>>> print{priv.point.address (compressed=False, testnet=True))
mmT PbXQFxboEtNRkwfh6K51 3 vdt HLxGeMA

>>> priv = PrivateKey(2020**5)

>>> print{priv.point.address (compressed=True, testnet=True))
mopVkxp8UhXqRYbCYJsbeE1lh1fiF64jcoH

>>> priv = PrivateKey(0x12345deadbeef)

>>> print (priv.point.address (compressed=True, testnet=False))
1F1Pn2y6pDb68ESnYJJebadTLg2UTBEKF1

YnpaxHeHue 6

Cdopmupyiite cekperHblit kmo4 B Gopmare WIF, ucxonsa us cnegyrommx ce-
KPEeTHBIX IaHHbIX.

e 5003 (ckarsiit popmar SEC ans cetu testnet)
e 2021° (secxatniit dopmar SEC ans cet testnet)

o 0x54321deadbeef (cxarbiit popmar SEC mna cetu mainnet)

>>> from ecc import PrivateKey

>>> priv = PrivateKey(5003)

>>> print(priv.wif (compressed=True, testnet=True))
cMahea7zqjxrtgAbB7LSGbcQUrluXlojuat9jZodMN8rFTv2sfUK
>>> priv = PrivateKey(2021**5)

>>> print(priv.wif (compressed=False, testnet=True))
91avARGdfgeB8E4tZfYLoxeJ5sGBANJQH4kvipWAxXgzczjbCwxic
>>> priv = PrivateKey(0x54321deadbeef)

>>> print (priv.wif (compressed=True, testnet=False))
KwDiBf89QgGbjEhKnhXJuH7LrciVr2i3qYjgiuQJvlh8Ytr25853a

YnpaxHeHue 7

Hanummrte ¢pynkumio little endian to int (), mpurmmaromyio 6aiTsr B
TOM IOpAAKe, KOTOPBIA MpUHAT B Python, uHTepnpeTupytomyio 3ti 6aiTe! B Ips-
MOM IOpAAKe CIEAOBAHNUA U BO3BPALAKIIYIO 11€/10€ YUCTIO.
def little endian_to int(b):

'Y 31r0T METOR NpMHMMAET YMCI0, NPERCTAaBIEHHOe
N0CNEeROBaTENBHOCTER Oa/iTOB B NDAMOM NOPANKE MX

cJlIenoBaHMA, a Bo3BpamaerT uenoe umciao''’
return int.from bytes(b, 'little')
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YnpaxHeHue 8

Hanmumre dynkimio int_to little endian{(), BHINOMHAIOWIYIO AEACTBUA,
IIPOTHUBOIONOXHBIE QYHKIMU U3 YIIPOKHEHNUA 7.
def int_to_little endian(n, length):
'11370T MeTON NPMHMMAET LeJloe WAC/IO M BO3Bpamaer
noCNenoBATENBLHOCTE BafiTOB B IPAMOM INOPSLKE

MX cJeROBaHMA, NPEACTaBIANmy® ero mmHy'''
return n.to_bytes(length, 'little')

YnpaxHeHune 9

CdopmupyiiTe caMOCTOATENbHO afpec ANA ceTH testnet, MCIONMB3YA CaMble
AJIMHHDbIE CEKpETHDIE NaHHbIE, KOTOpble BaM TO/IbBKO U3BECTHBI. ITo o4eHb Ba)XHO,
TIOCKONIBKY B CeTy testnet feficTByeT HeMano 60TOB, BITAIOIMXCA YKPACTb LIMPKY-
apywume B HeM MOHETBHI. HCHPCMCHHO 3aIIULIUTE Ha ‘{eM-HM6}’JIb 3TH CEKpETHDBIE
naxHble! OHY BaM ellle NPUTORATCA B Ja/bHeNILEM JUIA MOANMCAHMA TPAH3AKLIMIL.
>>> from ecc import PrivateKey
>>> from helper import hash256, little endian to int
>>> passphrase = b'jimmy@programmingblockchain.com my secret'
>>> secret = little endian_to_int (hash256(passphrase})
>>> priv = PrivateKey (secret)

>>> print (priv.point.address(testnet=True))
mft9LRNtaBNtpkknB8xgml7UvPedZ4ecYL

fnaBa 5. Tpax3aKuum

YnpaxHeHne 1

Hanyuuure HOBYIO BepcyIO TOM 4acT MeTOfa parse (), B KOTOPOf IIPOM3BO-
MUTCA CMHTAKCUMYeCKUIT aHanu3 TpaH3aKuyuu. UTo6bl cAienaTh 3TO HajlexalnuM
obpasoM, Bam npuaeTcA npeo6pa3oBath 4 6aifTa B Ljeloe YMUCIO, NPEACTABNEHHOE
6aitTaMy B IpAMOM NOPAAKE UX C/IEOBAHNA.

class Tx:
@classmethod
def parse(cls, s, testnet=False):
version = little_endian to_int(s.read(4))
return cls(version, None, None, None, testnet=testnet)
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YnpaxHeHue 2

Hamummure Ty yacth MeTofia parse () u3 Kiaacca TX U MeTofa parse () u3
Knacca TxIn, KoTopasi OTBeYaeT 32 CMHTAKCUYECKMIA aHA/IU3 BBOIOB TPAaH3aKIUMU.

class Tx:

@classmethod
def parse{cls, s, testnet=False):
version = little endian to_int(s.read(4))
num_inputs = read_varint(s)
inputs = []
for _ in range(num_inputs):
inputs.append (TxIn.parse(s))
return cls(version, inputs, None, None, testnet=testnet)

class TxIn:

@classmethod
def parse{cls, s):
"' 370T7 MeTOn npuHIMMaeT NOTOK OauTOB M CHadana CHUHTAKCHMYECCKM
aHanM3yMpyeT BBOL TpaH3aKWmM, a 3aTeM
Bo3BpamaeT ofmexT TMna TxIn'''
prev_tx = s.read(32) [::-1]
prev_index = little endian to_int(s.read(4))
script sig = Script.parse(s)
sequence = little endian to int(s.read(4))
return cls(prev_tx, prev_index, script sig, sequence)

YnpaxHenue 3

Hammumre Ty 9acTb MeTofa parse () u3 Ki1acca TX ¥ MeTOfla parse () U3 K/1ac-
ca TxOut, KOTOpasi OTBeYaeT 3a CUHTAKCUYECKUI aHA/IU3 BBIBOIOB TPAaH3aKIINY.

class Tx:

@classmethod
def parse(cls, s, testnet=False):
version = little endian_to_int(s.read(4))
num_inputs = read_varint(s)
inputs = []
for _ in range(num_inputs):
inputs.append (TxIn.parse(s))
num outputs = read varint(s)
outputs = []
for _ in range(num_outputs):
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outputs.append (TxOut.parse(s))
return cls(version, inputs, outputs, None, testnet=testnet)

class TxOut:

@classmethod
def parse(cls, s):
' 1 3100T MeTOON NPMHMMAET NOTOK GaiiTOB M CHavana CHMHTAKCUYECKM
aHaMM3MpyeT BRBOL TPaH3akWpi, a 3aTeM
Bo3BpamaeT o0vekT Tina TxOut''’
amount = little endian_to_int(s.read(8))
script pubkey = Script.parse(s)
return cls(amount, script pubkey)

YnpaxHeHue 4

Hanuuure Ty 4aCTb ME€TOMA parse () mn3 xknacca Tx, KOTOpasA OTBE€YaET 3a CUH-
TaKCU4YeCKUM aHATU3 BpEMEHU 6HOKI/IPOBKM.

class Tx:

@classmethod
def parse(cls, s, testnet=False):
version = little endian_to_int(s.read(4))
num_inputs = read varint(s)
inputs = []
for _ in range(num inputs):
inputs.append (TxIn.parse(s})
num_outputs = read_varint(s)
outputs = []
for _ in range(num_outputs):
outputs.append (TxOut.parse(s))
locktime = little endian_to_int(s.read{(4))
return cls(version, inputs, outputs, locktime, testnet=testnet)

YnpaxHeHue 5

Yto copepxurt mone ScriptSig Ha BTopoM BBOfe, mone ScriptPubKey — Ha nep-
BOM BBIBOJIE 1 T1071€ CyMMbI — Ha BTOPOM BLIBOJIe TPUBENEHHON HIKe TPaH3aKIMu?

010000000456919960ac691763688d3d3bcea%adbecaf875df5339e148\
alfcélceed7a069e0100
00006a47304402204585bcdef85e6blc6af5¢c2669d4830ff86e42dd205\
c0e089bc2aB21657e951
c002201024a10366077£87débcelf7100ad8cfaBal64b39d4e8fedeal 3\
a7b71aa8180£012102f0
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da57e85eec2934a82a585ea337ce2£4998b50ae699dd79£5880e253daf\
afb7feffffffeb8f51f4
038dc17e6313cf831d4f02281c2a468bde0fafd37f1bf882729e7£d\
3000000006a473044022078
99531a52d59a6de200179928¢ca900254a36b8dff8bb75£5£5d71blcd\
€26125022008b422690b84
61cb52c3cc30330b23d574351872b7c361e9aae3649071c1a7160121035\
d5c¢93d9%ac96881£19ba
1£f686£15f009ded7c62efe85a872e6al9b43c15a2937feffEE££567bEN\
40595119d1bb8a3037c35
6efd56170b64cbccl60fb028£al0704b45d775000000006a47304402204c¢7\
c7818424c7£7911da
6cddc59655a70aflcbbeafl7c69dadbfc74££alb662£02207599e08bc\
8023693ad4e9527dc42c3
4210f7a7d1d1ddfc8492b654a11e7620a0012102158b46£fbdf£6540172
\b7989%aec8850aaldae4d?
abfb84cB8laebebb251a58aceScfeffffffd63abe6cl6e620£86£375925)\
b21lcabaf736c779£88fd
04dcad51d26690£7£345010000006a47304402200633ea0d3314bea0d95\
b3cd8dadb2ef7%ea833
1ffele61f762c0f6daealfabde022029£23b3e9¢c30£080446150b2385202\
8751635dcee2beb69c
2al686a4b5edf304012103£ffd6f4a67e94aba353a00882e563££2722ebdcf\
f0ad6006e86ee20df
e7520d55fef£££££0251430£00000000001976a914ab0c0b2e98blabedbf\
67d4750b0a56244948
aB87988ac005a6202000000001976a9143c82d7df364eb6c75be8cB80df2)
b3eda8db57397088ac46430600

>>> from io import BytesIO

>>> from tx import Tx

>>> hex_transaction = '010000000456919960ac691763688d3d3bceadad\
6ecaf875df5339el48alfc6lc6edTal69e010000006a47304402204585bcdef\
85e6blc6af5c2669d4830££86e42dd205c0e089bc2a821657e951c002201024\
al0366077£87d6bcelf7100ad8cfaBal64b39d4e8fedealldaTb71aa81l80£0121\
02f0da57e85eec2934a82a585ea337¢ce2£4998b50ae699dd79£5880e253\
dafafb7feffffffeb8£51£4038dc17e6313¢cf831d4£02281c2a468bde0fafd37\
f1b£882729e7£d3000000006a47304402207899531a52d59a6de200179928ca9\
00254a36b8df£f8bb75£5£5d71b1cdc26125022008b422630b8461cb52¢c3¢cc3033\
0b23d574351872b7¢c361e9aae3649071c1a7160121035d5¢93d%ac96881£f19bal\
f686£15£009ded7c62efeB85a872e6al9b43c15a2937feffff££567 bf40595119d1\
bb8a3037¢356e£d56170b64cbcc160fb028£a10704b45d775000000006a4730440\
2204¢c7¢7818424c7£7911da6cdde59655a70aflcbSeafl7c69dadbfc74££a0b662)\
£02207599e08bc8023693ad4e9527dc42¢34210£7a7d1d1ddfc8492b654a11e7620\
a0012102158b46£fbdf£65d0172b7989%aec8850aaldae4 9abfb84c8laebe5b251a58\
acebcfeffffffd63abe6cl6e620£86£375925b21cabaf736c779£88£d04dcad51d\
26690£7£345010000006a47304402200633ea0d3314beald95b3cd8dadb2ef79eal
8331ffele6lf762c0f6dacalfabde022029f23b3e9¢c30£080446150b2385202875\
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1635dcee2be669c2al686a4b5edf304012103ffd6f4a67e94aba353a00882e563£f\
2722eb4cff0ad6006e86ee20dfe7520d55fef£££££0251430£00000000001976a
914\ab0c0b2e98blabbdbf67d4750b0a56244948a87988ac005a620200000000\
1976a9143c82d7df364ebbc75be8c80df2b3edaBdbp57397088ac46430600"

>>> stream = BytesIO(bytes.fromhex (hex_transaction))

>>> tx_obj = Tx.parse(stream)

>>> print (tx obj.tx ins[1l].script sig)
304402207899531a52d59a6de200179928ca900254a36b8df£8bb75£5£5d71b1
cdc26125022008b422690b8461cb52c3cc30330b23d574351872b7c361e%aae\
3649071cl1a71601 035d5c93d%ac96881£f1%balf686£15£009ded7c62efesbal
872e6al19b43c15a2937

>>> print (tx_obj.tx outs[0].script pubkey)

OP_DUP OP_HASH160 ab0OcOb2e98blab6dbf67d4750b0a56244948a879 \
OP_EQUALVERIFY OP_CHECKSIG

>>> print (tx_obj.tx outs[1l].amount)

40000000

YnpaxHenue 6

Hanmumre Metop fee () mna xnacca Tx, YTOOBI pacCYMTaTh IUIATY 32 TPAH3aK-
HIo.

class Tx:
def fee(self, testnet=False):
input_sum, output sum = 0, 0
for tx_in in self.tx_ ins:
input sum += tx in.value(testnet=testnet)
for tx out in self.tx outs:
output_sum += tx_out.amount
return input_sum - output_sum

[naBa 6. f3bik Script

YnpaxHeHne 1

Hanumure (byﬂxumo op_hashl160().

def op_hashl60(stack):
if len(stack) < 1:
return False
element = stack.pop{()
hl160 = hashl60(element)
stack.append(hl60)
return True
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YnpaxHeHue 2

Hanuumure cBoto Bepcuw ¢yHkuuyu op checksig() u3 ucxomnoro daitna
op.py.
def op_checksig(stack, z):
if len(stack) < 2:
return False
sec_pubkey = stack.pop()
der signature = stack.pop()[:-1]
try:
point = S256Point.parse{sec_pubkey)
sig = Signature.parse(der_signature)
except (ValueError, SyntaxError) as e:
return False
if point.verify(z, sig):
stack.append (encode num(l))
else:
stack.append {(encode_num(0))
return True

YnpaxHeHue 3

Cospaiite cueHapuit ScriptSig, cmocoOHBIN pa36IOKMPOBATh OTKPHITBIA K04
1o cnegyloleMy cueHapuio ScriptPubKey:

767695935687

WmeiiTe B BUAY, 4TO B onepauuu OP_MUL yMHOXAIOTCA JBa BEPXHUX 3/IEeMEHTA
B CTeKe, a Koabl B cieHapuy ScriptPubKey 0603HavaloT cemyronye onepanum.

e 56 = OP 6

e 76 = OP DUP
e 87 = OP_EQUAL
e 93 = OP ADD
e 95 = OP MUL

>>> from script import Script

>>> script_pubkey = Script ({0x76, 0x76, 0x95, 0x93, 0x56, 0x87])
>>> script_sig = Script([0x52])

>>> combined script = script sig + script_pubkey

>>> print (combined script.evaluate(0))

True

Omnepaums OP_2 ¢ XOogoM 52 yAOB/IETBOPUT YPaBHEHUIO L+x-6=0.
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YnpaxHeHue 4

BoigcHUTe HasHayeHMeE CIEAYIOLLETO cueﬂapml:
6e879169a77ca787

Kopp! B 3TOM clieHapuy 0603Ha4al0T CIeAyIolMe Onepalmm.
® 69 = OP_VERIFY

e 6e = OP_2DUP

e 7c = OP_SWAP

e 87 = OP _EQUAL

e 91 = OP_NOT

e a7 = OP_SHAL

BocnonbayitTech MeTogoM Script.parse () u BhIACHMTE Ha3HauYeHMe OTHENb-
HBIX ONepaluii Mo MX KofaM, o6paTMBIIMCh No ajpecy https://en.bitcoin.
it/wiki/Script.

>>> from script import Script
>>> script pubkey = Script([0Ox6e, 0x87, 0x91, 0x69, Oxa7,

0x7c, 0xa7, 0x87])
>>> cl = '255044462d312e330a25e2e3¢cfd30a0a0a312030206£626a0a3c3\
c2£57696474682032203020522£4865696768742033203020522£5479706520\
34203020522£537562747970652035203020522£46696c7465722036203020522\
£436£6c6£7253706163652037203020522£4c65626774682038203020522£4269\
7473506572436£6d4706£6e656e7420383e3e0a73747265616d0affd8fffe\
00245348412d3120697320646561642121212121852£ec092339759c39\
blalc63c4c97elfffe017£46dc93a6b67e013b029%aaaldb2560b45¢cab7d688)\
c7£84b8c4c791fe02b3df614£86db1690901c56b45c1530afedfb76038e972722\
fe7ad728£0e4904e046c230570fe9d41398abel2efSbc942be33542a4802d98)\
b5d70£2a332ec37fac3514e74ddc0£f2ccla874cd0c78305a21566461309789606\
bd0b£f3£98cda8044629al’
>>> ¢c2 = '255044462d312e330a25e2e3cfd30a0a0a312030206£626a0a3c3c2\
£57696474682032203020522f4865696768742033203020522£5479706520342\
03020522£537562747970652035203020522£46696c7465722036203020522£436\
£6c6£7253706163652037203020522f4c656e6774682038203020522£42697473\
506572436£6d706£6e656e7420383e3e0a73747265616d0affd8fffe00245348412\
d3120697320646561642121212121852£fec092339759c39blalc63c4cI7elfffel
017346dc9166b67e118£029ab621b2560ff9cabTcca8ecT£85ba84c79030c2b3del\
218£86db3a90901d5df45c14f26fedfb3dc38e96ac22fe7bd728f0ed45bcel46d23\
c570£feb141398bb552ef5a0a82be331fead8037b8b5d71£0e332edf93ac3500eb4\
ddc0deccl1aB864790c782c76215660dd309791d06bd0af3£98cdadbc4629b1"
>>> collisionl = bytes.fromhex(cl) 0
>>> collision2 = bytes.fromhex{c2)
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>>> script sig = Script([collisionl, collision2])
>>> combined script = script sig + script pubkey
>>> print (combined script.evaluate(0))

True

O Copepxumoe nepemeHHbix collisionl u collision2 momyyeHo u3 nmpoo6-
pasoB 1o anropurmy SHA-1, ans koTophix B kommanuu Google o6HapyxeHsl
konmuaun (https://security.googleblog.com/2017/02/announcing-
first-shal-collision.html).

B maHHOM cueHapuM OCyLIeCTB/IAETCA MOUCK KOMIM3uK 1o anroputmy SHA-1.
EauHcTBeHHBI criocob YAOBNETBOPUTD JAaHHBIN CLEHApUN — NPENOCTaBUTH KO-
OpAMHATHI X ¥ y (HanpuMep, X # y, Ho shal (x) = shal(y)).

[naBa 7. Co3ganue 1 npoBepKa AOCTOBEPHOCTH TPaH3aKUUMA
YnpaxHenue 1

Hanmuumure meton sig hash () ans knacca Tx, 4TOOBI peanusopaTh B HEM BbI-
YHCIEHME XelllA MOAIIUCH.

class Tx:

def sig hash(self, input_index):
s = int to_little endian(self.version, 4)
s += encode_varint(len(self.tx ins))
for i, tx_in in enumerate(self.tx_ ins):
if i == input_index:
s += TxIn{
prev_tx=tx in.prev_tx,
prev_index=tx_in.prev_index,
script sig=tx_in.script pubkey(self.testnet),
sequence=tx_in.sequence,
) .serialize ()
else:
s += TxIn(
prev_tx=tx_in.prev_tx,
prev_index=tx in.prev index,
sequence=tx_in.sequence,
} .serialize ()
s += encode_varint (len({self.tx_outs))
for tx_out in self.tx outs:
s += tx_out.serialize()
s += int_to_little endian(self.locktime, 4)
s += int_to little endian(SIGHASH_ALL, 4)
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h256 = hash256(s)
return int.from bytes(h256, ‘big’)

YnpaxHeHue 2

Hanummre Meton verify input () ans knacca Tx, 9TOOBI peanu3oBaTh B HEM
IIpOBepKY BBOJIa TPaH3aKLMM Ha AOCTOBEPHOCTD. [I/11 3TOr0 BaM IMPUAETCA BOC-
N0/b30BaThcA MeTogaMu TxIn.script pubkey (), Tx.sig hash() u Script.
evaluate().

class Tx:

def verify input(self, input_ index):
tx_in = self.tx_ins[input_index]
script pubkey = tx_in.script pubkey(testnet=self.testnet)
z = self.sig hash{input_index)
combined = tx in.script_sig + script_pubkey
return combined.evaluate({z)

YnpaxHeHuve 3

Hanmuumre Meton sign_input () AnaA kmacca Tx, YTOOBI peanusoBaTh B HEM
MIOANIMCaHUe BBOAOB TPAaH3aKLVIN.

class Tx:

def sign input({self, input_index, private_key):
z = self.sig hash(input_index)
der = private key.sign{(z).der{()
sig = der + SIGHASH ALL.to bytes(l, 'big')
sec = private key.point.sec{()
self.tx ins[input_index].script_sig = Script([sig, sec])
return self.verify input(input_index)

YnpaxHeHuve 4

CospaitTe TpaH3aKLMIO /18 OoTIpaBKu 60% CyMMBI M3 OQHOTO HEM3PacXofo-
BaHHoro BbiBofa UTXO no agpecy mwInlYPMq7y5F8J3LkCSHXgIPHYZSKACEV B
cetu testnet. OcTraBluasca cyMMa 3a BHIYETOM IIIAThl 32 TPAaH3aKLMIO JO/DKHA Bep-
HyTbcsl 06PaTHO 10 BalleMy M3MeHEHHOMY afpecy. 9To JO/DkHa OBITb TPaH3aKUMA
C OTHMM BBOAOM ¥ IByMs BbIBofaMyu. CBOIO TPaH3aKIMIO Bbl MOXeTe Iepec/aTh
no agpecy https://live.blockcypher.com/btc/pushtx.
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>>> from ecc import PrivateKey

>>> from helper import decode base58, SIGHASH ALL

>>> from script import p2pkh_script, Script

>>> from tx import TxIn, TxOut, Tx

>>> prev_tx = bytes.fromhex('75alc4bc671£55£626ddal074c7725991\
e6f68b8fcefcfca7b64405ca3b45£flc')

>>> prev index = 1

>>> target address = 'miKegze5SFQNCnGw6PKyqUbYUeBadx2hFeM'

>>> target_amount = 0.01

>>> change address = 'mzx5YhAHIkNHtcN481lubWkjeHjYtVeKVh2'

>>> change_amount = 0.009

>>> secret = 8675309

>>> priv = PrivateKey{secret=secret)

>>> tx_ins = []

>>> tx_ins.append(TxIn(prev_tx, prev_index))

>>> tx_outs = []

>>> h160 = decode base58 (target_address)

>>> script_pubkey = p2pkh_script (h160)

>>> target_satoshis = int (target_amount*100000000)

>>> tx outs.append(TxOut (target satoshis, script_pubkey))

>>> h160 = decode_base58 (change_address)

>>> script pubkey = p2pkh_script (h160)

>>> change_satoshis = int(change_amount*100000000)

>>> tx_outs.append (TxOut (change_satoshis, script_pubkey))

>>> tx_obj = Tx(1l, tx_ins, tx_outs, 0, testnet=True)

>>> print (tx_obj.sign input (0, priv})

True

>>> print (tx_obj.serialize().hex())
01000000011c5fb4a35c40647bcacfeffcbB8686£1e9925774c07aldd26£6551\
£67bcc4al75010000006b483045022100a08ebb92422b3599a2d2fcdaallfsf\
807a66ccf33e7f4a9f£0a3c51f1lblec5dd02205ed21dfede5925362b8d9833\
e908646c54be7ac6664e31650159e8£69b6ca539012103935581e52c354cd2£\
484feB8ed83af7a3097005b2£9¢c60bff71d35bd795£54b6T£ELE££££024042)
0£00000000001976a9141ec51b3654c1£1d0£4929d11a1£702937eaf50c888\
ac9fbb0d00000000001976a914d52ad7calb3d096a38e752c2018e6fbcd0\
cdf26£88ac00000000

YnpaxHeHnue 5

3T0 ynpakHeHye nocnoxHee. IIpuobpeTnTe HeMHOrO MOHET U3 OGUTKOTHOBOrO
KpaHa B ceTH testnet ¥ Co3fjaiiTe TPAH3AKIIMUIO C IBYMs BBOJAMM ¥ OTHUM BBIBOJIOM.
OnuH 13 BBOJOB JO/DKEH OBITh M3 GUTKOTHOBOTO KpaHa, APYTOM — M3 IIpeAbIay-
ILETO YIPaXXKHEHMS, a BHIBOKOM MOXXET CITY)KUTh Balll co6cTBeHHbIM apec. Cpolo
TPaH3aKIMIO Bbl MOXeTe Iepecnarh mo agpecy https://live.blockcypher.
com/btc/pushtx.
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>>> from ecc import PrivateKey

>>> from helper import decode base58, SIGHASH ALL

>>> from script import p2pkh script, Script

>>> from tx import TxIn, TxOut, Tx

>>> prev_tx 1 = bytes.fromhex('11d05¢ce707¢c1120248370d1cbf5561d\
22c4£83aebal0436792c82e0bd57fe2a2f")

>>> prev_index 1 =1

>>> prev tx 2 = bytes.fromhex('51f61£77bd061b%a0da60d4bedaaflbl\
fad0clle65£dc744797ee22d20b03d15")

>>> prev_index 2 =1

>>> target address = 'mwJnlYPMq7y5F8J3LkC5Hxg9PHYZ5K4cFv'

>>> target _amount = 0.0429

>>> secret = 8675309

>>> priv = PrivateKey(secret=secret)

>>> tx_ins = []

>>> tx_ins.append(TxIn(prev_tx 1, prev_index 1))

>>> tx_ins.append(TxIn(prev_tx 2, prev_index 2))

>>> tx outs = []

>>> hl160 = decode base58(target address)

>>> script pubkey = p2pkh script (hl160)

>>> target_satoshis = int{target_amount*100000000)

>>> tx_outs.append(TxOut (target satoshis, script_pubkey))

>>> tx_obj = Tx(l, tx_ins, tx outs, 0, testnet=True)

>>> print(tx_obj.sign_input (0, priv))

True

>>> print (tx_obj.sign_input(l, priv))

True

>>> print (tx_obj.serialize().hex())
01000000022f2afe57bde0822¢c793604baae834£2cd26155bf1c0d37480212\
€107e75cd011010000006a47304402204¢cc5fel1b2b025£8£c9£6073b5e\
3942883bbba266b71751068badeb8£11£0364022070178363f5dead149581\
a4b9%b9dbad9leclfd990e3faldf9de3cchb421£a5b269012103935581\
€52c354cd2f484feBedB83af7a3097005b2£9¢c60bf£71d35bd795£54b67\
fEff£f££153db0202de27e7944c7£d651ecld0fablflaaed4b0das0d9alb\
06bd771££651010000006b483045022100b72938d4679%9aa7271£0d32d83b\
61aB85eb0180cf1261d44feaad23dfd9799datb02205f£2f366ddd9555\
£7146861a8298b7636be8b292090a224c5dc84268480d8bel1012103935581\
€52c354cd2f484feB8edB83af7a3097005b2£9c60bf£71d35bd795£54b6 7\
fEE£££££01d0754100000000001976a914ad346f8eb57dee9a37981716\
e498120ae80e44£788ac00000000
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fmasa 8. Onnara no xeiuy cueHapua
YnpaxHeHue 1

Hanummre okoH4YaTenbHbIt BapuaHT PyHkumu op checkmultisig () u3 mc-
xonHoro daitna op.py.

def op_checkmultisig(stack, z):
if len(stack) < 1:
return False
n = decode_num(stack.pop())
if len(stack) < n + 1:
return False
sec_pubkeys = []
for _ in range(n):
sec_pubkeys.append(stack.pop())
m = decode_num(stack.pop())
if len(stack) < m + 1:
return False
der_signatures = []
for _ in range(m):
der signatures.append{stack.pop() [:-1])
stack.pop ()
try:
points = [S256Point.parse(sec) for sec in sec_pubkeys]
sigs = [Signature.parse(der) for der in der_signatures]
for sig in sigs:
if len(points) ==
return False
while points:
point = points.pop(0)
if point.verify(z, sig):
break
stack.append (encode_num (1))
except (ValueError, SyntaxError):
return False
return True

YnpaxHeHue 2

Hanmumre dynkumio h160 to p2pkh address (), npeo6pasyiomyio 20-6ait-
TOBbI Xew-kop hash160 B aapec p2pkh.
def hl60 to p2pkh address(hl60, testnet=False):
if testnet:
prefix = b'\x6f’
else:
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prefix = b'\x00'
return encode base58 checksum(prefix + hl160)

YnpaxHeHue 3

Hanumure ¢pynkuuio h160 to p2sh address (), npeobpasyiomylo 20-6ait-
TOBBIN Xew-koA hash160 B agpec p2sh.

def hl60_to p2sh address(hl60, testnet=False):
if testnet:
prefix = b'\xc4’
else:
prefix = b'\x05'
return encode_base58_ checksum(prefix + hl160)

YnpaxHeHue 4

Hposepre Ha OCTOBEPHOCTDb BTOPYIO NOANINCH U3 npenbmymex"{ TpaH3aKIUN.

>>> from io import BytesIO

>>> from ecc import S256Point, Signature

>>> from helper import hash256, int to_little endian

>>> from script import Script

>>> from tx import Tx, SIGHASH ALL

>>> hex_tx = '0100000001868278ed6ddfbbcled3ad5£8181eb0c7a385\
aa0836£01d5e4789e6bd304d87221a000000db00483045022100dc92655fe\
37036£47756db8102e0d7d5e28b3beb83a8fef4£5dc0559bddfb94e02205\
a36d4edebc7£fcdl6658c50783e00c341609977aed3ad00937bf4ee942a899\
3701483045022100dabbee3c93766232079a01639d07£a869598749729%ae\
323eabB8eef53577d611b02207bef15429dcadce2121ea07£233115¢c6£09034\
c0be68db99980b9%a6c5e75402201475221022626e955ea6ea6d98850c 994\
9107b036b1334£18ca8830bf£ff1295d21cfdb702103b287eafl22eea69030\
ale9feed096bedB8045c8b98becd53elffacTfbdbddbb7152aeffEFLEEFO4N
d3b11400000000001976a914904a49878c0adfc3aal5de7afad2cc15£483\
a56a88ac7£400900000000001976a914418327e3£3ddadcf5p9089325a4b\
95abdfa0334088ac722¢c0c00000000001976a914ba35042cfe9fc66fd35ac\
2224eebdafdl1028ad2788acdc4ace020000000017a91474d691da1574\
ebb3cl92ecfb52cc8984eeTb6c568700000000"

>>> hex_sec = '03b287eafl22eeab9030al0e9feed096bed8045c8b98bech
453elffac7fbdbd4bb71"’

>>> hex_der = '3045022100da6bee3c93766232079a01639d07£fa86959874\
9729%ae323eab8eef53577d611b02207bef15429dcadce2121ea07£233115¢c6£\
09034c0be68db99980b9%a6c5e754022"

>>> hex_redeem script = '475221022626e955ea6ea6d98850c994£9107\
b036b1334£f18ca8830bfff1295d21cfdb702103b287eafl22eea69030ale9feed\
096bed8045c8b98becd53elffac7 fbdbddbb7152ae’

>>> sec = bytes.fromhex(hex sec)
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>>> der = bytes.fromhex(hex_der)
>>> redeem script = Script.parse(
BytesIO(bytes.fromhex (hex_redeem script)))
>>> stream = BytesIO(bytes.fromhex (hex_ tx))
>>> tx_obj = Tx.parse(stream)
>>> s = int_to little endian({tx_obj.version, 4)
>>> s += encode varint (len(tx_obj.tx_ins))
>>> 1 = tx_obj.tx ins{0]
>>> s += TxIn(i.prev _tx, i.prev_index, redeem script, i.sequence)
.serialize()
>>> s encode_varint (len(tx obj.tx_outs})
>>> for tx out in tx_obj.tx outs:
... s += tx out.serialize{)
>>> s += int to little_endian(tx_obj.locktime, 4)
>>> s += int_to little endian(SIGHASH ALL, 4)
>>> z = int.from_bytes (hash256(s), 'big")
>>> point = S256Point.parse(sec)
>>> sig = Signature.parse{der)
>>> print(point.verify(z, sig))
True

+
"

YnpaxHeHwe 5

Bumousmenute Metogbl sig hash() u verify input () Takum obpasom,
4TO6BI IPOU3BOIUTH BEPUGUKALMIO TPaH3aKLMA B p2sh.

class Tx:

def sig hash(self, input index, redeem script=None):

' Y1 BosBpamaeT LENIOYMCTIEHHOE NPEeNCTAaBJIEHME Xema, KOTopoe

TpefyeTcs NONAYYNUTL CO 3HAKOM IJIA MHOexca input index'''
s = int_to_little endian(self.version, 4)
s += encode_varint {len(self.tx_ins))
for i, tx in in enumerate(self.tx ins):

if i == input_index:

if redeem script:
script sig = redeem_script

else:
script sig = tx_in.script_pubkey(self.testnet)
else:
script sig = None
s += TxIn({(

prev_tx=tx in.prev_tx,
prev_index=tx_in.prev_index,
script_sig=script_sig,
sequence=tx in.sequence,

) .serialize()
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s += encode varint(len(self.tx outs))
for tx out in self.tx outs:

s += tx out.serialize()
s += int_to_little endian{self.locktime, 4)
s += int_to_little endian(SIGHASH ALL, 4)
h256 = hash256 (s)
return int.from bytes(h256, 'big')

def verify input(self, input_index):
tx_in = self.tx_ins[input_index]
script pubkey = tx_in.script pubkey(testnet=self.testnet)
if script pubkey.is p2sh_script pubkey():
cmd = tx_in.script sig.cmds[-1]
raw_redeem = encode varint(len(cmd)) + cmd
redeem_script = Script.parse(BytesIO(raw_redeem))
else:
redeem_script = None
z = self.sig_hash(input_index, redeem_script)
combined = tx_in.script sig + script pubkey
return combined.evaluate(z)

fnasa 9. bnoku
YnpaxHenue 1

Hanmmmmre MeTon is_coinbase () ans xmacca Tx, B XOTOPOM ONpeRENA€TCH,
AB/IAETCA M TPAH3AKILMA MOHETU3UPYIOLIEH.

class Tx:

def is_coinbase(self):

if len(self.tx ins) I= 1:
return False

first_input = self.tx_ins[0]

if first_input.prev_tx != b'\x00' * 32:
return False

if first input.prev_index != Oxffffffff:
return False

return True

YnpaxHeHnue 2

Hamumure meTon coinbase height () mna xmacca Tx, B KOTOPOM onpeneri-
€TCA BBICOTA 0/10Ka MOHETU3UPYIOLLEH TPAH3AKLIMH,

Mpunoxexne, OT8eTb K yNpaHeHNAM | 349



class Tx:

def coinbase_height (self):
if not self.is coinbase():
return None
element = self.tx ins[0].script sig.cmds([0]
return little endian_to_int(element)

YnpaxHeHue 3

Hanumure MeTop parse () ans knacca Block, 4To6bl peanu3oBarb B HeM CUH-
TaKCUYECKMIT aHamn3 6/10Ka.

class Block:

@classmethod
def parse(cls, s):
version = little endian_to_int(s.read(4))
prev_block = s.read(32)[::-1]
merkle root = s.read(32)[::-1]
timestamp = little_endian_to_int(s.read(4))
bits = s.read(4)
nonce = s.read{(4)
return cls(version, prev block, merkle root,
timestamp, bits, nonce)

YnpaxHeHue 4

Hamuimmre Metop serialize () mns kmacca Block, YTo6bI peanu3oBath B HeM
cepuanM3aLmio 610Ka.

class Block:

def serialize(self):
result = int_to_little endian(self.version, 4)
result += self.prev block[::-1]
result += self.merkle root[::-1]
result += int to little endian(self.timestamp, 4)
result += self.bits
result += self.nonce
return result

YnpaxHeHue 5

Hamumure Merop hash () ama knacca Block, YTo6bl peanu3oBath B HeM Xelly-
poBaHue 6710Ka.
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class Block:

def hash(self):
s = self.serialize()
sha = hash256(s)
return sha(::-1]

YnpaxHeHne 6

Hanumure Meron bip9 () ans xnacca Block, 4To6bl peannaoBaTb MPOBEPKY
HOMepa BEPCHM, COOTBETCTBYIOILETO NpoTokory BIP0009.
class Block:

def bip9(self):
return self.version >> 29 == (b001

YnpaxHeHue 7

Hanumure Meton bip91 () mnsa kmacca Block, 4To6bl peann3oBaTbh NpOBEPKY
HOMeEpa BEpCUM, COOTBETCTBYIOLLEro npotokomny BIP00091.

class Block:

def bip9l (self):
return self.version >> 4 & 1 ==

YnpaxHeHue 8

Hanummre meron bipl41 () mna knacca Block, 4To6bI peann3oBaTth POBEPKY
HOMepa BEpPCUM, COOTBETCTBYIOLLEero mpoTokony BIPO141.

class Block:

def bipldl(self):
return self.version >> 1 & 1 ==

YnpaxHeHue 9

Hanummre dynkumio bits to target () us mcxomHoro ¢aitna helper.py,
YTOOBI BLIYMCIUTD 1i€/Ib U3 3aJaHHBIX OUTOB.
def bits_to_target(bits):

exponent = bits[-1]

coefficient = little endian to_int(bits[:~1])

return coefficient * 256** (exponent - 3)
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YnpaxHenne 10

Hannmmure Meton difficulty () mnsa knacca Block, 4TO6bI ONpeReNnuUTs B HEM
CTIOXXHOCTD OOBIYM.

class Block:

def difficulty(self):
lowest = Oxffff * 256** (0x1ld - 3)
return lowest / self.target()

YnpaxHenne 11

Hanumure Meton check _pow () ans knacca Block, 4YTOOBI TIPOBEPUTh B HEM
NIOATBEpX/ieHMe paboThI.

class Block:

def check_pow(self):
sha = hash256 (self.serialize())
proof = little endian_to_int(sha)
return proof < self.target()

YnpaxHeHnune 12

Brruucnure HoBble OMThI IIPY YCIOBMM, YTO MEPBLINf 1 IOCTeRHMIt u3 2016 6m0-
KOB B IIep1OJl KOPPEKTUPOBKM C/TOXKHOCTH TAKOBBI.

e bnok 471744

000000203471101bbda3fe307664b3283a%ef0e97d9a38a7eacd88\
00000000000000000010c8aba8479bbaa5e0848152£d3¢c2289cas0\
elc3e58c9adfaaafbdf5803c5448ddb845597e8h0118e43a81d3

e bnok 473759

02000020£1472d9db4b563¢c35£97¢c428ac903£23b7£c055d1cfc26\
000000000000000000b3£449fcbelbcdcfbchb8283a0d2c037£961\
a3fdf2b8bedcl144973735eea707e1264258597e8b0118e5£00474

>>> from io import BytesIO

>>> from block import Block

>>> from helper import TWO_WEEKS

>>> from helper import target to_bits

>>> blockl hex = '000000203471101bbda3fe307664b3283a9%£0e97d9\
a38a7eacd8800000000000000000010c8abaB479bbaa5e0848152fd3c2289\
ca50elc3e58c9a4faaafbdf5803c5448ddb845597e8b0118e43a81d3’

>>> block2_hex = '02000020£1472d9db4b563¢c35£97c428ac903£23bTfc)
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055d1cfc26000000000000000000b3£449fcbelbcdcfbecb8283a0d2c037£961\
a3fdf2b8bedc144973735eea707e1264258597e8b0118e5£00474"
>>> last_block = Block.parse (BytesIO(bytes.fromhex(blockl hex}))
>>> first_block = Block.parse(BytesIO(bytes.fromhex(block2 hex}))
>>> time_differential = last_block.timestamp - first block.timestamp
>>> if time differential > TWO _WEEKS * 4:
ces time differential = TWO_WEEKS * 4
>>> if time differential < TWO WEEKS // 4:
ces time_differential = TWO_WEEKS // 4
>>> new_target = last block.target ()

* time differential // TWO_ WEEKS
>>> new_bits = target to bits(new_ target)
>>> print (new bits.hex())
80df6217

i

YnpaxHenne 13

Hanmmummre dynkumio calculate_new bits () us ucxogroro daitna helper.
PY IS BBIYMCTIEHNA HOBBIX OMTOB.

def calculate new bits(previous bits, time_differential):
if time_differential > TWO WEEKS * 4:
time differential = TWO WEEKS * 4
if time differential < TWO WEEKS // 4:
time differential = TWO_WEEKS // 4
new_target = bits to_target(previous_bits)
* time differential // TWO_WEEKS
return target to bits(new_target)

Fnasa 10. Opranunsayus cetu
YnpaxHenwve 1

Hanumure metop parse () mna knacca NetworkEnvelope, 4To6sl peanuso-
BaThb CMHTaKCUYECKUIT aHA/IU3 CETEBOTO COOOLIEHNA,

@classmethod
def parse(cls, s, testnet=False):
magic = s.read(4)
if magic == Db'':
raise IOError('Connection reset!')
if testnet:
expected magic = TESTNET NETWORK MAGIC

else:
expected magic = NETWORK MAGIC
if magic != expected magic:
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raise SyntaxError('magic is not right {(} vs (}'
.format (magic.hex(), expected magic.hex(}))
command = s.read(12)
command = command.strip(b'\x00')
payload length = little endian_to_int(s.read(4))
checksum = s.read(4)
payload = s.read{payload length)
calculated checksum = hash256(payload) [:4]
if calculated checksum != checksum:
raise IOError {'checksum does not match')
return cls(command, payload, testnet=testnet)

YnpaxHeHne 2

BbisscHUTE, YTO MUMEHHO COMEPXXUT CIIEAVIOLIEE CETEBOE C00611LCHMCZ
f9beb4d976657261636b000000000000000000005df6ele2

class NetworkEnvelope:

>>> from network import NetworkEnvelope

>>> from io import BytesIO

>>> message_hex =
*£9bebdd976657261636b000000000000000000005df6ele2”

>>> stream = BytesIO(bytes.fromhex(message_ hex))

>>> envelope = NetworkEnvelope.parse (stream)

>>> print (envelope.command)

b'verack'

>>> print (envelope.payload)

b"

YnpaxHenne 3

Hanuuure MeTon serialize () mis kmacca NetworkEnvelope, 4To6bI pea-
JIN30BaTh CEPUATU3ALMIO COREP>KMMOTO CETEBOTO COO6IeHMs.

class NetworkEnvelope:

def serialize(self):
result = self.magic
result += self.command + b'\x00' * (12 - len(self.command))
result += int to_little endian(len(self.payload), 4)
result += hash256(self.payload) [:4]
result += self.payload
return result

354 | Mpunoxenue. OTBeTH K ynpaxHeHUAM



YnpaxHeHue 4

Hanumure Meton serialize () pna xnacca VersionMessage, 4To6bl peanu-
30BaTb B HEM CEpPUATMU3ALMIO COOOIIEHNS O BEPCHUU CETEBOTO MPOTOKONA.

class VersionMessage:

def serialize(self):

result = int to little endian(self.version, 4)
result += int to little endian(self.services, 8)
result += int to_little endian(self.timestamp, 8)
result += int to_little endian(self.receiver services, 8)
result += b'\x00' * 10 + b'\xff\xff' + self.receiver_ip
result += int to_little endian(self.receiver port, 2)
result += int_to little endian(self.sender_services, 8)
result += b'\x00' * 10 + b'\xff\xff' + self.sender ip
result += int to little endian(self.sender port, 2)
result += self.nonce
result += encode_varint(len(self.user_agent))
result += self.user agent
result += int_to_little endian(self.latest_block, 4)
if self.relay:

result += b'\x01'
else:

result += b'\x00'
return result

YnpaxHeHue 5
Hanumure Meton handshake () mna knacca SimpleNode, yTo6s1 peann3oBaTh
B HEM IOATBEpKeHME NOAKIIOYeHU K CeTH,

class SimpleNode:

def handshake (self):
version = VersionMessage()
self.send(version)
self.wait_for (VerAckMessage)

YnpaXHeHue 6

Hanuuure Metop serialize () mna knacca GetHeadersMessage, 4To6bl pe-
anM30BaTh B HEM CEpPUANM3AIMIO COOOIIEHNA O MOTYYeHUN 3aro/IOBKOB 6/I0KOB.

class GetHeadersMessage:

def serialize{self):

Mpunoxexne. OTBETH K yNpaXHeHHAM | 355



result = int to little endian(self.version, 4)
result += encode_varint (self.num_hashes)
result += self.start block[::-1]

result += self.end block[::-1]

return result

fnaBsa 11. YnpouweHHas npoBepKa onnartbl

YnpaxHenne 1

Hamnmure ¢ynxumio merkle parent (), peanrusyiomyio monydeHue pogu-
Te/TbCKOTO Xellla B ficpeBe Mepkia.

def merkle_parent (hashl, hash2):
‘1153107 MeTOD nNpMHMMAET DBOMYHNE Xeunt # BEYUCISET
xem-xon hash256''’
return hash256 (hashl + hash2)

YnpaxHeHne 2

Hanummre gynkumio merkle_parent_level (), BBIYMCIAIOLUIYIO POAUTENb-
CKMit YpOBeHb AepeBa Mepkia.

def merkle parent level (hashes):
' 15707 MeTOn NPUHIMMAET CIOMCOK OBOMYHEX XEmMEe)H M BO3BpAamaeT
BOBOE MEHBIDGY NO [uHe crmcok'''
if len(hashes) ==
raise RuntimeError(
‘Cannot take a parent level with only 1 item’)
if len(hashes) % 2 == 1:
hashes.append (hashes[-1])
parent_level = []
for i in range(0, len(hashes), 2):
parent = merkle parent(hashes[i], hashes[i + 1])
parent_level.append(parent)
return parent level

YnpaxHeHne 3

Hamumre dynxkimio merkle root (), BBIMUCIAIOIIYIO KOpeHb AepeBa Mepkia.

def merkle root (hashes):
Y1 13707 MeTOn NpMHMMAeT CIMCOK OBOMYHEIX Xemel M BO3BpamaeT
KopeHs nepeBa Mepkna'''
current level = hashes
while len{current level) > 1:
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current_level = merkle parent level (current level)
return current level[0]

YnpaxHeHne 4

Hamuumre MeTon validate _merkle_root () mma knacca Block, 4TO6BI pea-
NM30BaTb B HEM NMPOBEPKY KOPHA AepeBa Mepkna Ha J0OCTOBEPHOCTS.

class Block:

def validate merkle_rooct(self):
hashes = [h[::-1] for h in self.tx hashes]
root = merkle_root (hashes)
return root[::-1] == self.merkle_root

YnpaxHeHue 5

Cospaiite mycroe gepeBo Mepkna ¢ 27 Y371aMHM M BBIBEIUTE Ha 3KPaH KaXIbIH
€ro ypoBeHb.

>>> import math
>>> total = 27
>>> max_depth = math.ceil(math.log(total, 2))
>>> merkle tree = []
>>> for depth in range(max depth + 1):
num_items = math.ceil (total / 2**(max_depth - depth))
level hashes = [None] * num items
merkle tree.append(level hashes)
>>> for level in merkle tree:
e print (level)
[None]
[None, None]
[None, None, None, None]
[None, None, None, None, None, None, None]
[None, None, None, None, None, None, None, None, None, None,
None, None, None, None]
[None, None, None, None, None, None, None, None, None, None,
None, None, None, None, None, None, None, None, None, None,
None, None, None, None, None, None, None]

YnpaxHeHune 6

Hamumure MeTop parse () ans knacca MerkleBlock, B KOTOPOM CHMHTaKTHYe-
CKM aHa/IM3MpPYeTCA CeTeBas KoMaHnma merkleblock.
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class MerkleBlock:

@classmethod

def parse(cls, s):
version = little_endian_to_int(s.read(4))
prev_block = s.read(32) [::-1]
merkle root = s.read(32) [::-1]
timestamp = little endian_to_int(s.read(4))
bits = s.read(4)
nonce = s.read(4)
total = little endian_to_int(s.read(4))
num_hashes = read_varint(s)
hashes = []
for _ in range(num_hashes):

hashes.append (s.read (32) [::-1])
flags_length = read varint(s)
flags = s.read(flags_length)
return cls(version, prev _block, merkle_root, timestamp,
bits, nonce, total, hashes, flags)

YnpaxHeHve 7

Hanuumre Meton is_valid () ans knacca MerkleBlock, 4To6bi peanusoBath
B HEM TIPOBepKY ApeBOBMAHOTO 6710ka Mepkia Ha JOCTOBEPHOCTD.

class MerkleBlock:

def is_valid(self):
flag bits = bytes to bit field(self.flags)
hashes = [h([::-1] for h in self.hashes]
merkle tree = MerkleTree(self.total)
merkle tree.populate tree(flag bits, hashes)
return merkle_tree.root()[::-1) == self.merkle_root

fnaBa 12. Ounbrpbl bnyma

YnpaxHeHne 1

Paccunuraitre ¢punsrp Briyma ana ctpox “Hello world” u “Goodbye”, npumenns
xem-¢pyHkuuio hash160 x 6uToBOMY nomo pasmepom 10.

>>> from helper import hashlé0

>>> bit_field size = 10

>>> pbit_field = [0] * bit field size

>>> for item in (b'hello world', b'goodbye'}:
h = hashl160 (item)
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bit = int.from bytes(h, 'big') % bit_field size
bit field[bit] =1

>>> print(bit_field)

[11 1! OI OI 0! OI 0! OI 01 0]

YnpaxHeHne 2

Ecnu saman ¢unsrp Bryma ¢ mapamerpamu size=10, function_count=5,
tweak=99, To Kakye 6aiThl YCTAaHABMBAKTCA MIOC/IE BBOAA IIpUBENEHHBIX HIDKE
anemenToB? (ITodckasxa: Bocronb3yitTech dyHkimeit bit field to bytes() us
ucxonHoro ¢aitna helper.py WA npeo6pasoBaHmsa COREPKUMOrO GUTOBOTO TONA
B 6aiThHL.)

e b'Hello World'
¢ b'Goodbye!'

>>> from bloomfilter import BloomFilter, BIP37 CONSTANT
>>> from helper import bit field to_bytes, murmur3
>>> field size = 10
>>> function_count = 5
>>> tweak = 99
>>> items = (b'Hello World', b'Goodbye!')
>>> bit field size = field size * 8
>>> bit_field = (0] * bit_field size
>>> for item in items:
for i in range(function_count):

seed = 1 * BIP37 CONSTANT + tweak

h = murmur3(item, seed=seed)

bit = h % bit field size
- bit_field[bit] =1
>>> print (bit_field to_bytes(bit_field).hex())
4000600a080000010940

YnpaxHeHue 3

Hamumure Meron add () ana xnacca BloomFilter, 4To6bI peanru3oBaTh B HeM
BBOJI 371eMeHTOB B oubTp Bryma.

class BloomFilter:

def add{self, item):
for i in range(self.function count):
seed = 1 * BIP37_CONSTANT + self.tweak
h = murmur3(item, seed=seed)
bit = h % (self.size * 8)
self.bit field[bit] =1
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YnpaxHeHne 4

Hanumure Meton filterload() ans kmacca BloomFilter, 4To6bl peanuso-
BaTb B HeM 3arpysky ¢unpTpa bnyma.

class BloomFilter:

def filterload(self, flag=1):
payload = encode_varint (self.size)
payload += self.filter bytes({()
payload += int_to little endian(self.function count, 4)
payload += int_to little_endian(self.tweak, 4)
payload += int to_little endian{(flag, 1)
return GenericMessage(b'filterload', payload)

YnpaxHeHue 5

Hanumure MeTopn serialize () mns kmacca GetDataMessage, YTo6bl peanu-
30BaTb B HEM CepUATU3ALNIO N10/Ty4aEMbIX 3/IEMEHTOB JaHHbIX.

class GetDataMessage:

def serialize(self):
result = encode_varint(len(self.data))
for data_type, identifier in self.data:
result += int to little endian(data_type, 4)
result += identifier{::-1]
return result

YnpaxHeHue 6

ITonyunte npeHTUPUKATOP TeKylero 6710ka B ceTH testnet, oTIpapbTe cebe He-
MHOTO MOHET IIO CeTH testnet, HaliAUTe HEM3PACXOMOBAHHbIN BbIBOJ, TPaH3aKIIUM
UTXO, cOOTBETCTBYIOLIMIT STUM MOHETaM, He TONb3ysACh 0603peBaTeneM 6710KOB,
cO3JaiiTe TpaH3aKUMIo, Mcnonb3ysa AaHHbl UTXO B kayecTBe BBOAA, @ TAKXKE Ile-
pemuTe cooblenye tx mo ceTu testnet.

>>> import time
>>> from block import Block
>>> from bloomfilter import BloomFilter
>>> from ecc import PrivateKey
>>> from helper import {
decode_baseb58,
.. encode_varint,
. hash256,
little endian to_int,
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read_varint,

)

>>>
>>>

>>>
>>>
>>>

from merkleblock import MerkleBlock
from network import (

GetDataMessage,

GetHeadersMessage,

HeadersMessage,

NetworkEnvelope,

SimpleNode,

TX_DATA_TYPE,

FILTERED BLOCK DATA TYPE,
)
from script import p2pkh script, Script
from tx import Tx, TxIn, TxOut
last_block_hex = '00000000000000a03£9432ac63813c6710bfedl712\

ac5ef6faab093fe2917636"

>>>
>>>
>>>
>>>
>>>
>>>
>>>
>>>
>>>

>>>

>>>

>>>
>>>
>>>
>>>
>>>
>>>
>>>
>>>

>>>
>>>
>>>
>>>
>>>
>>>
>>>
>>>
>>>

secret = little endian_to_int (hash256 (b'Jimmy Song'))

private key = PrivateKey(secret=secret)

addr = private_key.point.address (testnet=True)

h160 = decode base58 (addr)

target_address = 'mwInlYPMq7ySF8J3LkC5Bxg9PHYZ5K4cFv'

target_hl60 = decode base58 (target_address)

target_script = p2pkh_script(target_hl60)

fee = 5000 # m3muMaeMas nnaTa B caToum

# noOxkIOUMTBLCA K Y35y testnet.programmingbitcoin.com

$# B pexMe paBora ceTy testnet

node = SimpleNode ('testnet.programmingbitcoin.com’, \
testnet=True, logging=False)

# cosparey ¢unbTp Brnyma paszmepom 30 M 5 xew-¢yHKUMA,

# a Taxxe JOGABMTb HACTPOMKY

bf = BloomFilter (30, 5, 90210)

# BBecTy xew-xof hl60 B ¢mneTp Brnyma

bf.add (h160)

# 3aBepuMTbL Npouenypy NOOTBEPXOEHMA YCTAHOBJIEHUA CBA3M

node.handshake ()

# 3arpy3uTh ¢uabTp Brnyma no komanme filterload

node.send{bf.filterload(})

# ycraHoBMTH YNOMAHYTHDI Beme Omox last block B

# xauecTBe HavanesHOTO Gnoxa

start_block = bytes.fromhex(last block hex)

# oTnpaBuTL COOOWEHMe C HadanbHeM GJIOKOM NO koMaHfge getheaders

getheaders = GetHeadersMessage (start_block=start block)

node.send (getheaders)

# oxmaTh COOBWEHMA C 3arojoBKaMy BJIOKOB

headers = node.wait for (HeadersMessage)

# coxpaHuMThL nmocregHuit 610k kak None

last block = None

# umHMumanuaupoBarTh, O6BeKT Tuna GetDataMessage
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>>>
>>>
>>>

getdata = GetDataMessage()
# nepebpaTe 3arToNOBKM BJIOKOB B LMKIIE
for b in headers.blocks:

. # mpomepuThL NOATBEPXIOEHME DABOTH B GJIOKe Ha NOCTOBEPHOCTH

if not b.check pow():
raise RuntimeError('proof of work is invalid')

. # npoBepuThb, ABAAETCA JIM NPEOLOYUMA OJIOK MOCNenHMM BoKOM

if last block is not None and b.prev block != last_block:

. raise RuntimeError('chain broken')

.. ¥ DnoBaBMTbL HOBEDt 3JIeMEHT B COOOmeHMe ANA NOJIyUeHUS OAHHHX,
... % OH monxeH OnTb TMma FILTERED BLOCK DATA TYPE u xeweM Bnoka
... getdata.add data(FILTERED BLOCK_DATA_TYPE, b.hash())

>>>
>>>
>>>

>>>
>>>
>>>

# ycTaHOBMTL B NoclenHeM 6JI0Ke TeKyWmit xew

. last_block = b.hash()

$# ornpaBuTe coofmWeHRMe INA NOJYYEeHMS NaHHBIX
node.send (getdata)
# uHuuMamMsMpoBaTh Nons prev_tx, prev_index u prev_amount
# 3HaueHueM None
prev_tx, prev_index, prev_amount = None, None, None
# BRNONHATL uUMkA while mo Tex nop, noxa prev_tx = None
while prev_tx is None:
$# oxupaTh 60K M3 OepeBa Mepxya waM KOMAaHIH tx
message = node.wait_for(MerkleBlock, Tx})
# ecnu mMeeTca koMaHZma merkleblock,
if message.command == b'merkleblock’:
# mpoBepurh ofwvexT Tuna MerkleBlock Ha MOCTOBEPHOCTBH,
if not message.is_valid():
raise RuntimeError('invalid merkle proof')
# mHaye yuMeeTCsa KoMaHOa tx
else:
# ycTaHOBMUTHL JoTMYeckoe 3HaueHue True, ofo3Hauawuee
# pexomm ofpaboTkM TpaH3akuMit B ceTu testnet
message.testnet = True
# umknuuecky o6pa®oTaThb BHBOIN TpaH3aKLMM
for i, tx out in enumerate(message.tx outs):
# ecnu Ha ofpaBaTHBAaEeMOM BHBOIE MMEETCHA TaKOM xe
# ampec, Kak 3amaHHEDL ampec, 3HauuT, OH OOHAPYXeH
if tx out.script pubkey.address(testnet=True) == addr:
# BuBOnm UTXO ofHapyXeH; YCTaHOBMUTbL NOJA prev_tx,
# prev_index u tx
prev_tx = message.hash()
prev_index = i
prev_amount = tx out.amount
print (‘found: {}:{}'.format(prev_tx.hex(), prev_ index))

found b2cddd41d18d00910£88c31aa58¢c6816al90b8fc30£f\
e7c665elcd2ecb0efdf3f:7

>>>
>>>

# cosmaTb o6BexT Tuna TxIn
tx_in = TxIn(prev_tx, prev_index)
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>>> # BEMMCIUTL CyMMy Ha BHBOZE KaK NPEIHIYWYD CYyMMYy 3a BEMETOM
# mraTH 3a TpaH3aKUMD
>>> output_amount = prev_amount - fee
>>> # co3gaTh HOBHM oObeKT Tvna TxOut ANA LeNeBOro cleHapus
# ¢ cymmMoit Ha BHBOJE TPaH3aKUUK
>>> tx_out = TxOut (output amount, target script)
>>> # co3maTh HOBY® TpaH3akKuUMo® C OOHMM BBOOOM M OIHMM BHIBOIOM
>>> tx_obj = Tx(1, [tx_in], [tx out], 0, testnet=True)
>>> # moamMcaTs TONLKO BBON HaHHOM TpaH3aKumm
>>> print(tx_obj.sign_input (0, private key))
True
>>> # cepuanM3upoBaATH M XELMPOBATH HAHHY® TPaH3aKUMK,
# UTOOH BHACHMTB, KaK OHA BHIJIAOAT
>>> print (tx_obj.serialize() .hex())
01000000013fdfef60ecd21cSe667cfe30£fch890all16688ca51lac3880f\
91008dd141ddcdb20700000060b483045022100££77d2559261d£5490ed\
00d231099c4bBeaBbTebecfeBel3ebd077313ed4£1428022033a1db8d69\
eb0dc376£89684d1ed1be75719888090388al6f1e8eedebB8067768012103\
dc585d46cfca73f3a75balef0c5756a21c1924587480700c6ebb4e3£75d22
083ffffffff019334e500000000001976a914ad346f8eb57dee9a37981716\
e498120ae80e44£788ac00000000
>>> # OTNPaBMUTH NOIONMCAHHYK TPaH3aKUMD 4Yepes3 CeTb
>>> node.send (tx_obj)
>>> # oxupaTe CekyHIy, 4TOOH ZmaHHOe coofleHMe INpOoWIo Yepe3 CeTh,
# Bu3BaB Meron time.sleep(l)
>>> time.sleep (1)
>>> # a Tenepk 3aMPOCKUThH LNAHHYK TPAH3aKUMD U3 LPYTOr0 y3nia CeTu
>>> # cospaTh 06BeKT TMna GetDataMessage
>>> getdata = GetDataMessage ()
>>> # 3anpocuTh OAHHY® TpPaH3akuuMp, BBeAs ee coolbueHue
>>> getdata.add data(TX DATA TYPE, tx obj.hash{())
>>> # oTnpaBuMThL DaHHOe CcoolueHUe
>>> node.send{(getdata)
>>> # a Tenepb OXMIATb OTBETA HAa 3aNpOC TpPaH3aKUUM
>>> received _tx = node.wait for(Tx)
>>> # ecm nonydyeHHas B MTOre TpaH3axuus oblamaeT TakKuM
# %e caMeM MOeHTMOMKATOPOM, Kak M OaHHas TpaH3aKUuA,
# TO peanu3yemrif 3MecCk MPOLECC YCHEWHC 3aBepuieH!

>>> if received tx.id() == tx_obj.id():
... print('success!')
success!

Mpunoxexue, OTBETbI K YNPaKHEHUAM

363






A

Anpeca 6uTKOMHA
NPUYMHBI He TI0Tb30BATh-
¢s nosTopHO 188
¢dopmupoBanue 121
ApudMeTitka 1o Mogynio
Ha3HayeHue 36
Omepanuyu, BHIIONHe-
Hue 37
peanusauus B Python 38

BuTkoitHOBbIE KOLIENbKH,
OCHOBHbIe QYHK-
uuu 247
Brnoxn
BO3HarpaxpaeHue 216
Mepxia, peBOBUOHEIE,
NpuMeHeHne 256
Ha3HayeHyue 215
CBA3BIBaHMeE B 1I€TIOYKY U
IepBUYHBIN 6/IOK 223
¢unBTpOBaHHBIE, ONpede-
neHue 281
Broxuposka u pasbno-
KMPOBKa, OnIpeferne-
Hue 147

Bapuantn
Ha3HadeHue 132
NpMHUMD AeicTBuA 132
Bepuduxaums nognucei
anroput™ 99
B cueHapuy p2sh, nops-
mox 211
peanusauusa B kofe 102

[ipeAmeTHbIN yKa3aTenb

TpaH3akuuy 183

BemecTBeHHBIE YNCNa
onepauuy, ornucanue 74
cBOMCTBA 73

r

Tenepuposanue xeu-
KOZIOB, MIOPAJOK 226
Tpyninbt
KOHEeYyHbIe UUKINYecKye
onpeneneHyue 81
dopmupoBanmne 84
CBOWMCTBA, OIKCa-
Hue 84,87

A

JlBoitHOe pacxofioBaHue
npenoTepaiiedne 215
npobnema 215

JlepeBo Mepxia

pOAUTENbCKUIA YPOBEHD
BbIUMCIeHNe 251
onpepenenue 251

CTPYyKTypa
onucaHue 249
nocrpoenne 258

Xell pORMUTENbCKUM
BbIYMcreHue 250
MOTy4YeHHe, MopAfoK 250

3

3aronoBku 610KOB

3ampoc M OTIIpaBKa, pea-
nu3auus B xoe 243
[osTy4eHue
nopagox 242
peanusanus B Koge 242
nons, onucauue 220, 224
COCTAB/LAKILME, Iepe-
YyeHp 219

GUTHI IPU3HAKOB, IpaBuTa S3A44a AUCKPETHOTO /IOTa-

YCTaHOBKU 267
KOpeHb
B 6/10Kax, BEIYMCTIE-
Hue 253
BBIYMCIIEHKE 252
onpenenexdue 252
o6xon
B LIMPUHY U ITy6UHY, HO-
pamok 257
peanu3anys B kope 261
onpeneneHue 248
IIOATBEPXAEHME BKITIO-
YeHUs, BBIYMCIIe-
Hue 255
[IOCTpOEeHME, IIOPATOK
meMcTBUA 248
peanusauus B xofie 259

pudMupoBaHns
onpeneneHue 82
OTCYTCTBME BHIYMCIUMOTO
anroput™a 82

W3aydenne 6uTkoitHa, fo-

MONTHMTeNIbHbIE BOIIPO-
col 315

K

KBagparuyHoe xemmupoBa-

Hue, npobnema 184

Komnposka Base58

MEXaHU3M NpefCcTaBAeHUS
cuMBonoB 119
Ha3HaueHue 119



Hepexof K KOAUMPOBKe
Bech32, npuuu-
Hbl 120
Koneunsle nons
omnepanumn
BO3BE/I€HUA B CTEIIEHD,
ompeneneHue 42
BBIYMTAaHUA, ONpefene-
HUe 45
3aMKHYTOCTb 39
peanusaunus B Python 40,
44, 45
C/IO)KEHMA, OIpefeIe-
Hue 39
YMHOXEHMS, OIpefieie-
Hue 42
omnpepneneuue 32
TIOPAAOK, OTIpefiene-
Hue 34
nocrpoenue B Python 34
CBOJCTBa, onucanue 32
KpunropamoTHbie Ko-
1eNbKU, pasHOBUAHO-
ctu 315,317
Kpunrorpadus
TI0 /UM TUYECKUM KPH-
BbIM
6esonacHocTp 91
CepHMaTn3alMsA OTKPBITHIX
Knioyel, hopma-
Tel 109
C OTKPBITBIM KTIOYOM
orepanuy, onucadue 95
¢dbopMupoBaHHe LeneBoit
TOYKM, IOPATOK AeM-
cTBuit 100

Marnaa treopema QPepma
IOKa3aTeIbCTBO 46
omnpepenenue 46
npuMeHenne 47

MHoxecTBa

3aMKHYTOCTb OTHOCH-
TenbHO apudMeTHde-
CKMX onepauuit 33
KOHEYHBIX T10/IeM, 3/TeMEH-
Thl 34
TIOPATIOK, OTpenene-
Hue 33
UTXO, HasHaueHune 139
Mynsrunopnucu
npuMmeHeHHe 195
TIpOCTbIE
Ha3HaYeHMe U CTPYKTY-
pa 196
Hava/IbHOe COCTOsAHME
M CTaguM BBITIO/IHe-
Hua 197
HenmocTaTku 201
peanu3annA B xoge 200

n

[InaTa 3a TpaH3aKLMIO
Ha3HayeHue 143
OLIeHUBaHME, CIIOCO-

6561 189
pacuet 145
[InaTexxHble KaHambI, Ha-
3HaveHue 317

[Tognucanne
nopARoK AevicTeuit 103
peanusauns B kofe 105
co3gaHue IOAIUCH, TTIO-

pAnok 104

[ToaTBepxaerue paboTsl
Ha3HayeHue 224
TIOMCK M TIpOBepKa 224
MpOBepKa Ha JOCTOBEp-

HoCTb 229
Xel-KOAbl JOCTOBEPHOCTH,
BBIYMCIeHue 227
[Tonnora no TelopuHry,
onpepenenue 148
[IpepBapuTenpHas nopro-
TOBKa

KOMaHJHasA 060/104Ka
Jupyter Notebook,
Ha3HaueHue 24

mpouenypa 21

[IpoexTs! Ans paspaboTku
6uTKOITHA
ApyTHe, onucanue 318
OCHOBHBbIE, onMcanue 317
[Iporokon Segwit

BHe[[peHHbIE U3MEHe-
Hua 285

ROCTYIIHOCTD /1A pacxo-
aoBauua 296

KaK MATKas Bunka 287

Ha3HaueHMe 285

obpaTHas COBMECTH-
MocTh 291

MIpOYye YCOBEepIIEHCTBO-
BaHua 313

cepuanM3anms TpaH3aAK-
mui 287

C

Cepuanusanus
HaHHBIX
BBIGOP MOPANKA CIeBOBa-
Hus 6aittoB 124
IpsAMOIL M 06 paTHBI
HOPAMIOK CNIENOBaHMA
6aitros 110
OTKPBITbIX K/TIOYe
B HeckaToM Gopmare
SEC, mopsanox nen-
cTBuit 109
B OKaToM Qopmare
SEC, nopsapox gen-
cTBuit 113
¢dopmarsl, omcanne 109
noanuceit B popMare
DER, nopsanok gei-
cTBUit 116
CeKpeTHBIX K/Io4eit B pop-
mate WIE, nopsimox
mevicTBMin 123

MpeameTHbiA yKa3atenb

366 |



TpaH3aKUNiA, peanusanus
B Kofie 142
Certy 6UTKOIHA
opranmusanusa 233
NOOK/IIOYEeH e
aCMHXpOHHOe 239
CHHXpOHHOe 238
NIOATBepKAeHNE NOJ-
K/TI04YeHUA, IpOoLeny-
pa 237
IIPUMeEHAEMBIit IPOTOKOJI,
ocobenHoctn 233
coobienns
0 3aro/IoBKax 6710KOB,
onucanue 244
nonesHaa uHGopMaum,
CUHTaKCUYeCKUit aHa-
3 235
CTPYKTYPpa, OIIUCaHue
233,234
mainnet, Ha3HaYeHue 122
testnet, HasHavyenue 122
CkanapHoe yMHOXeHMe
onpefeneHune u ocobeHHo-
ctn 80
IIpMMeHeHUe B KPUIITOTIpa-
¢un 83
peanusauunA B Koge 88
TOYEeK Ha 3ITUNTUYECKON
KpMBOH, onepa-
unsa 81
CrnoxHocts
6UTKOITHa, OLleHUBa-
Hue 228
KOppEeKTUpOBKa
BbIYKC/IeHHe 229
Ilepuoa, onpenenenue 229
ompenenenue U GopMyna
BBIYUCTIEHUA 228
CueHapun
6n0KMpOBKY, HazHaye-
Hue 149
BBIYMCTIEHE
6e3omacHoe, nopsigok 163

peanu3auma B Kofe 161
obbenuHenue moneit 156
o6 beauHeHHbIe, BHIYUCTE-

HHue 156
MoraleHus
Ha3HayeHue 202
COXpaHEHME ¥ BOCCTAHOB-
nenue 203
IIPOU3BONIbHEIE TIOCTPOE-
Hue 171
pa36/IOKMpOBKY, HasHave-
Hue 150
cepuanM3anms, peanmsa-
LA B Kofe 154
CMHTAKCUYEeCKUI aHaMN3

Ha sA3bike Script 137

pea/msauus B Koge 153
CTaHOAPTHBIE, PA3HOBUL-

HocTH 157
p2pk
3aTpyAHEHM, OTHuca-
HUe 165

omucauue 157
p2pkh

omucaHue 167

npeuMyiiectsa 166
p2sh

BbIYMCTIEHHE A[IPECOB, IIO-

papok 210

I7MaBHas ocobeHHocTh 210

HasHavyeHue 202

0c060€ IIpaBUNIO, TTO-

C/IeTOBATENbHOCTD
koMaHpg 202

IIPMHLNII feAcTBUA 205

peanu3anuA B Kofe 311
p2sh-p2wpkh

agpecaums 291

06paboTka, mopamok 293

ocobenHocTH 292

peanusanus B koge 296

TPaH3aKIIuM, 06paTHas

COBMECTUMOCTb 295
p2sh-p2wsh

Ha3HayeHue 306

06paboTKa, mopARoK 306
peanu3anms B koge 311
p2wpkh
BBITIONTHEHNE, TIOPA-
ook 288
Ha3HayeHue 285
peanu3anus B koge 296
TpaH3aKUMHM, CTPYKTY-
pa 287
p2wsh
Ha3HayeHMe 302
06paboTKa, mopagox 303

T

Tpansakuumu
BBOJIbI
Ha3HayeHue 131
cocTaB nonen 134
BepuuKaLus, peanusa-
uus B kome 185
Bepcus, Ha3HayeHne 130
BpeMA 6/IOKUpOBKM
Ha3HaueHue 140
TPYRHOCTH [IpUMeHe-
Hua 140
BBIBOZIBI
Ha3HaveHue 137
cepuanusauusa 138
M3 ITyna [IAMATH, 0cobeH-
HocTH 143
MOHETU3UPYIOLIHe
Ha3HayeHue 216
CTPYKTypa M ycnosua 216
cuenapuit ScriptSig, oco-
6enHocTn 217
Ha3HayeHue 127
opraHusanua B 6moku 215
NOJaT/IUBOCTD
06yCTIOBNIEHHBIE TPYAHO-
ctn 286
onpenencuue 286
ycTpaHeHune 287
NIOATIMCAHKE, TIPOLENY-
pa 191

367

MpepmeTHwA yKa3aten |



NIPUXOMHbIE U PACXONHbIE,
onucanue 156
IIpoBepKa
DOCTOBEPHOCTH, Ha3Hade-
Hue 177
nognucu 180
PacxonoBaHUA BBOJIOB
TpaHsakuuu 178
CYMMbI BBOJJOB OTHOCH -
Te/IBHO CYMMBI BBI-
BozoB 178
peanusaums B Koge 142
co3JaHue
B ceTH testnet, mops-
ook 192
Heo6xoaumbie rpeobpaso-
BaHMA M cpefcTBa 189
OCHOBHBIE BOITPOCHI, pe-
meHyue 186
HpefBapuTenbHble Tpebo-
BaHuA 186
peanu3anus B koxme 190
COCTaB/LAIOLIME, OTINCA-
Hue 127

y

YMHbIE KOHTPAKTbI
HasHadeHue 147
A3bIK Script
Kofp! omepanuit 152
HasHayeHue 147
HENoIHOTa 1o ThIOpHHTY,
IpUYMHH 148
IpOorpaMMMpOBaHHue oOlle-
paumit 151
THITBI KOMaHJl, OIyca-
Hue 149
YnpoineHnas nposepka
OIUTaThI, 06ecnedenyue
6esonacHoctn 256

°®

Ounerpel bryma
3arpyska, nopagox 280
Ha3HayeHue 273

o npoTokony BIP0037,
npuMeHeHue 277
IpuMeHeHue 274
cosgaHue 275
COCTaB/LAIOLINE, OIIMCA-
Hue 274
OyHKUMM XelMpOBaHUA
murmur3, Ha3Have-
Hue 278
ripemd160, Ha3Haye-
Hue 121
sha256 u hash256, Ha3Ha-
yenue 99

X

Xew nopnucyu

BBIYMC/IEHME B CLIEHapUU
p2pkh, npouenypa
181,182

BBIAB/ICHYE B CLIEHa-
pum p2sh, mpouecc
211, 212

onpenenenue 98

U
Hens

Ha3HayeHue 226

CpaBHEHME ¢ IPYTON Lie-
npio 228

¢dopmyna gna BeIYMCIIE-
Hus 226

3

InMUnTHYecKue KpUBble

6eCKOHEYHO yHaneHHbIe
TOYKHM, OIIpefnene-
Hue 62

Bns Kpunrorpaduy ¢
OTKDBITBIM K/TIO4OM,
onpepenenue 91

KaHOHMYecKasA dpopMa,
ypaBHeHue 56

HaJl BeleCTBEHHBIMM YHC-
naMy, onucanue 73

Haji KOHEYHbIMM IIOTAMU
onucaHue 75
peanusanus B Kome 76

ompenenenue 51
peanuaauus B Python 57
CBOMCTBa, onucanue 53

C/IOXKEeHME TOYeK

B 0c060OM crIydae, peanu-
sauusa 72

xoraa P, = P, BbiBOR Op-
Mynsl 70

KOT/a X, # X,, BBIBOZ, pop-
Mynbl 67

HaJl KOHeYHBIMMY 10714~
My 79

HeNMuHeHoe, onpexene-
Hue 61

olnepauus, onucaHue 58

peanusauus B Koje, 1o-
PANOK fieitcTBuit 63

CBOWCTBa, onycaHue 62

secp256k1

Ha3HadyeHue 56

ocobeHHocTH 92

IapaMeTpsl, onucanue 91

peamusauus B Python 93

368 |

MNpeameTHbii yxasatensb



O'REILLY"

Python gns nporpaMMUMpPOBAHKUS KPUNTOBANIOT

3T0 PyKOBOACTEBO NOMOXET Bam pa3obpaTbCa B TEXHONOTAN
6uTkoitHa. Ero asTop, Jkummu COHN, ABNAIOWMUIACA OQHUM U3
BefyLWMX CNeuvuanvicTos, 0byyarwmx NporpamMmpoBaHno BUTKOMHA,
NOACHAET NPOrpaMMmUpyoLLMm Ha Asbike Python paspabotuvkam,

KaK NpUCTynuTL K NnocTpoeHuto bubnnotekun gna butkoitHa

“c uncToro nucTa”. B KHWUre M3naraloTCA OCHOBbI 3TOW NONYNAPHOW
HbiHE KpUNTOBANKITLI, B TOM YnCne MaTemaTUUeCcKun annapar,
Kpuntorpaduyeckue NoHATUA, BNOKW 1 TpaH3aKUWUK, a TakxKe ee
nnarexHan cMcTema B Buge uenoykn 6okos (unn bnokyeina).

MpounTae KHUry U NnpopaboTas Npeanaraembie B Heit ynpaxxHeHus,
Bbl CMOMKETE YACHUTb MPUHLMN U BHYTPEHHUIA MEXaHW3M AeiCTBIA
A@HHO KPUNTOBANIOTLI B XOAE NPOrPaMMUpPOBaHUA BCEX
Heobxogumbix cocTaegnawwmx bubnnotekn ana butkonHa. U3

KHUTM Bbl Y3HAETE, KaK CO3[aBaTb TPAH3aKLMK, NONyYaTb 4aHHbIE U3
OAHOPAHroBOMN CETU W OTCbINATH TPAH3aKLMK, UCNONb3Ys CETEBON
npotokon. Mccnepyere N Bbl NPUNOXKEHWUA BUTKOMHA ANA CBOEA
OpraHu3aUuu UK UWETe HOBbIN Ny Tb ANA Pa3BUTUA CBOEN Kapbepbi
pa3paboTumka, 3T0 NPaKTMYeCKoe Nocobre NOMOXKET BaM 3aN0K1Tb
NPOYHbIA GYHAAMEHT 3HaHWIA B 06A3CTM NPOrPaMMUPOBAHIA
KpWNTOBANIOT.

Y3HauTe, Kak:

B BbiNnONHATbH CMHTAKCMYECKWIA aHanu3, NPOBepATh
Ha IOCTOBEPHOCTb U CO3aBaTh GUTKOWMHOBbIE TPaH3aKLUUK

B [3yunTb A3bIK Script, ucnonb3yembiid ANA HaNMCaHWA YMHbIX
KOHTPaKTOB W MONOXEeHHbIN B OCHOBY BUTKOWHA

B BbinONHATH yNpaXHEHNA B KaXXA0M rnase, 4To6bl NOCTPOUTDL
c Hyna bubnuoteky ana BuTkoiHa, a Takxke pasobpaTtben,
Kakum obpa3om noaTeepxaeHne pabotbl genaet 6nokyeiH
besonacHbIM

B [Iporpammupoeatb 6UTKOIH, ucnonb3yn sepcumio Python 3

B [loHATb, Kakum 06pa3om AencTBYIOT yNpOLWEeHHan NpoBepKa
onnatbl U “TOHKWE" KOLeNbKK

B [lonb3oBaTbcA KpUNTOrpadmen ¢ OTKPLITHIM KNIOYOM
¥ KpunTorpaduyecKuMn NPUMUTUBaMM

“YnpaxHeHus, NpeanaraeMble

B 3TOI KHWUTE, HE TOMbKO
NPeACTaBAT BHYTPEHHWIA
mexaHu3m paboTbl
6nokueiiHa, HO ¥ NO3BONAT
ACHO NOYYBCTBOBATb BCE
W3ALLECTBO U NpenecTb
[1aHHOW TexHonormm".

Ken Jlio,

naypear nuTepaTypHbIX Npemuia
Nebula, Hugo n World Fantasy. Ero
Hay4HO-paHTacTUYECKNI pacckas
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(BuzaHTwiickas smnaTia) 6bin
NEPEOHa4YaNbHO onyﬁnumaau

8 u3parenscree MIT Press.

Oxummun Conr — paspaborum
¢ 6onee yem 20-NETHUM CTaXEM, B TOM
yucne oH 06nNanaeT 5-NeTHUM oNbiToM
pabotbl ¢ buTKoiHOM. OH ABnseTca
PEAaKTOPOM UHTEPHEeT-U3AaHNA
bitcointechtalk.com

1 BEHUYPHbIM NapTHEPOM NPeANPUATUA

Blockchain Capital, Takxe oH
nuweT cTatbu Ana Bitcoin Magazine

¥ NPENOAAET KYpC NPOrpaMMUpOBaHNA

buTKOWHA B YHMBEpCMTETE WTaTa

Texac. OH BHEC CBOWM NOCMNBHBIA BKNAA

B CaMbie pPa3Hble NPoeKTbl BUTKoNHa
C OTKPbITbIM KOAOM, BKNKOYaA Armory,
Bitcoin Core, bted v pycoin

ISBN 978-5-907144-82-8
|\ 1 9||1| 1‘ |

9 "785907"144828

KaTeropua: anexTpoHHas ToproBng
MNpegmert paccmoTpenns: BuTkoiH
YpoBeHs: NPOMEXYTOHHSIR, NPOABUHYTHIA

Dl supnemun

http://www. williamspublishing.com

http://oreilly.com



